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Abstract of the contribution: This contribution provides a method of securely storing the NAS security context through power down. 
Introduction
In UTRAN, it is possible to store CK and IK in the USIM during power down in order to avoid the need for an additional run of AKA when re-connecting to the network. It would be appropriate to try and add this feature into E-UTRAN, if it can be done in a way that supports the current USIMs. This contribution provides a method of storing NAS security context that uses the current files on the USIM and is backwards compatible with the UTRAN behaviour.  

Storing the NAS security context 
In order to store the NAS security context through power down means that the UE must be able re-create the following parameters at power on:

KSI, KASME, KNAS-int, KNAS-enc, Integrity Algorithm, Ciphering Algorithm, and the uplink and downlink NAS sequence numbers.
This means it would be enough for the UE to store the following parameters:

KSI, KASME, any inputs used to derive KNAS-int and KNAS-enc (not stored for other reasons), Integrity Algorithm, Confidentiality Algorithm, and the uplink and downlink NAS sequence numbers.

Out of these parameters, only the KASME should not be stored on the ME in order for it to be impossible to access the network with a properly behaving UE if the UICC is removed. 
It should also be noted that depending on the final method chosen to calculate, KNAS-int and KNAS-enc, it may be possible to just store KASME in the UICC and the uplink and downlink NAS sequence numbers and attach to the network by running a NAS SMC to establish the NAS security context. 
Storing K_ASME in a current USIM 
Current USIM have a location to store PS domain keys and their KSI and the associated START value. If the START is equal to the value of THRESOLD, then the PS domain keys are considered obsolete and will not be used to try and access UMTS. 
This means that if a dual mode UE wanted to use the location to store E-UTRAN keys, then it could do it be setting the value of the START to THRESHOLD. This would mean that if the USIM was moved to a different ME, then the new ME would not try to use the E-UTRAN keys to access UMTS. The remaining parameters described in the above section of the contribution could be stored in the ME.  
In summary, the NAS security context can be securely stored in the UE during power down. It can be done be storing KASME and KSI in the PS CK, IK and KSI locations on the UICC and setting the PS START value to THRESHOLD (to ensure the keys are not used in UMTS at next power on). In addition, at least the following parameters would need to be stored in the ME to allow it to re-connect to the network at power-on: uplink and downlink NAS sequence numbers, integrity algorithm, confidentiality algorithm and any other parameters need to re-calculate KNAS-int and KNAS-enc.
Conclusion 

This contribution has shown how it is possible to securely store a NAS security context in a UE during power down. It is proposed SA3 agree with this concept and make the below change to TS 33.abc. 
Proposed change to TS 33.abc
6.4
EPS key properties

Editor's Note: This refers to the keys from section 6.2, cf. TR 33.821, section 7.4.7.3.3, 7.4.8.

If KASME is stored in the ME, it should be deleted when the ME is powered down or when the UICC is removed. It may be stored in the USIM along with its associated KSI where the UMTS PS CK, IK and KSI are held provided that the PS STRART value is set to THRESHOLD. If KASME is stored in the USIM, then at least the following parameters will need to be stored in the ME to enable the NAS security context to be re-calculated and the UE to connect to the network without the need for security procedures: uplink and downlink NAS sequence numbers, integrity algorithm, confidentiality algorithm and any other parameters need to re-calculate KNAS-int and KNAS-enc.
KASME shall never leave the EPC.
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