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9.2
Host based Mobility

9.2.1
General
Editor’s Note:cf. TR 33.922, section 7.2

Editor's Note: It has to be checked whether the PDN GW is allowed in the VN as this may imply complexity on the certificate handling.
The DS-MIPv6 security is based on IPsec as defined in [x1]. The IPsec security association is established between the UE and the node acting as HA (i.e. PDN GW). 

The following principles apply:

· The UE and the HA use IKEv2, as specified in RFC4306, in order to establish IPsec security associations.

· Public key signature based authentication with certificates, as specified in [x2], is used to authenticate the HA. The HA shall authenticate itself to the UE with an identity. This identity shall be the same as the FQDN of the HA if the HA is found via DNS [x5]. 
· EAP-AKA within IKEv2, as specified in [x1] and [x2], is used to authenticate UEs, which contain a USIM.

9.2.2
Bootstrapping of Mobile IP parameters

Editor’s Note:cf. TR 33.922, section 7.3
The first procedure that must be performed by the MN is the discovery of the HA address, which in case of EPS is the IP address of the PDN GW. The detailed of this procedure are specified in [x5].
Editor’s Note: The CT1 specification may need to be added as a reference.

As soon as the Mobile Node has discovered the PDN GW address, it establishes an IPsec Security Association with the Home Agent itself through IKEv2. The detailed description of this procedure is provided in RFC4877. The IKEv2 Mobile Node to Home Agent authentication is performed using Extensible Authentication Protocol (EAP).

When the Mobile Node runs IKEv2 with its Home Agent, it shall request an IPv6 Home Address through the Configuration Payload in the IKE_AUTH exchange by including an INTERNAL_IP6_ADDRESS attribute. 

When the Home Agent processes the message, it allocates a HoA and sends it a CFG_REPLY message. 

Editor’s Note: the details of this configuration procedure are in the scope of CT1

The IPv6 Home Address allocation through IKEv2 allows to bind the Home Address with the IPsec security association so that the MN can only send Binding Updates for its own Home Address and not for other MN’s Home Addresses.

Figure x provides the flow for the initial DS-MIPv6 bootstrapping, focusing on the security aspects of the flow.
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Figure x: DS-MIPv6 bootstrapping based on IKEv2

1)
The UE discovers the PDN GW address based on the procedure specified in [x5]

2) 
The UE starts an IKEv2 exchange with the PDN GW. The first part of this exchange is an IKE_SA_INIT exchange. In this phase the PDN GW and UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie-Hellman exchange

3) 
The UE sends the user identity (in the IDi payload) and the PDN identifier (in the IDr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The UE omits the AUTH parameter in order to indicate to the PDN GW that it wants to use EAP over IKEv2. The UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Home IP Address or Prefix. The UE shall include the Traffic Selectors to protect DS-MIPv6 signalling as specified in [x1].

4)
The PDN GW sends the Authentication Request message with an empty EAP AVP to the 3GPP AAA Server, containing the user identity. The PDN GW shall include a parameter indicating that the authentication is being performed for DS-MIPv6 security. This will help the 3GPP AAA Server to distinguish between authentications for DS-MIPv6 security and authentications for IPsec tunnel setup. For the communication between PDN GW and 3GPP AAA server, cf. also [x4].

Editors Note: It has to be clarified whether the need for the 3GPP AAA server to distinguish between two types of authentications is based on security or other reasons. Furthermore, it has to be clarified whether the AAA server may have to distinguish more than the mentioned two uses, e.g. in the context of I-WLAN direct IP access.

5)
Based on the identity received, the 3GPP AAA server selects an Authentication Vector (RAND, AUTN, CK, IK, XRES) for the UE.  The 3GPP AAA Server then initiates the authentication challenge by sending the EAP-Request/AKA-Challenge containing RAND and AUTN [y1]. The user identity is not requested again, as in a normal authentication process, because there is the certainty that the user identity received in the EAP Identity Response message has not been modified or replaced by any intermediate node. The reason is that the user identity was received via an IKEv2 secure channel which can only be decrypted and authenticated by the end points (the PDN GW and the UE).

6)
The PDN GW responds to the UE with its identity, a certificate, and sends the AUTH parameter to protect the previous message it sent to the UE (in the IKE_SA_INIT exchange). The EAP message received from the 3GPP AAA Server (EAP-Request/AKA-Challenge), which contains RAND and AUTN, is included in order to start the EAP procedure over IKEv2.

7)
RAND and AUTN are passed to the USIM, which checks AUTN is correct [y2] and if so calculates CK, IK and RES and passes these to the UE. The UE checks the IKE authentication parameters and responds to the authentication challenge. The only payload (apart from the header) in the IKEv2 message is the EAP message which contains the AKA response, RES.

8)
The PDN GW forwards the EAP-Response/AKA-Challenge message to the 3GPP AAA Server.

9)
The 3GPP AAA Server checks the EAP message including that RES = XRES and then calculates MSK from CK and IK as described in [y1]. The 3GPP AAA Server sends the Authentication Answer including an EAP success and the key material to the PDN GW. This key material shall consist of the MSK generated during the authentication process. 

10)
The AUTH payload is computed using the received MSK.

11)
The EAP Success message is forwarded to the UE over IKEv2.

12)
The UE also generates MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDN GW.

13)
The PDN GW checks the correctness of the AUTH received from the UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The PDN GW shall send the assigned Home IP address or prefix in the configuration payload (CFG_REPLY). Then the AUTH parameter is sent to the UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

Editor’s Note: the details of the configuration procedure is under CT1 responsibility
9.2.3
Profile of IKEv2

IKEv2, as specified in ref. [y3], contains a number of options, where some are not needed for the purposes of section 9.2 of this specification and others are required. IKEv2 is therefore profiled in this section. When IKEv2 is used in the context of section 9.2 of this specification the profile specified in this section shall be supported.

In [y5] there can be found a set of recommendations of IKEv2 profiles while [y6] sets rules and recommendations for individual algorithms support. Following recommendation from both papers, the below two profiles shall be supported by the PDN Gateway and the UE:


First cryptographic suite:

-
Confidentiality: 3DES in CBC mode;

-
Pseudo-random function: HMAC‑SHA1;

-
Integrity: HMAC-SHA1-96;

-
Diffie-Hellman group 2 (1024-bit MODP), mandatory for IKEv2 according to ref. [y6].


Second cryptographic suite:

-
Confidentiality: AES with fixed key length in CBC mode. The key length is set to 128 bits;

-
Pseudo-random function: AES-XCBC-PRF-128;

-
Integrity: AES-XCBC-MAC-96.

-
Diffie-Hellman group 2 (1024-bit MODP), mandatory for IKEv2 according to ref. [y6]

9.2.4
Profile of IPSec ESP

The confidentiality and integrity of DSMIP signalling sent through a tunnel between the UE and the PDN Gateway shall be protected by IPSec ESP [y2]. A profile for IPSec ESP for this purpose is given below.

IPSec ESP, as specified in [y2], contains a number of options and extensions, where some are not needed for the purposes of section 9.2 of this specification and others are required. IPSec ESP is therefore profiled in this section. When IPSec ESP is used in the context of section 9.2 of this specification the profile specified in this section shall be supported. Rules and recommendations in [y5] and [y6] have been followed, as in case of IKEv2.

First cryptographic suite:

-
Confidentiality: 3DES in CBC mode;

-
Integrity: HMAC-SHA1-96. The key length is 160 bits, according to [y7] and [y8];

-
Transport mode shall be supported.
Second cryptographic suite:

-
Confidentiality: AES with 128-bit keys in CBC mode. The key length is set to 128 bits;

-
Integrity: AES-XCBC-MAC-96;

-
Transport mode shall be supported.
It shall be possible to turn off confidentiality protection. This means that the transform IDs for encryption ENCR_NULL shall be allowed to negotiate, as specified in reference [y3]. Integrity protection shall always be used, i.e. the authentication algorithm in reference [y4] shall not be NULL.
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