Page 1
-


3GPP TSG SA WG3 Security — S3#50
S3-080172
25- 29 February 2008
Sanya, China
Source:
Nokia, Nokia Siemens Networks
Title:
BSF discovery in a large network.

Document for:
Discussion and decision

Agenda Item:
6.6
Work Item / Release:
Rel-8
Introduction

In SA3 #49 meeting there was a discussion on BSF discovery in a large network in S3-070702 and S3-070848. 
Some operators like CMCC have large networks in which subnetworks have their own BSFs.These BSFs can currently not be found, if the BSF address is derived from the B-TID is the only possibility to obtain the BSF address. A BSF-proxy approach is not regarded as feasible, since the load especially in large networks might be substantial.
It was proposed in S3-070848 to add the possibility to provision the BSF address, if the default method is not possible.

The BSF address may be provisioned. The provisioning may be realized using OMA Device Management, using the Connectivity Management Object (OMA DM ConnMo) [x]. Management object for IPv4 and IPv6 DNS address are specified in OMA DM ConnMO IP MO (ConnMO IPMO). The UE shall use the provisioned BSF address first if available, otherwise the UE shall discover the address of the BSF the from the identity information related to the UICC application that is used during bootstrapping procedure, i.e., IMSI for USIM, or IMPI for ISIM. The address of the BSF shall be derived as specified in TS 23.003. 

Discussion
It was found there was still a problem with the above solution in case UICC is inserted in another UE.

In this case the user shall fetch the BSF address from his operator first. But the user may not have this sense. Otherwise the procedure may be a bit clumsy. Suppose a subscriber of CMCC Beijing will use (i.e., insert his SIM in) a UE which is preconfigured the BSF address of CMCC Shanghai.

1. UE first uses the preconfigured Shanghai BSF address, but the request will be denied.

2. UE then uses the BSF address derived from IMSI which is bsf.cmcc.china.pub.3gppnetwork.org (suppose CMCC has such a BSF portal). 

3. the BSF portal will forward the request to the correct BSF located in Beijing.

UICC preconfiguration 

One solution is to use UICC preconfiguration and/or OTA to address the issue of BSF address discovery.
 

If the BSF address is known during personalization of the UICC then the UICC can be preconfigured with this address and be retrieved by the ME. The BSF address could be stored in a file with specific identifier in UICC and the ME could send a certain "READ" command to the UICC in order to retrieve the content of this specific file. 

 

If the BSF address is not available in the UICC then an OTA command can be sent to the UICC to provision the BSF address in the UICC that could be used by the ME. There is a specific OTA command to modify a file on the UICC, it corresponds to "Remote File Management" 

The problem with this solution is that there shall be a preconfigured BSF address in UICC. Otherwise the problem is still there.

BSF redirection
It’s possible to do redirect in Ub interface through HTTP response with 302 code. In this case, the UE will always first connect the default BSF address. The default BSF server at that address will inspect the IMPI in the received HTTP request, and do a 302 redirect in standard HTTP message to the correct destination BSF in a sub network of the operator. This "BSF Redirection" solution would be lighter than the proxy BSF solution in S3-070702 as it will only redirect the UE to the correct BSF and the Ub traffic will not be going through the default BSF.
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Conclusion

BSF redirection is a simple solution for to solve BSF address discovery in a large network. The only cost is the default BSF needs to resolve the destination BSF address. However there is similar problem in finding the IMS or I-WLAN server addresses in a large network. A general solution may be needed for all these cases (i.e., GBA, IMS and I-WLAN).
.
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