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1. Introduction
In idle mode mobility from UTRAN/GERAN to E-UTRAN if UE does not have the cached NAS security context (Idle State Reduction) then it also does not know which NAS algorithm to use. 
2. Discussion
The TAU Request message should be integrity protected so that the MME is able to authenticate it, i.e. to verify that it came from the right UE without a need to run AKA or SMC procedure during idle mode intersystem mobility.
In idle mode mobility case when MME receives TAU Request message it will get the context from the source system. Then it can authenticate the TAU Request message based on the mapped security context (EPS/E-UTRAN keys derived from the source system keys) or cached security context, depending on which keys are used to protect the TAU Request.
The only problem is that what algorithms to use for the TAU Request message protection. Our proposal for idle mode mobility is that UE chooses one of the default algorithms, and for active mode mobility UE chooses the same algorithm as was selected for the AS level security.

3. Proposal
Even if the algorithms are not known for the UE, it is still beneficial for the EPS to be able to authenticate the TAU Request message, i.e. that the message came from the right UE. For this case one of the mandatory supported algorithms can be used by default to integrity protect the TAU Request by the UE. In case EPS wants to use a different algorithm it can change it with the SMC procedure.

4. pCR to TS 33.abc
================ start of 1st change ================
9
Security interworking between E-UTRAN and UTRAN

Editor's Note: Any impacts in this section due the feature of per user activation of UP ciphering are for ffs and dependent on an agreement on this feature which is for ffs.

9.1
Idle mode mobility
9.1.1
From E-UTRAN to UTRAN

9.1.2
From UTRAN to E-UTRAN

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editor’s Note: It is ffs, which algorithm from the mandatory supported algorithms is to be used by default for the TAU Request authentication.
9.2
Handover
9.2.1
From E-UTRAN to UTRAN

If UP ciphering in E-UTRAN is activated, it shall remain activated after handover in UTRAN as well.

Integrity protection on NAS signalling is mandatory for both E-UTRAN and UTRAN

MME shall derive a confidentiality key CK', and an integrity key IK' from KASME with the help of a one-way key derivation function KDF in the following way:

KDF(KASME )= CK' || 'IK. MME shall transfer CK' and IK' to the SGSN as part of the relocation request. 

Editor’s Note: The key derivation function is for further study

Editor’s Note: SA2 currently discusses parallel registration in UTRAN and E-UTRAN. In case of parallel registration, UMTS security context is already available in the SGSN before handover. In this case, the already established security context shall be used after handover and not the transferred security context. 

The NAS service request message shall include the UTRAN and GERAN security capabilities of UE.

MME shall transfer UE’s UTRAN and GERAN security capabilities to SGSN. SGSN shall include the allowed security algorithms in the relocation request to RNC. RNC shall select the algorithms and include the corresponding identifiers in the relocation request acknowledgement. The selected algorithms shall be indicated to UE in the handover command message.

9.2.1
From UTRAN to E-UTRAN

If UP ciphering in UTRAN is activated, then UP ciphering shall remain activated in E-UTRAN after handover as well.

Integrity protection on NAS is mandatory for both E-UTRAN and UTRAN

SGSN shall transfer CK || IK to MME in the relocation request message. MME shall derive K'ASME from CK || IK with the help of a one-way key derivation function KDF: 
KDF(CK || IK) = K'ASME . MME shall derive the NAS keys and KeNB from K'ASME.

Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor’s Note: SA2 currently discusses parallel registration in UTRAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK.

SGSN shall be able to query UE anytime about its EPC/E-UTRAN security capabilities.

SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall include them in the relocation command and RNC shall indicate them to UE in the handover from UTRAN command.
TAU Request message shall be integrity protected with the same algorithm as was selected for the AS.

UE shall be authenticated via E-UTRAN as soon as possible after the handover and the newly generated keys shall be taken into operation as soon as possible.
Editor’s Note: it is still for further study whether or not a “key change on the fly” during an ongoing connection will be possible in E-UTRAN. If it is possible, it should be used as soon as possible after a successful authentication in E-UTRAN.

10
Security interworking between E-UTRAN and GERAN

Editor's Note: Any impacts in this section due the feature of per user activation of UP ciphering are for ffs and dependent on an agreement on this feature which is for ffs.

10.1
Idle mode mobility
10.1.1
From E-UTRAN to GERAN

10.1.2
From GERAN to E-UTRAN

TAU Request message shall be integrity protected with one of the default EPS algorithms.
Editor’s Note: It is ffs, which algorithm from the mandatory supported algorithms is to be used by default for the TAU Request authentication.
10.2
Handover
10.2.1
From E-UTRAN to GERAN

If UP ciphering in E-UTRAN is activated, it shall remain activated after handover in GERAN as well. 

MME shall derive a confidentially key CK’ and an integrity IK’ from KASME as described for the E-UTRAN to UTRAN handover case. MME shall transfer CK’ and IK’ to the SGSN. SGSN shall derive Kc from CK’ and IK’ with the help of the key conversion function c3 of TS 33.102.

Editor’s Note: The assumption here is that an SGSN that supports E-UTRAN to GERAN handover is capable of the key conversion functions c3, c4, c5 of TS 33.102. If this assumption falls the key derivation and conversion described above may have to be adopted.

Editor’s Note: SA2 currently discusses parallel registration in GERAN and E-UTRAN. In case of parallel registration, UMTS security context is already available in the SGSN before handover. In this case, the already established CK, IK shall be used to derive Kc after handover and not the transferred security context.

The NAS service request message shall include the UTRAN and GERAN security capabilities of UE.

MME shall transfer UE’s UTRAN and GERAN security capabilities to SGSN. SGSN shall select the encryption algorithm to use in GERAN after handover. The selected algorithm shall be indicated to UE in the handover command message.

10.2.2
From GERAN to E-UTRAN

If UP ciphering was activated in GERAN, it shall remain activated in E-UTRAN after handover from GERAN to E-UTRAN as well.

SGSN shall transfer CK || IK to MME in the relocation request message. MME shall derive K'ASME from CK || IK as described in the UTRAN to E-UTRAN handover case.
Editor's Note: It is for ffs whether the KDF shall be performed by the SGSN or not at all.

Editor’s Note: The assumption here is that an SGSN that supports GERAN to E-UTRAN handover is capable of 3G AKA and stores the UMTS security context of a UE. Note that there is a risk that the UMTS security context available in SGSN was previously converted from a GSM security context. This is e.g. the case if prior to UE’s transition to active state, UE was changing in idle mode from an SGSN that does not support UMTS security contexts to an SGSN that supports UMTS security context handling. This case can be circumvented by enforcing 3G AKA after idle mode mobility from such an SGSN.

Editor’s Note: SA2 currently discusses parallel registration in GERAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK.

SGSN shall be able to query UE anytime about its EPC/E-UTRAN security capabilities.

SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall indicate them in the appropriate message to BSS and BSS shall indicate them to UE in the handover command.
TAU Request message shall be integrity protected with the same algorithms as was selected for the AS.
UE shall be authenticated via E-UTRAN as soon as possible after the handover and the newly generated keys shall be taken into operation as soon as possible.

Editor’s Note: it is still for further study whether or not a “key change on the fly” during an ongoing connection will be possible in E-UTRAN. If it is possible, it should be used as soon as possible after a successful authentication in E-UTRAN.

================ end of 1st change ================
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