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1. Introduction

In this contribution we propose to add IMEI(SV) into the NAS SMC Complete message from UE to the network and cipher the NAS SMC complete message if non-NULL ciphering algorithm was selected. This way there is no need to query the IMEI(SV) separately after security setup.
2. Discussion 

Whether to cipher the whole message or just the IMEI(SV) is not particularly important for IMEI(SV) confidentiality protection. However, there are implications on the NAS security setup.

In case the SMC Complete message is ciphered and UE sends an unciphered error message instead of a ciphered SMC Complete, MME needs to know whether the received NAS message was ciphered (SMC Complete) or not (error message). However, ciphering and integrity protection for NAS protocol happens in the NAS level (not like in AS level where PDCP takes care of RRC and UP ciphering). For this reason MME can differentiate the received message and notice whether the message is SMC Complete or SMC Error. In case the message is SMC Complete, it is ciphered, and if SMC Error it is not ciphered. In case of SMC Complete, MME will then decipher the message and turn ciphering on for incoming and outgoing NAS messages.
3. Proposal

The attached pCR implements the issue discussed. We propose to accept this pCR and implement it into the TS 33.abc.
4. pCR to TS 33.abc

--------------------- beginning of 1st change -----------------------------
7.4.2.2
NAS security mode command procedure

The NAS SMC procedure consists of a roundtrip of messages between MME and UE. The MME sends the NAS security mode command to the UE and the UE replies with the NAS security mode complete message. The NAS security mode command message contains: the security capabilities of UE (including the security capabilities with respect to RRC and UP ciphering as well as RRC integrity), the selected NAS algorithms, and the KSI for K_ASME. This message is integrity protected with NAS integrity. The NAS security mode complete message is integrity protected with the selected NAS algorithm indicated in the NAS security command message. 
UE includes IMEI into the NAS security mode complete message so that MME may query the EIR register based on authenticated and confidentiality protected IMEI. For this reason the ME shall cipher the NAS Security mode complete message with the selected NAS ciphering algorithm and NAS ciphering key based on KASME indicated by the KSIASME in the NAS security mode command message. 
NOTE: This is the first possibility for the UE to send the IMEI confidentiality protected. For UICC-less emergency calls the null ciphering algorithm identifier is used. In this case the IMEI can not be confidentiality protected.
NAS ciphering at the MME starts when receiving the NAS security mode complete message (NAS SMC Command is not ciphered). NAS ciphering at the UE starts when sending the NAS security mode complete message (NAS SMC is ciphered). SMC Error message from UE to MME is not ciphered. MME will check the NAS level message type, whether to decipher the message or not.

[image: image1.wmf] 

M

E

 

MME

 

NAS 

Security Mode Command

 (KSI

ASME

, ME sec capability, 

 

ENEA, ENIA, NAS

-

MAC)

 

NAS 

Security Mode Complete

 

(

I

MEI

, 

NAS

-

MAC

)

 


Figure X-4: NAS security mode command procedure
Editor’s Note: it is ffs if the security mode command also includes a list of allowed RRC and UP algorithms from which the eNB may choose and which can be checked UE. Further parameter are also still TBD 
--------------------- end of 1st change -----------------------------
--------------------- beginning of 2nd change -----------------------------
5.1.5
Mobile equipment identification
IMEI or IMEISV of the terminal shall be provided in the NAS level Security Mode Command Complete message from UE to the MME, see section 7.4.2.2 ("NAS security mode command procedure").
5.2
Security visibility and configurability

Editor’s Note: this covers stuff like ciphering indicator, and security settings which could be made by the user, cf. TS 33.102, section 5.5. Probably not a mere reference, but an adaptation of TS 33.102, section 5.5, would be appropriate.

5.3
Security requirements on eNodeB

--------------------- end of 2nd change -----------------------------
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