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1 Introduction

In TS 33.abc, the entity authentication is still as defined by TS 33.102. However, there is possible threat to the authentication key K in some cases for the quintet is derived from the invariable K directly. To solve the flaw, we propose an enhanced AKA mechanism in LTE/SAE.
2 Analysis
To solve the 2G SIM card clone threat, authentication to the network is added in the UMTS AKA (TS33.102). In LTE (Rel8), entity authentication is as defined by TS 33.102. In TR 33.821, all the middle keys (e.g. CK, IK, KASME, AUTN, etc.) are all derived directly from the K which is shared by USIM and HSS.
However, the authentication vectors (AUTN, RAND, RES) can be eavesdropped actively or passively from the radio interface. Attackers could intercept abundant authentication vectors (AUTN, RAND, RES) in active way. Considering about the f2 algorithm, the input of f2 algorithm is K, RAND and the output of f2 is XRES. However, the RAND and RES could be used by attackers to analyse the invariable K though f2. Since the K is invariable, so if there is any flaws in f2 algorithm in future, it is possible for attackers to retrieve the authentication key K by analysing f2 in quintets swatch space. So it is required to increase the analytical difficulty against f2 without increase the key length and modification the parameters in authentication vectors. In conclusion, the threat to the K is existed because the authentication vectors are all directly derived from the K.

[image: image1.wmf]K

SQN

RAND

f1

f2

f3

f4

f5

MAC

XRES

CK

IK

AK

AUTN := SQN 

Å

 AK || AMF || MAC

AV := RAND || XRES || CK || IK || AUTN

Generate SQN

Generate RAND

AMF


Figure 1: Generation of authentication vectors
3 Solution
In LTE(Rel8), the authentication vectors are directly derived from K. To increase the analytical difficulty against f2, in the enhanced AKA procedure, the invariable authentication key K is not used directly to derive the quintet. A new temporary variable middle key K* which is derived from K are used to derive the final quintet. The details are described as follows:
Distribution of Authentication Data from HSS

When the HSS receives the authentication data request from MME/VLR/SGSN, HSS may have pre-computed the required number of authentication vectors and retrieve them from database or may compute on demand. The following values are computed in the generation of an authentication vector AV by HSS:
· a temporary middle key K* = fxK(RAND,SQN) where fx() is a key generating function;

· an anonymity key AK = f5K (RAND) where f5 is a key generating function.

Then the other parameters are derived directly form K* instead of K as following:

· a message authentication code MAC = f1K* (SQN || RAND || AMF) where f1 is a message authentication function;

· an expected response XRES = f2K* (RAND) where f2 is a (possibly truncated) message authentication function;

· a cipher key CK = f3K* (RAND) where f3 is a key generating function;

· an integrity key IK = f4K* (RAND) where f4 is a key generating function;

Finally the authentication token AUTN = SQN Å AK || AMF || MAC is constructed.
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Figure 2: Generation of authentication vectors
Authentication and Key agreement
Upon receipt the user authentication request, the user proceeds as following:
· Upon receipt of RAND and AUTN the USIM first computes the anonymity key AK = f5K (RAND) and retrieves the sequence number SQN = (SQN Å AK) Å AK. This step is the same as the UMTS.

· Next the USIM computes the temporary middle key K* = fxK(RAND,SQN) where fx is a key generating function or an one way function(e.g. SHA256).

· Subsequently, the temporary K* is used directly by USIM to derive and verify the other parameters in AV which are MAC, XRES, CK, IK and AUTN.
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Figure 3: User authentication function in the USIM
Construction of the parameter AUTS
If the USIM considers the sequence number to be not in the correct range, it sends synchronisation failure back to the MME including an appropriate parameter AUTS, and abandons the procedure. The synchronisation failure message contains the parameter AUTS. AUTS is also derived from K* which is described in figure 3.
· K* = fxK(RAND,SQN), AUTS = Conc(SQNMS ) || MAC‑S. 
· Conc(SQNMS) = SQNMS (  f5*K(RAND) is the concealed value of the counter SQNMS in the MS

· MAC‑S = f1*K*(SQNMS || RAND || AMF)
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Figure 4: Construction of the parameter AUTS
Actually, a new key generating function fx() which may be an one way function is needed in this enhanced solution. Based on the new updated version of TS 33.abc, the input and output parameters length should be 128 or 256 bits.
4 Discussion

The security of the enhanced solution:
1) A new key layer is existed between the authentication key K and the final quintet.
The parameters MAC, CK, IK and XRES in quintet are derived from variable K* instead of being derived from the invariable K directly. 
2) The crack difficulty of K is increased by the new key derivation.

Even if there are some flaws in the algorithm f2, attackers can only have possibility to retrieve K* by analysing against quintet. To retrieve K, attacker has to further analyse the secure key generating function fx(). Moreover, because the concealed SQN is used to derive K* which is used to derive CK, IK and XRES, the randomicity of SQN is imported to the quintet. That is, the randomicity of quintet is increased by using variable K*.
3) A new secure key derivation function fx() which may be an one way function is needed in this solution.
In addition, the enhanced solution has some influence to the network and mobile elements:
1) Software update is needed only in the USIM and HSS.
2) There are no changes to the other network elements and interface except the USIM and HSS.
3) There is no more change to the authentication and key agreement procedure except the key derivation.
4) There is no more change to the re-synchronisation procedure.

5) Since the influence is only in the USIM and HSS, so there is no change in the inter-connection and roaming cases.
5 Conclusion
In this document, we proposed an enhanced AKA solution in LTE/SAE. The solution increases the security of the authentication key K in a way. We propose that SA3 agrees to use the enhanced AKA solution for LTE for further discussion.[image: image5.png]
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