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Abstract of the contribution:

This contribution discuss choice of H(e)NB authentication credential. xSIM based solution and certificate based solution are compared in five aspects in detail. It is proposed to insert analysis part of this contribution into H(e)NB security TR.
1 Introduction

Authentication solution of H(e)NB may be based on two kinds of credentials: xSIM or certificate. This contribution compares these possible credentials in five aspects: credential management, manufacture of H(e)NB, security of credential, H(e)NB owner management and credential used in rogue H(e)NB.
2 Comparison of possible H(e)NB authentication credentials

2.1 Authentication mechanism
In case that xSIM is used as authentication credential of H(e)NB, xSIM based authentication method could be used to authenticate H(e)NB. It can be easily assumed that every 3GPP network operators do have xSIM based authentication infrastructure. xSIM based authentication method has been proven to be a secure authentication mechanism which can support billions of users. Moreover, EAP-AKA + IKEv2 defined in I-WLAN specification can be reused as one possible authentication mechanism for H(e)NB if xSIM is chosen as H(e)NB authentication credential. 

In case that certificate is used as authentication credential of H(e)NB, PKI is needed to support certificate based authentication. However, PKI has not been deployed by many operators now. If operators ask for support from PKI belonged to the third party, operators may lose control of security of H(e)NB. Certificate based authentication impose new requirement of deploying PKI to operator. 
2.2 Manufacture of H(e)NB

In case that removable xSIM is used as authentication credential of H(e)NB, xSIM may be inserted into H(e)NB by operator or H(e)NB owner when H(e)NB is sold or installed. Removable xSIM will simplify manufacture of H(e)NB since personal credential is inserted into H(e)NB in stage of sale or installation. In addition, operators have rich experience in managing separate xSIMs and mobile equipments.
In case that embedded xSIM or certificate is used as authentication credential of H(e)NB, credential has to be inserted into H(e)NB in stage of manufacture. This will add the complexity of manufacture of H(e)NB.
2.3 Security of credential

In case that removable xSIM is used as authentication credential of H(e)NB, xSIM is located in UICC and UICC is proven tamperproof. The security of credential is guaranteed. 

In case that embedded xSIM is used as authentication credential of H(e)NB, security of credential should be guaranteed by some security mechanisms. A UICC may be embedded into H(e)NB to protect security of authentication credential. Some kinds of physical security mechanisms have to be deployed in H(e)NB if UICC is not embedded into H(e)NB.

In case that certificate is used as authentication credential of H(e)NB, certificate has to be protected by some kinds of physical security mechanisms. 
2.4 H(e)NB owner management

H(e)NB is an entity of PLMN network as well as a user equipment of H(e)NB owner. Authentication credential of H(e)NB is related to H(e)NB identity which represent entity identity as well as H(e)NB owner, so choice of H(e)NB authentication credential should consider issue of H(e)NB owner management.
In case that xSIM is chosen as authentication credential of H(e)NB, operators’ rich experience of managing subscriber based on xSIM can be easily reused. 
In case that certificate is chosen as authentication credential of H(e)NB, operators have to face a new problem to manage subscriber based on certificate.

2.5 credential used in rogue H(e)NB
The rouge H(e)NB with a valid credential can perform security violation, e.g. eavesdropping. 
In case that removable xSIM is used as authentication credential of H(e)NB, attackers may use a valid removable xSIM and a rouge H(e)NB to attack. However, it is hard for attacker to clone or steal removable credential since xSIM is tamperproof and hold carefully by H(e)NB owner. Attackers have to purchase a legal H(e)NB to get a valid xSIM and use it with rouge H(e)NB to perform attacks. These attacks may be mitigated by other security mechanisms, e.g. security enhancement on entities located in operator’s core network, notify UE when UE camps on H(e)NB, etc. 
In case that embedded xSIM or certificate is used as authentication credential of H(e)NB, attackers has to get authentication credential by physical tamper H(e)NB or other ways. If storage of authentication credential in H(e)NB is secured and a proven security authentication method is used for mutual authentication between H(e)NB and operator’s core network, it is hard for attacker to clone or access authentication credential. 

2.6 Summary

Table 1 summarizes the above sections. 

	
	removable xSIM
	embedded xSIM
	certificate

	Authentication mechanism
	Proven, high-volume authentication mechanism;
IKEv2+EAP AKA has been defined in 33.234.
	Proven, high-volume authentication mechanism;

IKEv2+EAP AKA has been defined in 33.234.
	Impose new PKI deployment requirement to some operator;

	Manufacture of H(e)NB
	Simplify manufacture of H(e)NB;

Rich experience for operator to manage separate credential and mobile subscribe device. 
	Personalize H(e)NB in stage of manufacture;
	Personalize H(e)NB in stage of manufacture;

	Security of credential
	Proven security of credential, even if H(e)NB do not deploy physical security mechanisms;

	UICC is embedded:
Proven security of credential, even if H(e)NB do not deploy physical security mechanisms;

Only credential is embedded:

Physical security mechanisms have to be deployed in H(e)NB.
	Physical security mechanisms have to be deployed in H(e)NB.

	H(e)NB owner management
	Rich experience for operator to manage subscriber based on xSIM.
	Rich experience for operator to manage subscriber based on xSIM.
	New issue for operator to manage subscriber based on certificate.

	credential used in rogue H(e)NB
	Hard for attacker to clone or steal;

Mitigated by other security mechanisms.
	UICC is embedded:

Hard for attacker to clone or steal;

Only credential is embedded:

Physical security mechanisms are needed.
	Physical security mechanisms and strong authentication mechanism are needed.


3 Proposal
This contribution compare possible authentication credential of H(e)NB. It is proposed to add analysis in chapter 2 into H(e)NB security TR as basis of future study.
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