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1. Introduction
In SA3#49 meeting, it was decided to have an E-mail discussion AP-49-04 to discuss whether there was a problem that was not addressed by existing GBA methods in UE split scenario. Now the discussion goes to an end, but there raise some questions about it with no conclusion.

-----------------------------------------------------------------------------------------------------------------------------------------------
2. Analysis

As we pointed out as before, there are some problems for UE split scenario when using existing normal GBA. 
These problems are,

	
	If the answer is Yes
	If the answer is No

	Whether different remote devices using different keys
	Security level will be good.
	Security level will be bad. There exist security risks.

	Whether AV consuming can be reduced to the same level as normal GBA does when using different keys for different remote devices
	There will be three ways: 

1. reuse AV;
2. reuse Ks;

3. find solutions
	AV consuming will be multiple increased. Problems will raise, e.g. B-TID collision.

	Whether AV can be reused when using normal GBA
	Operators decide.
	Operators decide.

	Whether Ks should be reused in UE split scenario
	Reuse Ks will also make  Ks_(ext/int)_NAF all the same for one application. There will be security risks. Then it goes to the first problem.
	Find solutions.


Now the question focuses on:

-whether different remote devices using different keys;
-whether AV can be reused by operators and How AV is handled in current networks;
It seems that this should be decided by operators, as these are the problems that should be given concerns.

-----------------------------------------------------------------------------------------------------------------------------------------------
3. Conclusion

We kindly ask SA3 to discuss this problem and decide in SA3#50 whether there exist problems when using normal GBA in UE split scenario.
The following is the e-mail discussion by SA3. 

Note: Reminding e-mail is just removed. Only technical discussions are listed here.

-----------------------------------------------------------------------------------------------------------------------------------------------
4. E-mail discussion 
Dear Pekka and SA3,

Please see the comments below.

BR 

Lydia



发件人: Pekka Laitinen [mailto:pekka.laitinen@NOKIA.COM] 
发送时间: 2008年1月31日 18:31
收件人: 3GPP_TSG_SA_WG3@LIST.ETSI.ORG
主题: Re: AP-49-04:E-mail discussion of UE split for GAAext & optimization
Dear Lydia,
 

The problem is not of GBA but how GBA keys are used in Ua interface, and there are countermeasures that can be used. 
[Lydia]: I don’t mean GBA has problems. I mean there will be problems using normal GBA in UE split scenario.

First, if the NAF is concerned about the security of the key, it can always request to renegotiate a "fresh key" as specified in 33.220, clause 4.5.3. However, this will consume an extra AV. 
[Lydia]: Yes. This is the problems, that is, too much AV consuming.  

Second, you say "If just one derived key is revealed by an attacker, then all the application sessions will be eavesdropped". However, the NAF and the UE should use GBA key to authenticate the key agreement as has been done in 33.222, clause 5.3 (HTTPS), i.e., server certificate based TLS + HTTP Digest with GBA. In this case, the confidentiality of Ua sessions are preserved even if the GBA key is reveled by the attacker. Thus, the evesdropping threat can be mitigated by proper design of the protocol used in Ua interface.
[Lydia]: This is just mitigated the security threat. If the GBA key is already revealed by the attacker, do you think the so-called “proper designed protocol” will have effect for him? It will be too late at that time.

If there is really a security risk, why do we not to protect it since normal GBA is not fit for UE split scenario?

 
Best regards,
Pekka
 



From: ext Lydia.Xu [mailto:xuyixian@HUAWEI.COM] 
Sent: 31 January, 2008 08:21
To: 3GPP_TSG_SA_WG3@LIST.ETSI.ORG
Subject: Re: AP-49-04:E-mail discussion of UE split for GAAext & optimization
Dear Pekka and SA3,
As you mentioned in your e-mail, you said that “reuse AV” means “reuse the master key Ks”. If I correctly understand what you said, then the remote devices of one UE will use the same derived key Ks_(ext/int)_NAF for the same application since as we all know Ks_(ext/int)_NAF is derived by Ks, “gba-me/u”, RAND, IMPI and NAF_ID.

If just one derived key is revealed by an attacker, then all the application sessions will be eavesdropped by the attacker since all the applications between the remote devices and the NAF use the same Ks_(ext/int)_NAF. There will be security risks to “reuse Ks”. This is one of the problems of normal GBA method.

   Best regards
 

             yours sincerely,
                      Lydia Xu

***************
phone:+86-10-82836452
Fax:  +86-10-82836920
This e-mail and its attachments contain confidential information from HUAWEI, which is intended only for the person or entity whose address is listed above. Any use of the information contained herein in any way (including, but not limited to, total or partial disclosure, reproduction, or dissemination) by persons other than the intended recipient(s) is prohibited. If you receive this e-mail in error, please notify the sender by phone or email immediately and delete it.Thank you.
***********************************************************************
         


发件人: Pekka Laitinen [mailto:pekka.laitinen@NOKIA.COM] 
发送时间: 2008年1月30日 15:30
收件人: 3GPP_TSG_SA_WG3@LIST.ETSI.ORG
主题: Re: AP-49-04:E-mail discussion of UE split for GAAext & optimization
Dear Lydia and SA3,
 

I apologize for arriving late to this email discussion.
 

I think the "reusage of AVs" has caused some misunderstandings in this email discussion. What we mean here is the ability brought by GBA to reuse use AVs: One GBA bootstrapping procedure over Ub consumes one AV and results to the GBA "master key" Ks. This Ks can be used to derive further NAF specific keys (Ks_(int/ext)_NAF) as long as the key lifetime of that Ks is valid, and these keys can be used multiple times with NAFs (over multitude of Ua interface instances). So, when referring to "GBA  keys" one should always state which keys are meant: the master key Ks, or application specific keys Ks_(int/ext)_NAF. In any case, I don't see the AV consumption as when ever an application (either in the ME or in a remote device) needs access to a key derived from GBA, it can re-use the existing master GBA key (if it exists in the UE). Hence, as Silke said, the AV consumption is in the same level as in normal GBA.
 

Thus, I don't see any problems using existing specs and normal GBA for the UE split.
 

Best Regards,
Pekka
________________________________ 
Pekka Laitinen 
Principal Member of Engineering Staff 
Nokia Research Center 
box address: P.O.Box 407, 00045 Nokia Group, Finland 
street address: Itämerenkatu 11-13, 00180 Helsinki, Finland 
phone: +358 71 80 37438 
mobile: +358 50 483 7438 
fax: +358 71 80 36214 
email: pekka.laitinen@nokia.com 

发件人: Lydia.Xu [mailto:xuyixian@huawei.com] 
发送时间: 2007年12月28日 10:59
收件人: 3GPP SA3 (3GPP_TSG_SA_WG3@LIST.ETSI.ORG)
主题: RE: AP-49-04:E-mail discussion of UE split for GAAext & optimization
Hi Silke and dear all,

It seems that what you said has missed the point. 

Firstly, you have mentioned normal GBA in UE split scenario can re-use AVs to solve too much AV consumption. So the problem now is whether AV can be reused. 

Secondly, AV re-use is not decided by vendors. It is decided by operators. So it’s be better to ask operators whether AV can be reused and how AV is handled in current network.

   Best regards
 

             yours sincerely,
                      Lydia Xu

***************
phone:+86-10-82836452
Fax:  +86-10-82836920
This e-mail and its attachments contain confidential information from HUAWEI, which is intended only for the person or entity whose address is listed above. Any use of the information contained herein in any way (including, but not limited to, total or partial disclosure, reproduction, or dissemination) by persons other than the intended recipient(s) is prohibited. If you receive this e-mail in error, please notify the sender by phone or email immediately and delete it.Thank you.
***********************************************************************
         


发件人: Silke Holtmanns [mailto:Silke.Holtmanns@NOKIA.COM] 
发送时间: 2007年12月10日 18:18
收件人: 3GPP_TSG_SA_WG3@LIST.ETSI.ORG
主题: Re: AP-49-04:E-mail discussion of UE split for GAAext & optimization
Hi Lydia,
 

to your comments:
 

- AV consumption is the same level as normal GBA i.e. in the BSF and in the GBA module in the terminal, so if you use a bad random number generator (and it must be very, very bad), then you have a problem for GBA and split GBA. So better then optimizing this collision problem for the split use case, one should fix the random number generator, since this also solves the problem for normal GBA. And I don't see what the UE should be confusing, when re-useing the AV in the GBA Module as with normal GBA. If there is a "confusion" for re-usage, then it would be the same for normal GBA and split GBA.
- There are access control mechanism inbuild in GBA. The network part can use USS and the phone part is platform specific, but some way for policy enforcement (i.e. access control) you can find in TR 33.905 (fine grained, coarse grained access control). Depending on the actual implementation ordered by the operator, this phone part is also operator controlled. 
So the operator has two ways to get his policies through, the network and the phone side.
 

I think you try to optimize something for a very specific case and I'm still of the opinion, that this is not needed and consumes just SA3 time.
Also, if you optimize for one setting, what about the other settings? For each one a new spec and some optimizations.....?
It works, and it is not worse then normal GBA, so let's live with what we have.
 

Best regards, Silke 

 

 



From: ext Lydia.Xu [mailto:xuyixian@HUAWEI.COM] 
Sent: 10 December, 2007 11:56
To: 3GPP_TSG_SA_WG3@LIST.ETSI.ORG
Subject: Re: AP-49-04:E-mail discussion of UE split for GAAext & optimization


发件人: Lydia.Xu [mailto:xuyixian@huawei.com] 
发送时间: 2007年12月10日 17:47
收件人: 3GPP SA3 (3GPP_TSG_SA_WG3@LIST.ETSI.ORG)
主题: RE: AP-49-04:E-mail discussion of UE split for GAAext & optimization
Dear all,

Sorry for the delayed reply.

I also agree with Inhyok and Mauro, that is, we should first find whether there is a problem and what the problem is, and whether current specs can solve the problem. This is the e-mail discussion’s goal.

For general:

To Mauro: 

At the current time what SA3 agreed is to kick off an e-mail discussion to discuss whether there is a problem if current specification of GAA is used for UE split. So our goal of this e-mail discussion is to judge it and find it. So I suggest we can focus on this to discuss. I think this is the answer of your question ：）
To Inhyok:

If I correctly understand your meaning, I think you mainly focused on three issues: 1). whether the use cases need to use GBA; 2). does there already exist a path established by 3GPP specs(33.259) 3). can IPsec or other non-3gpp methods be used?

In general, I think the issues 1) and 3) should be studied if we have a place to study, that is, in a new study item.  The details of my comments are in the e-mail below in black color.

The issue 2) is what this e-mail discussion should be discussed. As I said before, TS33.259 defines the key establishment between a UICC hosting device and a remote device. This key has different functions with what we said between a remote device and a NAF.  Please see the figure below:

To Silke:

What we discuss here is to point out whether there are problems for current GAA specs used in UE split .  We’d better focus on the topic.

Please see the detailed comments in the e-mails below.

The problems which using normal GBA way for UE split, I want to emphasize here:

Normal GBA requires every GBA procedure, which requires a new AV. For just one user which holds several remote terminals, it seems AV consuming is little. However, when millions of users who hold more than one remote device, this AV consuming will be mutiple increasing.  It will cause B-TID collision(when use bad random generator)  and  AV tracing and bring other security risks. Moreover, operators cannot reuse AV, as it will cause UE confused the AV /Key calculation.However, a full authentication including the UICC (i.e. "consuming AV") is the only means for the operator to perform a secure UICC presence detection. So we have to keep the AV consuming to normal level, not too much.

What’s more, normal GBA way cannot provide basic access control for operators in UE split case which needs this control. If we can use a simple way to have access control for operators and lower AV consuming level, why don’t we do?

Please see the detailed comments in the e-mails below.

   Best regards
 

             yours sincerely,
                      Lydia Xu

***************
phone:+86-10-82836452
Fax:  +86-10-82836920
This e-mail and its attachments contain confidential information from HUAWEI, which is intended only for the person or entity whose address is listed above. Any use of the information contained herein in any way (including, but not limited to, total or partial disclosure, reproduction, or dissemination) by persons other than the intended recipient(s) is prohibited. If you receive this e-mail in error, please notify the sender by phone or email immediately and delete it.Thank you.
***********************************************************************
         


发件人: Silke Holtmanns [mailto:Silke.Holtmanns@NOKIA.COM] 
发送时间: 2007年11月8日 16:39
收件人: 3GPP_TSG_SA_WG3@LIST.ETSI.ORG
主题: Re: AP-49-04:E-mail discussion of UE split for GAAext & optimization
Hi,
 

some general remarks first:
3GPP specifies the interface to the UICC. Details of terminal internal implementations are usually not specified, sometimes guidance is given to application developers so that typical mistakes are avoided.
The reasons for this are manifold, different devices have different architectures, platforms, operating systems depending e.g. on the ordering operator, hardware, manufacturer or whatever reasons.
Some of those architectures, platforms, OS are standards (not part of 3GPP) some of them are proprietory and no/little public information available, some of them are customized to an operator, use cases or to a specific hardware. The actual split between applications, OS, and GBA functionality depends on those constraints. Note that the GBA functionality can be part of OS/platform/integrated part of application software on the device, all is potentially possible (e.g. imagine a closed "just-watch-MBMS-device", there would be no need for a GBA module, access control or something similar, it would be completly closed and the GBA module could be part of the MBMS software, just to give a practical example). 
[Lydia]: All is potentially possible. I agree some of the devices/ OS/platform/architecture are closed. However, who decides its closed character cannot be decided by just one side. Actually, it seems that “general remarks” above is a little bit far from what we focused on this e-mail discussion. 
 

On AV consumption:
The AV consumption in the split terminal case is not higher then in the normal GBA case, since the AV can be re-used.
[Lydia]: I’m not quite sure about this “AV reused”.  Can AV be reused by the operators?  Could HSS use the same AVs which send to UEs again and again and cause no problem? It seems no doubt that AV reuse will cause serious problems.
 

On access control:
TR 33.905 outlines some variations on access control possibilities in GBA. 
Access control strictness is tightly bound to the use case where GBA is deployed. The deployed use cases are the business decisions of the operators.
[Lydia]: I agree. Some business decisions are made by the operators. So operators should have the right to control the access to their network.
In TR 33.905 the GBA module resides in the terminal and the application also, but nothing in TS 33.220 prevents in principle that the GBA credential using application resides externally (the reson is the general remark above). Note, that in this TR the access control lies in the terminal. This is a TR and there is a good reason for it. If a device has a platform / OS that does not support access control, then a network based approach is also potentially possible and the TR would not be needed at all. The TR just give guidance how things might be done.
[Lydia]: Access control in TR33.905 has different functions with what we said here. What we said here is to let the operators(BSF) control the users’ access. The access control function in TR33.905 mainly means the  access control policy in the terminal controls whether an application is authorized to have access to NAF specific GAA credentials/certain application specific application credentials(Coarse-grained access control policy /Charon Fine Grained Access Control).
 

On the security of the "local link"
- That depends on the local link used. I think this is seperate from the split terminal case. We can say that if the application does not reside in the terminal, then the access and the transport to the application should be secure. But depending on use case, this can be IPSec, TLS, WLAN security, BT security, TS33.259 or even a physical cable. Hence, we don't need an extra spec for this. 
[Lydia]: What we want to emphasize here is that there exists problems when current GBA spec is used for UE split scenario. So we seek for a no-problem one for GBA. As to the non-3gpp or non-GBA method, it can be studied if we decides to study UE split for GBA.
 

Summary:
Split terminal, i.e. part of the GBA scenario resides in a PC can be done under the current spec and it works. There are actually many ways how things could be done depending on architecture and OS, I'm very concerned if we would try to standardize things for one very specific model. What then about all the others? Note that there would be also a multitude of other standardization bodies involved (not to mention proprietory software or hardware PC approaches).
GBA is a generic tool, we should try to avoid optimizing GBA for every potential usage, especially when it works as is. Not everything that is possible needs to standardized.
[Lydia]: UE split scenario is not a specific one. With the terminal widely used, people will use more than one remote terminals for one UE. We can provide one way for key establishment between remote devices and NAF without problems which current GAA specs exist. This is not to standardize specific model but to provide method and convenience for operators and users.
 
I attach a published article (from the European Union Project SPICE) that outlines one way to do the split terminal case in a specific use case just to show that the split terminal really works with TS33.220 "as is" (NOTE: the article just shows one potentail variation and setting) . There are many, many variations possible depending on the physical and logical architecture of PC and device and probably also some room for optimization (isn't there always when software is involved ;-) and I think we have more urgent matter to attend then optimizing and specifying all potential settings. 
 

Best regards, Silke
 

 



From: ext Cha, Inhyok X [mailto:Inhyok.Cha@INTERDIGITAL.COM] 
Sent: 07 November, 2007 18:48
To: 3GPP_TSG_SA_WG3@LIST.ETSI.ORG
Subject: Re: AP-49-04:E-mail discussion of UE split for GAAext & optimization
Dear Lydia, 
 

I also agree with Mauro that we first need to be clear on what is agreed as a starting-point assumption. I believed what was agreed at the #49 meeting was to do a discussion to find out whether there was a problem that was not addressed by existing methods. 
[Lydia]: I agree. This is our e-mail discussion’s  goal.
 

In your email dated Nov 2nd, you wrote 
If normal GBA is used, that is TS33.220 is used for this scenario, there will be two problems: 1) AV consuming too much; 2) cannot control the access. The problems were described in the attached doc in details. TS33.259 is for key establishment between a UICC hosting device and a remote device and TS33.110 is for key establishment between a UICC and a terminal. The new feature is for key establishment between a remote device and a NAF. They solve different problems and these are totally different issues.  (<--- please note I highlighted this last sentence.)
If my memory is correct, though, Silke and others were of an opinion that the 'problem' identified in the Tdoc may not exist. So, it appears to me that the discussion should really focus on whether there is a problem and if so, the details of it. 
 

Here are some of my thoughts on the problem identification:
· On the basic assumptions: 
· In S3-07691, the main assumptions justifying the existence of a "problem" are 
· First, that there is no protection of data between the remote device and a NAF, in case where there is a direcdt connection over Ua between the remote device and the NAF, AND 
· Second, that GBA is assumed to have to be used to establish keys between a remote device and a NAF over Ua. 
· The second assumption (about the use of GBA) was advocated by the stated requirement from the MBMS. 
· However, the document also cites access to applications thorugh Internet or WLAN. In either of these latter cases, there doesn't seem to be a current requirement to use GBA to establish keys. Therefore, one could question if GBA can be assumed to be 'universally required' for all of these use cases. It appears to me, therefore, the proper first step in the discussions is to debate whether GBA is needed between a remote device and a NAF over Ua, for what use cases. 
[Lydia]: The aim I cite WLAN is to say that WLAN UE needs to obtain GBA keys when authenticating according to TS33.234 if WLAN-UE accesses to MBMS service which is one of 3GPP PS based services. It is just one example use case when remote device is WLAN UE. UE split is the scenario and GBA is the way to solve the problem of the scenario. They are not the question of  which is first and which is second. And what’s more, I think use cases can be studied for one content of UE split.

· Also, about the first assumption, it appears to me that there can be other means, such as use of IPsec, to protect the data between a remote device and a NAF over Ua, that can be left out of the scope of 3GPP. This releates to Mauro's question on why this problem, even if existing, should be addressed by the 3GPP. 
· As for my own personal thoughts, on these two assumptions, I actually believe that this problem might have to be addressed by SA3, because the remote device is not just any device but a device which, according to TS33.259, will establish a GBA-enabled authentication with the BSF and NAF over the local interface (to the UICC-hosting device), Ub (to the BSF), and Zn (to the NAF). It seems natural to me that SA3 would want to exploit the fact that there is already an authentication path established between the remote device and the NAF, that is enabled by GBA. 
[Lydia]: It also seems natural to me that this fact should be studied. :)

· On the proposed "problems" due to (1) excessive AV consumption and (2) no access control 

· I am not entirely sure why AV usage will be lower by using "normal" (as referred to in S3-07691) GBA as opposed to the GBA that includes Device-ID. Doesn't every access by the remote device to the NAF require another GBA, which requires generaiton of a new AV, anyway, regardless of whether normal GBA is used or the proposed modified GBA using Device-ID is used? 

[Lydia]: Normal GBA requires every GBA procedure, which requires a new AV. For just one user which holds several remote terminals, it seems AV consuming is little. However, when millions of users who hold more than one remote device, this AV consuming will be mutiple increasing.  It will cause B-TID collision(when use bad random generator)  and  AV tracing and bring other security risks. Moreover, operators cannot reuse AV, as it will cause UE confused the AV /Key calculation.However, a full authentication including the UICC (i.e. "consuming AV") is the only means for the operator to perform a secure UICC presence detection. So we have to keep the AV consuming to normal level, not too much. 

[Lyida]: If we use other GBA way like device-id way, it will keep AV consuming into normal level, because it does not require a new GBA  when a remote device accesses. It uses both UE’s existing GBA key and device-id to derive a key for this remote device. 

· I agree that the current GBA method does not have an access control mechanism. However, isn't it true that, in the Ks_local_device establishment procedure between the remote device and the UICC-holding device, the remote device will be authenticated by the BSF/NAF?  Isn't access authorization implicitly performed in that process?  That is, if a NAF is willing to allow a key, with a lifetime depending on the lifetime of Ks, established between the remote device and a UICC-holding device, which are likely connected most if not all the times, when the connection is going to be through the local interface, Ub, and Zh, why should the NAF be concerned to limit access to it by the remote device when the access is to be performed over Ua? Isn't the path via the local_interface<---->Ub<---->Zn a path that can do more 'damage' if access is not controlled properly, compared to the path via Ua? After all, the Ua path does not have any means to do any thing bad to the UICC or the UICC-holding device... 
[Lydia]: I think there is a little confusion here. If TS33.259 has something for authentication, it does not mean here, UE split, also exists access control. 

What’s more, authentication by BSF and by NAF have different functions.  Only BSF is the one which operator can controll. If we can use a simple way to have access control for operators and lower AV consuming level, why don’t we do? 
· The other quesiton was that, if non-3GPP methods such as IPsec, is used to protect data between remote device and the NAF, shouldn't we assume that there will be some kind of proper authenticaiton and access control, for such access? 
[Lyida]: I think it can be for further studied if we decide to have a study.
 

Thanks, 
 

Inhyok 


From: Castagno Mauro [mailto:mauro.castagno@TELECOMITALIA.IT] 
Sent: Wednesday, November 07, 2007 10:59 AM
To: 3GPP_TSG_SA_WG3@LIST.ETSI.ORG
Subject: R: AP-49-04:E-mail discussion of UE split for GAAext & optimization
Dear Lydia, 

You wrote: “The new feature is for key establishment between a remote device and a NAF”.  As far as understand, currently a 3GPP user is, at the very end, identified by a UICC and the activity you are proposing addresses the security on an interface (between a remote device and a NAF) where the UICC is completely missing. So, if my understanding is correct, why should this be specified by 3GPP? 

Moreover, as far as I understood, at the end of the discussion both the paper describing the use cases (i.e. TD S3-070691) and the (revised) Work Item Description (i.e. TD S3-070871) were Noted, that does not mean rejected, nor approved, whereas your e-mail below seems hinting to a solution, already… 

I am confused. Sorry for this very basic doubt, but could you kindly clarify me which is the AGREED (not “Noted”) starting point and the real goal of this e-mail discussion? 

[Lydia]: See the answer above in general.

Thanks. 

Regards, 

Mauro



Da: Lydia.Xu [mailto:xuyixian@HUAWEI.COM] 
Inviato: venerdì 2 novembre 2007 8.16
A: 3GPP_TSG_SA_WG3@LIST.ETSI.ORG
Oggetto: AP-49-04:E-mail discussion of UE split for GAAext & optimization
Dear all,

According to the report and discussion of SA3#49 meeting, I was tasked to chair the e-mail discussion of UE split for GAA extension and optimization. 

It’s time to do it now and there are some issues which needed to be clarified since these ones were raised during the meeting of SA3#49:

1.       The requirement:

The requirement has been discussed in several SA3 meetings and two use cases have been proposed in the document S3-070691.Please refer to this doc for further details.

2.       Why current specifications cannot work it out:

If normal GBA is used, that is TS33.220 is used for this scenario, there will be two problems: 1) AV consuming too much; 2) cannot control the access. The problems were described in the attached doc in details. TS33.259 is for key establishment between a UICC hosting device and a remote device and TS33.110 is for key establishment between a UICC and a terminal. The new feature is for key establishment between a remote device and a NAF. They solve different problems and these are totally different issues.

3.       The solution:

Use device-ID to derive GBA derivation key: The remote device initiates the bootstrapping procedure. If NAF agrees to initiate, the remote device sends bootstrapping request to UE，then UE has a bootstrapping procedure with BSF. When UE derives the derivation key Ks_(ext/int)_NAF, it uses the KDF function including the parameters of Ks, “gba-me/uicc”, RAND, IMPI, NAF_ID and device-ID. Then UE sends Ks_NAF and B-TID to remote device. The remote device sends authentication request including B-TID and device-ID to NAF. NAF will send these parameters and also NAF-ID to BSF. BSF will calculate Ks_(ext/int)_NAF and then sends back to NAF.

At last, we can see that the main benefits of device-id solution are that this method does not cause multiple times of AV consuming and can give the authority of controlling access to the operators. The attached document is the analysis doc for your convenience. 

   Best regards
 

             yours sincerely,
                      Lydia Xu

***************
phone:+86-10-82836452
Fax:  +86-10-82836920
This e-mail and its attachments contain confidential information from HUAWEI, which is intended only for the person or entity whose address is listed above. Any use of the information contained herein in any way (including, but not limited to, total or partial disclosure, reproduction, or dissemination) by persons other than the intended recipient(s) is prohibited. If you receive this e-mail in error, please notify the sender by phone or email immediately and delete it.Thank you.
***********************************************************************
         
--------------------------------------------------------------------
CONFIDENTIALITY NOTICE
This message and its attachments are addressed solely to the persons
above and may contain confidential information. If you have received
the message in error, be informed that any use of the content hereof
is prohibited. Please return it immediately to the sender and delete
the message. Should you have any questions, please contact us by
replying to webmaster@telecomitalia.it.
        Thank you
                                        www.telecomitalia.it
--------------------------------------------------------------------
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