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1 Introduction
IMS user plane media security issues are studied in TR 33.828 [33828]. The current working assumption in SA3 is that key management for media security is to be done via signalling path. One of the reasons for this working assumption is that so called middle-boxes may be a problem for media path key management protocols, see for example [S3-070268]. 
IETF is developing a key management solution for media security where key management protocol uses media path. In SA3 meeting #49bis a contribution was presented [S3a071024] which summarises the work done in the IETF so far. The same contribution [S3a071024] also highlighted that there are efforts in the IETF to try to address the problems found with media path key management protocols and middle-boxes, see [stucker].  [stucker] proposes some recommendations to overcome the issues with middle-boxes and media path key management. 
This contribution analyses the proposed recommendations in [stucker] to overcome the identified middle-box problems.
2 Analysis
2.1
Middle-box problem statement

The key management solution being developed in IETF is so called DTLS-SRTP which is described in [framework] and [draft-dtls-srtp]. 
It works roughly as follows (see the figure from [framework] below. For illustration purposes SIP signalling is marked with black, DTLS-SRTP signalling with blue and media with green.): 
Initiator A sends a SIP INVITE (including the SDP offer) to responder B. When B receives the SDP offer, B can start four-way DTLS handshake over the media path towards A. The media path key management protocol is supposed to run in parallel with the SIP session establishment. In particular, DTLS-SRTP run over media path is supposed to be started or even finished before B sends the 200 OK message (including SDP answer) to A. This mechanism would allow that media can start to flow securely when the SIP session establishment completes. Additionally, this might even allow some early media to flow from B to A. 

[image: image1]
Fig 1. DTLS-SRTP handshake during SIP session establishment [framework]

Two problems with this mechanism have been identified.

Problem 1. The first problem with this mechanism (identified e.g. in [S3-070268]) is that in some network environments, for example in 3GPP, there is likely to be policy control functionality (i.e. middle-boxes working as gates on the media path) which does not let any traffic through the media path before the 200 OK message (with SDP answer) has been sent. Usually this is implemented so that a control plane node implementing policy control commands "middle-box" on the media path to open pinholes only for allowed traffic. This is done because operators want to have control that only legitimate traffic is flowing through their networks. There are also charging reasons to do this. 
Problem 2. The second problem is that the middle-boxes may be configured to allow only RTP/RTCP protocols to flow on the media path. Such a middle-box would not let key management protocols like DTLS-SRTP through. 
2.1.1 Practical problems with PCC 

The following figure shows the PCC interactions as defined by SA2 in TS 23.228 (Mobile origination procedure, clause 5.6.2). When resource reservations are being used, the session establishment is being performed with an initial SDP offer (step 1-4).  Based on this offer, the terminating side, answers with SDP response (typically 183 progress response).  When the P-CSCF receives this SDP answer, it will do the initial authorization of QoS resources (step 7). The UE may also, based on this, trigger resource reservation procedures to allocate resources in the network for the session. When the originating UE has its resources reserved, it will send a resource reservation message to the terminating side (step 16).  At this point, the terminating UE will start ringing. When the terminating UE answers, a 200 OK is sent to the originating side (step 26). The P-CSCF will based on this confirmation message indicate to PCC that the media flows authorized for this session should now be enabled, and the media flows can start.  
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Fig 2. Figure from TS 23.228 clause 5.6.2
Some observations that could be drawn based on this are: 

· There will in most scenarios where PCC is used, be pre-condition signalling between the two UEs during the session setup to reserve resources. 

· Prior that the final SDP answer / 200 OK is sent, media will not be possible to send between the two end points. Partly due to the fact that the gates are not enabled, and partly because there simply might not be any resources available. 

In addition to PCC, the IMS architecture also includes other functions that may include gating functionalities, not allowing media to be sent until a final 200 OK is sent. The IBCF/TrGW are such functions. 

2.2
Recommendations in [stucker] and [stucker-ppt]
An internet draft [stucker] analyses the usage of middle-boxes with media path key management. [stucker] analyses two types of middle-boxes: NATs and firewalls. The problem of firewalls in [stucker] is practically the same as problem 1 above.  A presentation related to [stucker] was given at IETF #70 [stucker-ppt]. [stucker-ppt] focused on firewall issues of [stucker].
[stucker] proposes the following recommendation to overcome problem 1. 
REC #2:  It is recommended that middle-boxes present on the media path allow a nominal amount of traffic to be exchanged between endpoints to enable completion of media path signaling prior to the session being established.  The amount of traffic necessary to complete the signaling between endpoints is expected to be orders of magnitude smaller than that of any sufficiently interesting fraudulent traffic.

Conclusion of recommendation: The effectiveness of this recommendation will depend on the following points: 
· One of the main reasons for the PCC architecture was to provide the operators means to allocate resources prior to session establishment and to control the media sent (to avoid fraud situations). Allowing some nominal amount of traffic would break a large part of the basic principles of PCC as well as its flexibility. See also 2.1.1. Allowing media to be transported before 200 OK should only be viewed as a last resort, and if so guidance on this particular issue should be requested from SA2;
· middle-boxes on the media path may not be under the control of one operator so recommendations may not be followed consistently, i.e., all networks would need to be pre-configured with open gates.
[stucker-ppt] proposes the following recommendation to overcome problem 2. 

Middle-boxes must be configured to permit and relay not only RTP/SRTP but also DTLS (e.g. they are configured to permit and relay any traffic between the specified transport addresses).

Conclusion of recommendation: The effectiveness of this recommendation will depend on the following points:
· allowing other media types on the media path than indicated in the SDPs ( i.e. RTP/RTCP) during session establishment may also be a policy control decision.  ;
· middle-boxes on the media path may not be under the control of one operator so recommendations may not be followed consistently;
· already deployed legacy nodes on media path might be implemented to allow only RTP/RTCP traffic to pass through. Update of the legacy nodes could be a major effort.
[stucker-ppt] also includes three example flows where B sends SDP answer in a provisional response (instead of in 200 OK) to A as soon as B has received the SDP offer from A (i.e. right after step 2 in figure 1 above). It is not clear from [stucker-ppt] how sending the SDP answer earlier to A would help overcome problem 1 as the media path may be blocked anyway due to policy reasons until 200 OK has been sent. 
3 Conclusion

It seems that the proposed recommendations in [stucker] and [stucker-ppt] to overcome middle-box problems 1 and 2 imply that 
· a large change of the policy control architecture in the networks to mandate opening of media path earlier and to allow other than RTP/RTCP traffic (e.g. DTLS) on media path. This would require changes to the PCC and IMS architecture under the responsibility of SA2.
· it would be practically infeasible to follow the needed changes consistently in networks under different administration and especially in already deployed legacy systems.
It is concluded that the recommendations in [stucker] and [stucker-ppt] do not seem to be aligned with the current IMS and PCC architecture, implying rather strong assumptions about how an operator can deploy its network. Such changes would require SA2 involvement and advice. It is recommended that other ways forward are investigated.  
4 Proposal
It is proposed to take the above analysis into account as evaluation of whether recommendations in [stucker] and [stucker-ppt] are sufficient to meet the found problems with middle-boxes. It is proposed to investigate other ways forward.    
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       A               Proxies              B


     |(1) INVITE(offer)|                  |


     |---------------->|                  |


     |                 |(2) INVITE(offer) |


     |                 |----------------->|


     |                 |        (3) hello |


     |<-----------------------------------|


     |(4) hello        |                  |


     |----------------------------------->|


     |                 |     (5) finished |


     |<-----------------------------------|


     |                 |     (6) media    |


     |<-----------------------------------|


     |(7) finished     |                  |


     |----------------------------------->|


     |                 |(8) 200 OK(answer)|


     |<----------------|<-----------------|


     |                 |     (9) media    |


     |----------------------------------->|


     |(10) ACK         |                  |


     |---------------->|----------------->|
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