Page 5



​3GPP TSG SA WG3 Security, 

25-29 Feb 2008, Sanya, China, SA3#50
S3-080109
Title:
Way forward for IMS media security 

Source:
Ericsson
Document for:
Discussion
Agenda Item:
6.1.5

Media security TR 33.828
Work Item /release:
1 Introduction

Requirements for media security have been collected in TR 33.828 [1]. The work with the TR has revealed that there are many different types of requirements coming from different types of use and communication models. There are requirements for access protection, providing security for unprotected access networks, and there are requirements for end-to-end security, with and without network access for network assisted media functions, e.g. transcoding. 
In IETF, work is ongoing in specifying a media security solution based on DTLS and SRTP [2] based on a requirements draft [3]. The IETF proposal aims for an end-to-end security solution based on (self-generated) certificates. Recently, the need for protecting MSRP has been added in the discussion to the previous RTP protection requirements. In meetings between SA3 companies and people involved in the IETF activities, alignment of requirements has been discussed.

In SA3, coexistence issues for IMS and the IETF proposal has been discussed. 
2 Main Media Security Issues
We see the following main issues when discussing an IMS security solution: 

1. Providing a network assisted access protection only security solution. Keying should be automatic and not require additional user credentials.

2. True end-to-end security between IMS clients for different types of media. It should be possible to provide such security both for real-time communications and systems providing store and forward solutions, e.g. network voice mail systems. This problem space includes 
a. Media protection protocols. SRTP is not suitable for store and forward solutions. There is no secret key based message protection standard similar to S/MIME.
b. Key management. DTLS is only a valid proposal for real-time communications.
3. User/Network control of use of different types of media security solutions. There is a need to define terminal and network capabilities such that the user and the network can negotiate the appropriate security solution (including key management).

3 Place for standardization

Looking at the issues listed in section 2, it seems clear that it would be a SA3 task to provide the key management solution to an access security solution. 
For end-to-end media protection, the IETF specified end-to-end media security and key management solution could be used. The limitations of the IETF solution, as explained in S3-080113, [4], and S3-080112, [5], need however to be taken into account. For end-to-end media protection solutions covering also store and forward use cases, there are no proposals on the table. The media protection protocols would probably best be standardized in IETF, but could also be done by SA3 based on existing IETF mechanisms and extensions. The associated key management should probably be standardized by OMA as the enablers for use cases like IM, PTT, Chat, Voice mail, etc are standardized there, and it is those use cases that drive the requirements. 

Finally the standardization of media security capabilities and the associated signalling should probably be done by 3GPP and IETF in close cooperation as this should be part of the IMS/SIP core. 

For a division of work like the one discussed above it is of course essential that the interfaces between the different parts are well specified. To ensure this could be an important SA3 task. A particular requirement here is that the key management and the media protection are independent solutions like MIKEY and SRTP.
4 Proposal
The work division described in section 3 should be discussed and agreed. SA3 should anchor the proposal within 3GPP and then liaise the conclusions with IETF and OMA to establish cooperations.
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