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1 Introduction
Unsolicited bulk communications are a significant problem today in the form of spam emails, telemarketing calls, and Spam SMS. Furthermore, there is a growing awareness that new services will need to be protected, or risk negative user perceptions [1]. Hence, the institution of a study WI on “Protection against SMS and MMS Spam” ‎[2] and a WI on “Security Enhancements for IMS” (which includes looking into possibilities to protect users from unsolicited IMS communication) ‎[3] in 3GPP; a feasibility study on protection in TISPAN [4]; and several individual initiatives in the IETF. This paper argues for moving forward with the standardization of protection mechanisms in IMS by: i) developing a consensus of the threat picture, ii) reuse work from IETF and OMA to define protection mechanisms with white- and blacklisting as the starting point, and iii) start to study how interworking with other systems can be done in a fashion that does not jeopardize the utility of strong identities in IMS.
2 Analysis
Short of changing the economic models for the services, there are essentially two ways of countering problems from unsolicited communications: through legislation or through technology. Legislation instituting national “do not call” lists has been successful in reducing problems related to telemarketing calls. However, exemptions made, for instance, for political campaigning, leave some problems open, as evidenced during the latest U.S. mid-term elections where two thirds of the registered voters were reported to have received automated calls from campaigners [1]. Moreover, since legislation is national, and thus typically cannot be enforced for calls initiated from other countries, this may leave the field open for call centers placed in other countries; and since offshoring to low wage countries is already a common occurrence, this may render legal measures relatively ineffective. One can also note that unsolicited calls, in the context of IP telephony also termed Spam over IP Telephony (SpIT), are often perceived as more intrusive that spam email (or physical junk mail) as it requires an immediate response. This indicates that the problem of unsolicited communications goes beyond messaging, and may indeed become more urgent as call services become targeted.
Some reports have claimed that as much as 80% of the injected email volume consists of spam [5]. Regardless of the exact number today, it is clear that it constitutes a very real problem for users, and some form of spam filtering is generally regarded as a necessity. Note also that the problem of spam goes beyond the mere nuisance or lost time, as criminals are increasingly using spam to steal sensitive information (e.g., through phishing) or to install malware on machines. Technical solutions, rather than legal, appear to have been the most successful at keeping the email spam problem reasonably well under control, although they suffer somewhat from a constant arms race between filtering technology and circumvention tactics. The closely related problem of unsolicited bulk communication through Instant Messaging services, aka Spam over Instant Messaging (SpIM), can also be addressed using similar measures. Nevertheless, for media other than text this is a much harder technical problem, and SpIT prevention poses a different set of technical challenges as the content is not available for inspection before the call is connected and “the damage is done”.

A necessary starting point before contemplating protection mechanisms is to understand the threats. As mentioned these are not limited to violations of privacy, as there can potentially be more serious secondary effects. In the following discussion we will focus on IMS Messaging and MMTel services as representative examples of services to consider.
2.1 Threats

An initial list of potential threats to IMS Messaging and MMTel services is as follows.
Privacy violation (Messaging/MMTel) - The privacy violation threat refers to the typical spamming scenario where user attention is diverted to answer an unsolicited call or to sift through large amounts of unsolicited unwanted communications. A related variant is where group communication mechanisms are leveraged by the attacker to increase impact. This constitutes a threat against the user’s privacy.
Contentious incoming call service charge (MMTel) - The contentious incoming call service charge threat refers to scenarios where a subscriber invokes a supplemental service that results in charges for incoming communications, e.g., call forwarding. This could result in additional charges induced by reception of SpIM/SpIT traffic, thus constituting a threat against the user’s account credit. The subscriber is likely to raise objections in such cases, leading to a contentious charge.
Contentious roaming cost (Messaging/MMTel) - Roaming subscribers are typically charged for incoming calls and messages, thus leading to a contentious roaming cost threat, similar to the previous case with supplemental services. SpIM/SpIT traffic targeting a user who happens to be roaming can induce an additional cost for the subscriber, constituting a threat against the user’s account credit.
Non-disclosure of callback cost (Messaging/MMTel) - The non-disclosure of callback cost threat refers to a scheme where a SpIM/SpIT is used to trick a subscriber into contacting back to a number or address that carries a surcharge, without disclosing the existence of the additional charge. Thus, the subscriber does not realize the additional cost until afterwards. This is a threat against the user’s account credit. 
Phishing (Messaging/MMTel) – Phishing refers to forged messages that attempt to obtain sensitive information from users, such as login credentials or information to be used for identity theft. The attacker’s objective is often monetary gain, so it often constitutes a threat against the user’s finances.
User equipment hijacking (Messaging/MMTel) – The user equipment hijacking threat refers to the attacker distributing malware through unsolicited communications, e.g., in messages or as multimedia attachments to calls, and thus gaining control of the user equipment. This is a threat against the user’s equipment resources and to any sensitive information stored on or going through the device. A related threat that is possibly less likely but even more serious, is the attacker being able to also distribute malware to some of the staff managing the network, and thus by extension potentially gaining (some form of) control of the network itself.
Sender impersonation (Messaging/MMTel) – In the process of sending, for instance, phishing messages, the sender will want to mask his/her true identity and assume the sender identity of some other entity. Thus, the sending unsolicited bulk communications in some forms are tightly linked with sender impersonation threats. The sender impersonation threat is a threat against accountability in the system.
Unavailability of services or degraded service quality (Messaging/MMTel) – Large volumes of bulk communications used in these scenarios may deviate significantly from normal use cases and thus might significantly exceed the assumptions made for capacity dimensioning. Consequently, there is a risk of degraded service quality or even denial-of-service conditions arising in the system.
As this list indicates, there are potentially severe secondary threats to the user (additional cost or infection by malware) and to the system (degraded or unavailable services, or loss of accountability) following in the wake of unconstrained unsolicited bulk communications. Protecting against unsolicited communications is thus highly desirable as it will strike a blow also against these secondary threats.

Within TISPAN, the initiated feasibility study on prevention of unsolicited communications [4] is to include definitions of threats. Consequently, it might be drawn upon or reused to specify threats to IMS. 
2.2 Previous Work on Solutions
As mentioned earlier, technical solutions already exist that could be extended to handle unsolicited text messaging reasonably well. However, other forms of media, such as images, audio, or video, pose a greater challenge. Moreover, avoiding real-time session initiation where the content is not accessible for inspection at all adds further complications. In terms of standardization there have, to date, been some initial steps taken within forums such as IETF, TISPAN, and some related work produced in OMA. 
In particular within the IETF there have been some early drafts produced, focusing on shielding users from SpIT carried by SIP-based VoIP. The first example of this is an excellent survey of measures proposed for countering email spam and discussions on whether they may also be applicable for SpIT over SIP-based VoIP [6]. The techniques considered in the survey include:

· Content filtering – as used today for email spam.
· Black lists – blocking known senders of SpIT.

· White lists – lists of known well-behaving senders kept to let communications through. (Others are blocked.)
· Consent-based communications – ask for user consent before initiating communication. Typically used in conjunction with black lists and white lists to ask only in cases where the caller is not on either list.
· Reputation systems – used to provide a user with more information when trying to make a consent decision.
· Address obfuscation – make address harvesting more difficult.
· Limited use addresses – addresses are discarded as they get misused.
· Turing tests (aka CAPTCHAs or HIPs) – aim to block automated calls but let human callers through.
· Computational puzzles – aim to impose a non-monetary cost on calls by forcing the caller to solve a computational puzzle to be able to initiate the call.
· Payment-at-risk – the idea is to impose a monetary cost to unsolicited calls but keep the cost of normal calls low by forcing the caller to deposit a small amount of money before the call to be forfeited if the call turns out to be unsolicited (as determined by the callee).
· Legal action – institute laws prohibiting SpIT and enforce.
· Strong identities – make it difficult to forge sender identities.
· Circles of trust – domains/operators enter into mutual agreements to police their own traffic and can be fined by the other party if they are found to originate unsolicited traffic.
· Centralized SIP providers – a variation on the circles of trust concept where a small number of providers are established as “interdomain SIP-providers” who enforce a minimum cost on all communications carried through them. This ensures a cost associated with communications to reduce the incentive for SpIT.
The recommendation made in [6] was to use strong identities, white lists, and study ways of solving the introduction problem (i.e., the problem of allowing initial contact before the parties are known to each other). Other drafts have addressed issues such as:

· conveying information regarding suspected SpIT [7]
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[8][9]
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[10], or allowing users to provide feedback regarding SpIT [11];
· how mechanisms to block SpIT could be incorporated into the system and combined [12];
· consent-based mechanisms [13][14];
· computational puzzles [15]; and
· Turing tests (CAPTCHAs) [16].
The issue of unsolicited communications has also been raised within TISPAN, with some initial steps taken in the form of discussions [17] and initiated drafts.
Finally, work that is being carried out in OMA on Categorization Based Content Screening [18]
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[19] is directly relevant for blocking unsolicited bulk messages based on content.
Even though some of this work is at a very early stage, opportunities exist to not only reuse some of the work that has already been done, but possibly also influence it in directions that ensure that it will be suitable for inclusion in the IMS standardization. Since a combination of white- and blacklists and strong identities can be effective to counter SpIT as well as SpIM/Spam and forms a useful starting point that can then be extended with different mechanisms to handle the introduction problem, it appears to be the preferred starting point for standardization. A useful extension in this direction is to provide the callee with various contextual information regarding the attempted communication session, to help the callee determine whether it to accept the session. Examples of such information could be regarding the trustworthiness of the originator identity, the cost of the communication, etc.

2.3 System Boundary Issues
With respect to unsolicited communications, IMS has certain advantages compared to the situating facing efforts to prevent SpIT/SpIM/Spam in general Internet VoIP/IM/email services. One distinct such advantage is the use of strong identities, as specified in [20]
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[21], in combination with strong authentication mechanisms. Trustworthy sender identities can, in themselves, render some of the threats harder to realize, and are also an important component in many of the mechanisms proposed to prevent unsolicited communications [6]. However, the question immediately appears how these advantages can be maintained in scenarios where IMS needs to interwork across different access technologies or with other systems that have less stringent requirements on authentication and securing identity information. The obvious example is interworking with Internet email, messaging, and VoIP. But problems could also arise with lack of security in SS7 signaling, for instance when interworking between SMS and IMS messaging. Moreover, a number of authentication mechanisms for legacy equipment have recently been adopted in 3GPP to counter for the specific need of different IMS access technologies. These mechanisms could be seen as not having the same security level as IMS AKA, so even interworking between (and within) networks using different authentication mechanisms could potentially open up weaknesses exploitable for unsolicited communications. How these problems can be resolved remain an open issue, and in order to ensure the usefulness of the strong identities within IMS it would be desirable to also investigate solutions for interworking with other systems, and possible enhancement mechanisms to account for access diversity. Concretely, this could include investigating if additional contextual information about an incoming communication is needed to allow the system and users to be able to make better decisions on whether something is unsolicited or not. This contextual information could include information regarding the trustworthiness of the originator identity e.g., based on the authentication mechanism used in the specific IMS access technology, or the network it is coming from (e.g., whether it is coming from an external Internet user). It could also be advantageous to further extend such trust indicators by including information regarding, e.g., confidentially- and integrity-mechanisms, intra-domain security, terminal security, and interconnection network (for instance, trusted or untrusted operator).
3 Conclusions and Proposal
To lay a proper foundation for developing protection mechanisms against unsolicited communications in IMS, an understanding of the threats is paramount. It is proposed that a consensus be developed regarding the expected threats, to be documented in a TR. This document will then serve as input to the work on investigating suitable protection mechanisms against unsolicited communications. Ongoing work in TISPAN might be drawn upon for this purpose.
It is proposed that the investigation of IMS protection mechanisms is founded on the use of white- and blacklists, and strong identities. This could then be extended with mechanisms to convey contextual information for session initiations and may also be extended with other mechanisms for dealing with the introduction problem.
It is also important to ensure that the advantages afforded by security mechanisms in IMS, such as requiring the use of strong identities, are not undermined through interworking with systems having different security levels. 
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