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1 Introduction

This contribution aims at encouraging further work on defining an IMS media plane security solution. In section 2, it gives an update on the status of this topic within the IETF. In section 3, it discusses some major differences in the media security requirements of IETF and 3GPP. Section 4 treats DTLS-SRTP, the solution preferred by the IETF, and discusses the issues this solution would raise for 3GPP. In particular, issues with Session Border Controllers (SBCs) and Lawful Interception are addressed. The document doesn't try to give a comprehensive evaluation of the differences of the requirements or the applicability of DTLS-SRTP, but rather aims at advancing the discussion.
There is a conclusions section summarizing the findings from the other sections.
2 State of media plane security discussions in the IETF 

S3a071024 described the state of discussions in the IETF and listed the current drafts as of mid December, 2007. Since then, three drafts have been updated:

(1) draft-sipping-stucker-media-path-middleboxes-00, the draft addressing the problems with "middle boxes", i.e. intermediate nodes in the media path (like SBCs) is now a working item of the IETF's mmusic working group and has been renamed to draft-ietf-mmusic-media-path-middleboxes-00 (/ID-Middlebox/), without significant update of the content.
(2) draft-fischl-mmusic-sdp-dtls-04, the draft describing new SDP syntax that allows to indicate that DTLS-SRTP is to be used to secure the media, is now a working item of the IETF's mmusic working group and has been renamed to draft-ietf-mmusic-sdp-dtls-00 (/ID-SIDS/), without significant update of the content.
(3) draft-ietf-sip-media-security-requirements, the draft describing the IETF's media plane security requirements and evaluating the various approaches against them, is now available as version -02 (/ID-MediaSecReqs/) and approaches working group last call.
There was not much public discussion (on the IETF mailing lists) about these drafts since the mid December.
3 Media security requirements: 3GPP versus IETF
TR 33.828 has not been aligned with the IETF media security requirements draft for a considerable amount of time. Therefore, there are a lot of major and minor differences. Only some of the major ones are discussed in the following sections.

3.1 Trust model

The 3GPP IMS model assumes that the signaling traffic is transported in a "trust domain" (cf. RFC 3324 for a definition). The involved SIP proxies are assumed not to perform illegal eavesdropping, traffic modification or other forms of attacks. Interconnections between a user agent and a SIP proxy or between SIP proxies are secured cryptographically on the IP or transport layer. The endpoints have the means to authenticate their peers when establishing such security associations.
In such an environment, the identity of callers and callees can be ensured by the usage of P-asserted-identity (RFC 3325), and it is reasonable for end users to use SIP signaling to transport sensitive information without additional protection, e.g. to use security descriptions (SDES, RFC 4568) to communicate the keys used for media plane encryption.
The IETF, on the other hand, doesn't assume a trust domain spanning all the way between the caller's and the callee's domain. Rather, it expects intermediate SIP proxies to be malicious, and doesn't assume cryptographic protection on the IP or transport layer.
Therefore, the IETF recommends SIP identity (RFC 4474) (instead of P-asserted-identity), and considers SDES, even with hop-by-hop TLS protection, not as a viable key management approach for media plane security. Instead, DTLS-SRTP (described in /ID-DS/, /ID-SIDS/ and /ID-FDS/) is the IETF's preferred media plane keying mechanism. DTLS-SRTP relies on SIP identity to provide for integrity of the relevant signaling information (in particular the fingerprints of the self signed certificates exchanged between the user agents).
Note that SIP identity and therefore DTLS-SRTP also require a specific kind of trust relationship: Caller and callee must rely on the "authentication service" (cf. RFC 4474) of both calling and called domain. Moreover, it must be possible for each authentication service to verify a signature of the other authentication service, meaning that either the necessary public keys must have been exchanged offline in a secure way, or a PKI (not for end users, but for domains) must be in place.

Sip identity (RFC 4474) suffers from problems, when SBCs in the signaling path modify the session description. There are at least two approaches to solve these problems: /ID-IdMedia/ and /ID-DSe2e/, but concerning the trust relationship, these approaches are not different to RFC 4474.
The conclusion from the observations in this clause is that, due to the different trust models, the inbuilt security mechanisms for media key management could be weaker for 3GPP than for IETF.
3.2 Lawful Interception
While for 3GPP it is essential that LI requirements are met, it is against the IETF policies to setup LI requirements, to develop LI mechanisms, or to weaken security for the end user in order to make LI more easy (cf. RFC 1984).
/ID-MediaSecReqs/ requires that a solution must support a mode of operation that provides a very high degree of end-to-end security (R-ACT-ACT, see section 3.3 below). A key management mechanism running in this mode would not easily allow undetectable LI as required by 3GPP.

However, /ID-MediaSecReqs/ currently comprises two requirements (R-RECORDING and R-TRANSCODER) that state that a solution should provide means to decrypt the media within the network (for recording and transcoding, with the knowledge and agreement of the end user). Obviously, such means may provide a starting point for developing an LI mechanism.
See also section 4.2, which discusses LI in case of DTLS-SRTP.

3.3 Security requirements

"Security requirements" in this context means requirements concerning the strength of the algorithms or the efforts an attacker must undergo to perform a successful attack. /ID-MediaSecReqs/ currently contains a requirement called "R-ACT-ACT": A solution must provide a mode where an attacker, for performing a successful attack, must be active in both the signaling and the media path, and where such an attack would be detectable by the end users.
TR33.828v050 does currently not yet give a final statement about the required strength of the mechanism, but in order to avoid conflicts with the LI requirements, R-ACT-ACT can probably not be adopted in 3GPP.
Note however that concerning R-ACT-ACT from /ID-MediaSecReqs/, there is still room for interpretation. E.g., /ID-MediaSecReqs/ seems to assume that it is not possible that the attacker controls the authentication service (as defined in RFC 4474). Consequently, DTLS-SRTP is evaluated to fulfill R-ACT-ACT, although an attacker controlling the authentication service could perform an attack that could not be detected by the end user by applying the means available through the DTLS-SRTP mechanism, e.g. by comparing the certificate fingerprint from the signaling messages with the certificate used during the DTLS handshake.
So one could argue that in the IMS environment (see description in section 3.1), as long as none of the nodes is compromised, there is no way to break the security of SDES. So in that scenario, even SDES (which is evaluated in /ID-MediaSecReqs/ to be susceptible even against a passive attack) fulfills the strongest security requirement. But, on the other hand, it is clear that the risk of a compromised node increases with the number of nodes, and even more so in the roaming case. 

It needs to be decided by 3GPP whether a mechanism relying on the security of all IMS nodes in the path of a SIP message is considered sufficiently strong. 
3.4 Key Management in the signaling path

TR33.282v050 requires the key management to be performed in the signaling path. The IETF has no such requirement, but has instead chosen DTLS-SRTP, a media path mechanism, as its preferred solution.
S3a1024 already discussed this issue, and recommended to reconsider this requirement. See also section 4.1.
3.5 Support of non-RTP based media traffic

Support of non-RTP based media traffic is a 3GPP requirement, but not an IETF requirement. In TR 33.828v050, (only) MSRP (RFC 4975) is given as an example of a non-RTP based media protocol. Note however, that MSRP is based on TCP, and that RFC 4975 recommends the usage of TLS for securing MSRP.
TR 33.828v050 states also that it is for further study whether the preferred approach is to have the same solution for both RTP and non-RTP based traffic. If not, an "RTP-only" mechanism could be reasonable also for 3GPP.
So, it should be discussed further whether MSRP is a relevant example of non-RTP protocols to be secured. 3GPP should agree on a list of relevant non-RTP protocols in the context of its IMS media security work. After that, it should be clarified, whether to have a mechanism for RTP traffic only, plus a mechanism for the other protocol(s), would be acceptable.
3.6 Support of shared key conferencing

This is a non-goal according to Appendix D of the media security draft, while TR 33.828v050 requires this as well as support of "secure multiparty communications". The requirement to support shared key conferencing seems somewhat in conflict with the requirements relating to the support of the forking and retargeting scenarios, because there, the goal is to prevent that a key is known to more than one recipient of the media. It may be worth considering to mitigate this seeming conflict by dropping or weakening one or the other requirement.
3GPP needs to clarify what to do with these possibly conflicting requirements.
4 Issues with DTLS-SRTP
DTLS-SRTP (described in /ID-DS/, /ID-SIDS/ and /ID-FDS/) is the preferred media plane security approach of the IETF. It is the goal of the 3GPP to reuse IETF solutions as far as this is reasonable. Therefore, 3GPP should not inconsiderately discard DTLS-SRTP as a solution candidate, although at the first view, DTLS-SRTP does not comply with every 3GPP requirement (from TR33.828v050).
The following sections discuss the most important issues: SBCs in the media path and lawful interception.
4.1 SBCs in the media path
S3a1024 discusses this issue and recommends to reconsider the requirement that the key exchange must be performed in the signaling path. 
For the convenience of the reader, relevent parts of S3a1024 are repeated in the following.
As it is a media plane key exchange solution, DTLS-SRTP suffers from problems with session border controllers (SBCs). Such problems have been described in S3-070268 ("Signalling path and media path key management"). They are the reason, why the 3GPP IMS media plane security requirements in TR33.828 V0.4.0 state that the key exchange has to be done in the signaling path.

However, the IETF is aware of the problem of "middleboxes", i.e. intermediate nodes in the media path that may block the media path before the session has been established via SIP signaling. There is now an Internet-Draft describing problems with middleboxes: /ID-Middlebox/, which is a work item of the IETF's mmusic working group. In its current state, this draft gives 3 "preliminary recommendations", aiming in two directions:
· designing and implementing media plane key exchange protocols in a way that takes the presence of middleboxes into account;

· designing/implementing/configuring middleboxes in a way that they do not block all media plane message exchange prior to session establishment.

It is understood, that the 3GPP IMS media plane security solution must support SBCs in the media path. Taking into account the current decisions and activities within the IETF, it seems worth considering whether problems with SBCs really mandate a signaling path solution. Future SBCs will support media path signaling solutions, if they follow the recommendations the IETF is likely to make as a result of the work described above. Even for SBC-products that are already deployed, there is reason to assume that they feature a considerable degree of flexibility and can be configured in a way that does not preclude signaling path key exchange solutions.

Still, currently DTLS-SRTP as described in /ID-DS/, /ID-SIDS/ and /ID-FDS/ does not realise the recommendations of /ID-Middlebox/, so it is not yet usable by 3GPP.
However, with respect to SBCs also the following should be considered:
· It was stated (e.g. in S3-070268), that SBCs may completely block the media path until the session establishment has been completed. However, in this case also early media would not be possible, in contrast to the intended behavior of a SIP-call. Requirement 19 of TR33.828 V0.5.0 (avoid clipping media) would not be very meaningful in this case. One possible way out would be to relax requirement 19.
· Another argument has been raised against media plane solutions like DTLS-SRTP: SBCs might not allow any traffic that is not RTP, thus blocking key exchange messages in the media path. However, at the same time it is required in TR33.828v050, that a media plane security solution also supports non RTP traffic, which would not be meaningful in case the media plane only allows RTP traffic. There is reason to assume that deployed SBC-products feature a considerable degree of flexibility and are not limited in a way that they cannot let non-RTP traffic pass. On the other hand, there is a lot of uncertainty about what SBC products can support, due to their proprietary nature.
4.2 Lawful interception

Three approaches to perform LI for DTLS-SRTP are outlined in the following sections. None of them is as easy and straight forward as it would be e.g. for SDES. Still, it is worth considering these approaches.
Note that on the other hand, it is currently not fully clear, to what degree an operator will be obliged to provide cleartext communication content, if the operator does not contribute to the encryption and does not know the keys (as it would be for plain DTLS-SRTP).

4.2.1 Lawful MitM attack

At its current state, LI for DTLS-SRTP would require a man-in-the-middle "attack" (it would be a "lawful attack") in both the media and the signaling path to allow interception. This "attack" could not be detected by the end user by applying the means available through the DTLS-SRTP mechanism, e.g. by comparing the certificate fingerprint from the signaling messages with the certificate used during the DTLS handshake. (End users could however agree on additional means allowing them to find out that there is a man-in-the-middle, e.g. transmitting the certificate fingerprints again by spoken voice and comparing them with the ones received during the DTLS-SRTP handshake. It is assumed that it would not be feasible for the operator to prevent such methods.)
This method obviously requires considerable effort for LI, and it is doubtful whether it is feasible.
4.2.2 Protocol-based hidden key recovery

The principles of such an approach are described in /PBHKR/. The idea is to use protocol fields that carry a random or an unspecified value to transport secret information (like e.g. a session key) to a party (the Law Enforcement Agency) that eavesdrops the communication and is informed about this kind of secret information disclosure. A prerequisite is, that the protocol implementation (on the user equipment) must include this „disclosure function“, i.e. it must be compromised (from the point of view of its unknowing user).

An example would be the following: A client TLS implementation that performs RSA key exchange uses the 28 Byte nonce in the client hello to transport a value that can be used by the eavesdropping 3.party to compute the pre-master secret (and by this the session keys).

One problem with this approach is, that suitable protocol fields are not always available – e.g. in TLS, the available fields are too short. Workarounds for this are available, but they require that secret information is disclosed during several consecutive sessions. The LEA must not miss one of these, and can only decrypt the sessions that are established after all necessary information has been disclosed (i.e. it cannot decrypt the first few sessions).

There are more problems, e.g. it seems hard to ensure that users do not use other, non-compromised protocol implementations. When protocols change (e.g. improved, new versions), the method may have to be adapted or may even become unfeasible.
Because of these weaknesses, protocol-based hidden key recovery is not considered to be a sound basis for LI.

4.2.3 Key disclosure

/ID-KeyDisclose/ proposes that after the key exchange, user agents send SRTP keys to trusted nodes in the network. This is proposed in order to support scenarios, where the network has to decrypt the media, e.g. for recording or because of the need for transcoding (requirements R-RECORDING and R-TRANSCODING of /ID-MediaSecReqs/). While this is expected to be done with knowledge and agreement of the end users, one could imagine that an operator mandates such a procedure for all calls and discards all call attempts that do not comply. (The operator will have to make this part of the subscription contract, and can justify this by legal obligations.) The operator will then get all SRTP keys, and can use them in case a call has to be intercepted.
There are some issues with this approach. One of it is that one or two additional messages would have to be passed and processed per call. (Whether one or two messages depends on the method used for key disclosure – see /ID-KeyDisclose/ for details.) Moreover, the solution currently does not cover roaming scenarios that require that traffic is decrypted in a visited network.

Another issue is the question of how to prevent "cheating", i.e. "disclosing" a wrong key. Note that this issue also arises for SDES: two users could agree on performing a secret, additional transformation of the keys passed with SDES before using them for encrypting media. There is however a difference to DTLS-SRTP: With SDES, both end users must agree on a "cheating mechanism", while for DTLS-SRTP, the intercepted end user can sabotage interception without cooperation of the other end user in the call.
It can be concluded that while lawful MitM attack and protocol-based hidden key recovery does not seem suitable for 3GPP, key disclosure may be worth some further study. 
5 Summary and conclusions

· Currently, there are notable differences in the media security requirements of the 3GPP and the IETF.

· 3GPP assumes a different trust model (stronger trust in the network), and consequently the inbuilt security mechanisms for media key management could be weaker for 3GPP IMS internal use than for IETF. A decision is needed by 3GPP, whether a mechanism relying on the security of all IMS nodes in the path of a SIP message is considered sufficiently strong. 

· In a mixed scenario, where an IMS client communicates with an IETF client outside IMS, the 3GPP trust model would not be applicable. The need to support such mixed scenarios may have considerable influence on the choice of the 3GPP media security mechanism. 3GPP should try to assess the importance of mixed scenarios. 

· The IETF does not actively support LI, while 3GPP has LI requirements to fulfill, with the consequence, that somewhat weaker mechanisms may be reasonable.

· The IETF solution covers only RTP based traffic. 3GPP should agree on a list of relevant non-RTP protocols. Then, it should be clarified, whether a specific mechanism only for RTP traffic could be part of the 3GPP solution, or wether 3GPP sticks with the requirement that a single solution is needed that covers all media traffic types.

· IETF media security requirements do not cover shared key conferencing. In contrast, 3GPP requires support for shared key conferencing, which creates a potential conflict with the required support of forking and retargeting. 3GPP needs to clarify what to do with these possibly conflicting requirements.

· Work on DTLS-SRTP is still in progress within the IETF. With respect to the support of SBCs in the media path, DTLS-SRTP is not yet usable by 3GPP as long as it does not implement the recommendations from /ID-Middlebox/.
· Three different approaches to LI for DTLS-SRTP have been discussed. While "lawful MitM attack" and "protocol-based hidden key recovery" does not seem suitable for 3GPP, "key disclosure" may be worth some further study. 

· Progress on IMS media security has been a bit slow due to the focus of most companies on the completion of Rel-8, but nevertheless the issues raised in this contribution should be studied further over the next two meetings, so that a decision on the way forward for IMS media security in Rel-9 can be made in SA3’s June meetings.
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