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1 Introduction
The Authentication and Key Agreement (AKA) mechanism has served as a foundational security mechanism in the 3GPP specifications, providing methods for establishing authentication and shared secret keys between a mobile phone and a 3G network.
3GPP SA3’s previous threat analysis acknowledged the existence of the UICC-ME link as a potential attack point. This potential threat was made explicit in TS 21.133 V4.1.0. Examples of threats acknowledged there include eavesdropping and masquerading (T10g and T10h, section 6.3.). Several specifications were developed to secure various aspects of the interface between the UICC and the ME. They include the PIN-based user authentication and authorization methods, as specified in TS 22.048 and ETSI TS 102 221. For a long time, these mechanisms have been considered acceptable in addressing the threats to the UICC-ME interface.
More recently, phones with open architectures and new types of UICCs are emerging, both with increased computational capabilities and functionalities. With the advent of these new capabilities comes a new set of phone applications with newer security requirements. The SA3 has conducted analysis of threats related to these new developments, and has written a set of specifications to address the security requirements for these phones, including the UICC-Terminal interface.  These specifications include:

· TS 33.110 for local key establishment processes,

· TS 33.220 for generic bootstrapping architecture (GBA),
· TS 33.221 for subscriber certificate processes, and

· TS 33.246 for MBMS security.

These new security protocols are developed on top of the existing foundational security protocols. We believe that the threat analysis carried out for these new security specifications needs to be re-applied to the older security protocols such as the AKA Key Stream Block (KSB). This is because the formulations of many of the security mechanisms in these newer specifications depend heavily on the exchange of information and parameters over the UICC-Terminal interface before the interfaces are fully secured.

We have thus conducted a preliminary vulnerability analysis of several protocols from a number of the 33-series specifications and will describe in the rest of this document some of our findings. 
In our analysis, we have assumed that an attacker has the following capabilities:
· Ability to eavesdrop on the exchange of information over the UICC-ME/Terminal interface before the interface is secured with a legitimate and unexpired local key.
· Ability to compute all the key derivation functions, and the encryption and MAC algorithms.
· Knowledge of system/operational parameters such as mobile network and country codes (MNC & MCC), COUNT-C, BEARER, DIRECTION, etc.

· Sufficient transmit power and modem functionality to successfully communicate with the network elements necessary to impersonate the legitimate user; the ability to pose as a false base station and possibly perform man-in-the-middle attacks is also assumed.

The threats that we have identified, coming from attackers with the assumed capabilities, are related to various aspects of the UICC-ME/Terminal interface and the existing security protocols in the following ways: 
1. The interface between the UICC and the ME/Terminal, may be vulnerable to eavesdropping before the interface can be securely encrypted. For example, the UICC-Terminal interface may not be secure when the secure local key (Ks_local as per TS 33.110) has either not yet been established or has expired. Information exchanged over the interface before such secure encryption is in place that may be vulnerable to eavesdropping includes:


· PINs: The current PIN-based authorization and authentication mechanism for USIM (ISIM) applications may not be sufficiently secure against attacks by a computationally capable attacker, eavesdropping on the link between the USIM and ME.
· Session keys (CK and IK): These keys which are generated from the AKA process may not be sufficiently secured when communicated across the UICC-ME interface for generation of key stream blocks (KSBs) that are later used for encryption or decryption of data.
· The parameters that are used to generate KSBs along with the session keys may not have sufficient entropy and can be easily guessed or obtained.
2. Although the GBA_U process itself is still secure, security-related processes may be vulnerable due to their dependence on re-use of parameters and keys that are previously generated during a GBA_U run that may then be exchanged over an unsecured UICC-Terminal interface:
· Establishment of subscriber certificate (as per TS 33.221) and MBMS key derivation and decryption (as per TS 33.246) are examples of such processes.
· The secure key establishment process (as per TS 33.110) may be vulnerable due to its dependence on a subscriber certificate set up process.
In the following sections, we will describe these threats in more detail. Since the level of risks associated with the threats on the protocols analyzed may be high, we request that the SA3 consider a new study item to conduct a comprehensive study on the existing security protocols and specifications.
2
Weakness of the PIN-based UICC Command Authorization
We believe there may be security vulnerabilities in the current PIN-based UICC command authorization regime. The UICC access-control PINs are defined as 4-8 digit secrets. Even with 8 digits, many PINs are vulnerable to dictionary attacks. Also, certain PINs are actually transferred over the UICC-ME/Terminal interface from the ME (or Terminal) to the UICC, along with the commands themselves. A reasonably sophisticated attacker may well be able to extract the PINs from the packets themselves. 
3
Threats on Encryption and Decryption Following AKA (or GBA)
In the current specifications, the ME receives the Integrity key (IK) that it receives from the UICC to generate the XMAC-I (when receiving) or MAX-I (when transmitting). The ME also uses the Cipher Key (CK), again receiving it from the UICC, and uses it to generate the Key Stream Block (KSB) for deciphering (when receiving) or ciphering (when transmitting). These steps are depicted in the following two figures from TS 33.102. 
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TS 33.102 Figure 16: Derivation of MAC-I (or XMAC-I) on a Signalling Message
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TS33.102 Figure 16b: Ciphering of User and Signalling Data Transmitted Over the Radio Access Link
Referring to the attacker’s assumed capability cited above, it is noted here that the transfer of the CK and IK to the ME via the USIM-ME interface is not cryptographically protected for confidentiality. Rather, these keys are sent to the ME (where the functions f9 and f8 are computed) with just access-control protection. Also, the input parameters to the f9 and f8 functions, i.e., COUNT-I, MESSAGE, DIRECTION, and FRESH (for f9) or COUNT-C, BEARER, DIRECTION, and LENGTH (for f8) do not have very high entropy and may be vulnerable to dictionary attacks. Thus the attacker can obtain the input parameters to the f8/f9 functions as well as eavesdrop on the UICC-ME interface to sniff the session keys CK and IK to severely compromise the confidentiality and integrity of the AKA mechanism.
4
Threats on the MBMS Keys
Due to weaknesses of the security over the UICC-ME interface, we believe that the MBMS keys are vulnerable to key-theft attacks. Indeed, the attacker can conceivably know B-TID and the MBMS registration key (MRK), which is derived from Ks_ext_NAF and, as a consequence, impersonate the ME for the purpose of establishing a security association with the NAF (BM-SC). 

· If ME based key management is employed (GBA_ME or GBA_U) then the attacker now has potential access to the MUK (MBMS user key) and can now decrypt the service key (MSK) and subsequently the traffic key (MTK), in which case the service can be accessed.
· If UICC based key management is employed then the attacker cannot access the MUK but can still possibly eavesdrop on the MTK as it is transferred to the ME.
5
Threats to the Subscriber Certificate Process
The subscriber certificate, as specified in 3GPP TS 33.221, is a mechanism by which the Terminal can authenticate itself and pass its public key to a network entity. Examples of its usage include mobile banking certificates and setting up of HTTPS tunnels for transport layer security. The current specification on the subscriber set up process draws heavily from the IETF RFC 2617 and RFC 3310, as well as RSA PKCS#10. At its core, though, the process uses the HTTP Digest AKA mechanism of the RFC 3310. 

The HTTP Digest AKA mechanism allows the Terminal to authenticate itself to a NAF server by re-using  authentication material generated from a previous GBA (or GBA_U) run. More specifically, the following parameters are re-used:

· AUTN* and RAND from the Authentication Vector (AV) sent from the BSF to the Terminal in the GBA_U process. Note that AUTN* and RAND are then sent from the Terminal to the UICC on the UICC-Terminal interface.

· RES computed within the UICC and sent from the UICC to the Terminal on the UICC-Terminal interface.

· Ks_ext_NAF key, again generated within the UICC and sent from the UICC to the Terminal on the UICC-Terminal interface.

If an attacker has a capability to eavesdrop on the UICC-Terminal interface, it may then obtain all of the authenticating material listed above that are used for the subscriber certificate process. The attacker, then, may be able to set up its own, false subscriber certificate key with the NAF server, using the eavesdropped authenticating material and impersonating a legitimate Terminal. 

6
Threats to the Secure Local Key Set Up Process
The 3GPP spec TS 33.110 describes the processes to set up a local key between a UICC and a Terminal, using material from a previous GBA_U run and using a HTTPS tunnel (as per TS 33.222) that is set up using a subscriber certificate (as per TS 33.221). 

If an attacker has a capability to:

· Obtain values of parameters (including IDs and nonces) that are involved in the local key set up processes,  

· Set up a false subscriber certificate for itself with a NAF and set up a HTTPS tunnel using the certificate, 

· Conduct steps of the local key set up processes 
then the attacker may be able to impersonate a legitimate Terminal and request and receive (over a HTTPS tunnel that it sets up with the NAF server) the secure local key which is shared by the NAF server and the UICC. After obtaining the key, the attacker may now request and receive sensitive data from the UICC. 

7
Conclusion

With the emergence of phones with open architecture and UICCs with expanded capabilities (GBA_U, data storage, etc) both with large computational capabilities, there are new threats emerging on the existing security and application protocols. Since:
1 These threats are diverse yet have a common threat point of the UICC-ME/Terminal interfaces, 

2 At least some of the sources of the weaknesses stem from the fact that the keys and authenticating material derived from AKA and GBA (and GBA_U) processes are generated, re-used, and transferred over unsecured UICC-ME/Terminal interfaces before they is secured, and
3 The threats impact many applications and protocols, dispersed over a number of existing SA3 specifications,

we propose that the SA3 initiate a study item to consider these and other possible related threats and their implications on existing security specifications. More specifically, we propose that such a study should include:

1 Formulation of use cases which unambiguously expose the vulnerabilities of the existing protocols and specifically those of the UICC-ME/Terminal interface.
2 Description of potential solution approaches with analytical results comparing the effectiveness of the studied approaches.
3GPP

SA WG3 TD


_1014473992.doc


f 9







COUNT-I







DIRECTION







MESSAGE







FRESH







IK







MAC -I







f 9







COUNT-I







DIRECTION







MESSAGE







FRESH







IK







XMAC -I







Sender







UE or RNC







Receiver







RNC or UE












_1014478388.doc


f8







BEARER







DIRECTION







LENGTH







COUNT-C







CK







KEYSTREAM 



BLOCK







PLAINTEXT 



BLOCK







CIPHERTEXT �BLOCK







PLAINTEXT 



BLOCK







KEYSTREAM 



BLOCK







CK







LENGTH







BEARER







DIRECTION







COUNT-C







f8







Receiver



RNC or UE







Sender



UE or RNC












