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1. Introduction

The current 33.abc [1] includes details as to when NAS integrity protection is started. Basically: 

· When there is no NAS security context, NAS integrity protection is started using the NAS SMC procedure (with the Security Mode Command as the first Integrity protected message);
· When there is a NAS security context, the very first NAS message is integrity protected. In case the new MME wants to change the NAS security algorithm, it shall use the NAS SMC to do so

For NAS ciphering activation, if there is no NAS security context, the NAS SMC procedure can also be used to activate NAS ciphering (ciphering starts after the completion of the NAS SMC procedure). However, 33.abc currently does not describe when and how ciphering is activated in case there is a NAS security context in UE and MME. 

The purpose of this contribution is to discuss the different possibilities for the activation of ciphering when a NAS security context already exists, and define the appropriate behaviors upon change between states (deregistered, idle, connected). The chosen solution shall respect the security requirements previously agreed (e.g. need to cipher new S-TMSI).
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3. Discussion
In principle, after the NAS SMC procedure is completed and a NAS security context exists, all NAS messages can be ciphered. However, there are scenarios in which the first UL message can be sent towards a new MME which may not support the NAS ciphering algorithm. For these cases, the first UL message cannot be ciphered, at least not completely. Also, some NAS information such as the NAS identity (GUTI) should be available at the MME to retrieve the UE context. Such information cannot be ciphered.
In the following sections, the different E-UTRAN/EPS procedures and state transitions are studied to see at which point NAS ciphering can be started in case there is already a NAS security context.
3.1. Attach procedure (EMM_DEREGISTERED to EMM_REGISTERED)

The Attach procedure is described in [2] clause 5.3.2. Assuming that the UE keeps its security context upon transition to EMM_DEREGISTERED, there is a possibility that it will still have it when initiating the Attach procedure. However, it seems impractical to cipher the NAS Attach Request message, since this message may very well reach a new MME that might not be able to decode it. One possibility would be to cipher only parts of the message, but this would require that either: 
· The UE re-send the ciphered information once the new MME has performed the NAS SMC procedure, resulting in more complex UE behavior that does not seem warranted; or

· The new MME passes the ciphered Attach Request to the ‘old’ MME, who would decipher it and pass its contents to the new MME. Although this results in a more complex MME behavior (especially since there is not security requirement to have the Attach Request ciphered), it does would allow to have a clear early start of NAS ciphering. It should be noted that SA2 already agreed that the NAS Attach Request would be passed to the old MME for the integrity check (see [3]).
Consequently, this results in two valid options for NAS ciphering activation during the Attach procedure:
1. NAS ciphering is started with the first UL NAS message (Attach Request in this case) – which in itself is partially ciphered

2. NAS Attach Request is never ciphered

Proposal 1: discuss the two proposals above in terms of MME and UE complexity
In case Attach request is not ciphered (second option above), there is still a need to decide when NAS ciphering should be activated.

As mentioned previously, the NAS Attach Request can reach a new MME, or the ‘old’ MME: 
· If the ‘old’ MME is reached, ciphering can in principle be started right after reception of the Attach request. This would mean that the AKA / NAS SMC, if run by the MME, would be ciphered
· If a new MME receives the Attach Request, it will try retrieving the UE’s security context from the old MME by using its identity (GUTI). Upon retrieval, the MME may:
1. Keep the existing security configuration, in which case NAS ciphering can be started right away

2. Change the Security algorithm. 

· This change could be done through an AKA run. In this case, the AKA / NAS SMC would obviously not be ciphered.

· If the MME decides not to perform AKA, as per [3] agreed in SA2#62, this change would only by indicated when sending the Attach Accept. In this case, NAS ciphering is started with the NAS Attach Accept, but the IE giving the new NAS security algorithm is not ciphered.
The UE doesn’t know if its NAS Attach Request will reach a new MME or not, or it the AKA/NAS SMC will be performed or not. Consequently, in case there are DL NAS messages to be sent before the NAS Attach Accept is sent, the above would require that the UE ‘blindly’ decodes the first DL message, since it doesn’t know if that first DL message (e.g. Authentication Request) is ciphered or not. This extra complexity does not seem to be justified, especially since those messages do not specifically require ciphering to be applied. Thus, it is proposed that no ciphering is applied before the NAS Attach Accept (i.e. messages for AKA and NAS SMC are not ciphered).
Proposal 2: if the Attach Request is not ciphered, no NAS message is ciphered before the NAS Attach Accept (which contains S-TMSI that needs to be ciphered)
3.2. TAU procedure 

The TAU procedure can be triggered when in idle or when in active mode.
3.2.1. TAU in ECM_IDLE

When in ECM_IDLE, the UE has a NAS security context. As for the Attach procedure, the TAU may reach a new MME. Thus, the situation is exactly the same as for the Attach procedure (when the UE has a valid NAS Security context upon triggering Attach). Consequently, the same conclusions can be made, i.e. there are two valid solutions for the TAU request; either it is partially ciphered (and then exchanged with old MME), or it is not ciphered.
Proposal 3: discuss the two proposals mentioned above in terms of MME and UE complexity
Proposal 4: in case TAU is not ciphered, during the TAU procedure, no NAS message is ciphered before the NAS TAU Accept

3.2.2. TAU in ECM_CONNECTED

UE needs to perform a TAU in ECM_CONNECTED in case of MME relocation. This TAU is performed after the inter-eNB handover with MME relocation procedure, as described in clause 5.5.1.2 of [2]. In is possible that during the inter-eNB handover with MME relocation procedure, the new MME decides to change the NAS security algorithm. Since the change of NAS security algorithm needs to be signaled through NAS, this should be done using either a NAS SMC procedure (if one is defined), or the TAU procedure itself (as currently proposed in SA2). 

One additional complexity identified for the TAU in ECM_CONNECTED is that the MME could also receive other NAS messages in ECM_CONNECTED, which may be ciphered. The MME should be able to easily which NAS messages it needs to apply deciphering, and which ones it doesn’t need to. For that purpose, not ciphering the NAS message header (or at least the message type) would make sense.

Proposal 5: in case TAU is not ciphered, during the TAU procedure in ECM_CONNECTED, no NAS message is ciphered before the NAS TAU Accept & the NAS message type is not ciphered
3.3. Service request procedure (ECM_IDLE to ECM_CONNECTED)

For the service request procedure, the UE will exchange NAS signaling with an MME that already has its security context. In this case, ciphering of the first UL message (Service Request) should not be a problem, as long as proper identification of the UE is made unciphered (e.g. either on the S1 interface, or in the NAS message itself). If the MME decides to run AKA, the relevant messages can be ciphered without causing any additional complexity requirement on the UE. This would however mean that the new NAS security configuration would be activated after completion of the AKA / NAS SMC run.
Consequently, it is proposed that for the Service Request procedure, all NAS messages are ciphered.
Proposal 6: Service Request message is ciphered, along with other NAS messages occurring during the procedure (as long as S-TMSI is provided unciphered) 

3.4. Other procedures 

Other NAS procedures such as Detach, GUTI reallocation, etc. can use the same principles as the ones illustrated above. 
4. Conclusion

This contribution analyzed the different possibilities as far as the activation of NAS ciphering is concerned. From the discussion, the following two possibilities came out, when there is a security context in UE and MME:

1) all NAS messages are ciphered, starting with the very first UL NAS messages. This implies that in case of MME change, the old MME might have to decipher the NAS message for the new MME, and send its contents

2) NAS ciphering activation only starts when really needed (i.e. Attach Accept, TAU Accept). The NAS message type not being ciphered allows the MME to know if it has to apply deciphering or not. This results in the following behavior: 
· on transition from EMM_DEREGISTERED to EMM_REGISTERED, no NAS message is ciphered before the NAS Attach Accept

· for the TAU procedure, no NAS message is ciphered before the NAS TAU Accept
· on transition from EMC_IDLE to EMC_IDLE or EMC_CONNECTED, and in ECM_CONNECTED state, all NAS messages are ciphered with the exception of the TAU procedure
Nortel believes both options can be made to work and would like SA3 to discuss related benefits & drawbacks of each.
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