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Introduction 

This pseudo CR defines the security requirements for the interworking between 3GPP access network and CDMA2000 access network during idle mode and active mode mobility. This pCR assumes that interface S101 is secured according to 3GPP NDS specification, TS 33.210, and as described under clause 11 of this specification.
Proposed pseudo CR: 
***************************************BEGIN CHANGE****************************************************************

10
Security interworking between 3GPP access networks and non-3GPP access networks

10.1 General 

The requirements and specifics for the security interworking of 3GPP access networks with different non-3GPP access networks during idle mode and active mode mobility are described in the following sub clauses.

10.2 CDMA2000 Access Network

This clause captures all the security requirements for the inteworking between HRPD and E-UTRAN during idle mode and active mode mobility. This specification assumes that no security context exchange is performed between E-UTRAN and HRPD access systems.
10.2.1 Idle Mode Mobility
The security interworking specifics between E-UTRAN and HRPD during idle mode mobility are defined in this clause which covers the UE idle mobility in both directions, i.e. from E-UTRAN to HRPD and HRPD to E-UTRAN.
E-UTRAN -> HRPD Interworking
For pre-registration, the UE interacts directly with HRPD system to perform authentication through the HRPD PDSN and establish security association with this system directly. The procedures are the same as in the case when the UE connects directly to the HRPD access network except that it is tunneled over the E-UTRAN/EPS. In these procedures, the UE follows the authentication and key agreement procedure described in clause 6.2. Tunneled signalings are exchanged over S101 interface which is secure as described in clause 11.
In the case when the UE is not aware of its movement from E-UTRAN to HRPD, the UE may access the HRPD system directly without performing a pre-registration through E-UTRAN/EPS system.
HRPD -> E-UTRAN Interworking

The security interworking specifics of the UE idle mode mobility from HRPD to E-UTRAN follows the EPS network entry procedures as described in TS33.abc.
10.2.2 Active mode mobility
The security interworking specifics during active mode mobility between E-UTRAN and HRPD are defined in this clause which covers the UE active mobility in both directions, i.e. from E-UTRAN to HRPD and HRPD to E-UTRAN.
E-UTRAN -> HRPD Interworking
The UE behavior is the same as in E-UTRAN-HRPD security Interworking for idle mode mobility described in clause 10.2.1.
HRPD -> E-UTRAN Interworking

The UE interacts directly with the MME to perform authentication with EPS and establish security association with this system directly. The procedures are the same as in the case when the UE connects directly to the E-UTRAN system, except that it is tunneled over the HRPD AN. In these procedures, the UE uses EPS-AKA with the MME.
***************************************END CHANGE***********************************
Conclusion
It is proposed that SA3 agrees to include this pCR in TS 33.xyz.





























































































































































































































































































































































