Page 1



3GPP TSG-SA3 Meeting #50 
(
Att 1S3-080083
Sanya, China, 25-29 February 2008 
	CR-Form-v9.3

	CHANGE REQUEST

	

	(

	33.102
	CR
	
	(

rev
	-
	(

Current version:
	7.1.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	x
	Radio Access Network
	
	Core Network
	X


	

	Title:
(

	Reserve one AMF bit for usage in EPS – for information to SA3#50

	
	

	Source to WG:
(

	Nokia, Nokia Siemens Networks

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	SAES
	
	Date: (

	15/02/2008

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)

	
	

	Reason for change:
(

	SA3 have defined EPS-requirements that necessitates to set one bit (called separation bit in TS 33.abc) in the AMF field of the authentication vector depending on the requesting access network type i.e. for a authentication request from E-UTRAN the "separation bit" shall be set to 1.  Consequently this separation bit in the AMF can not be used anymore for operator specific purposes as described by TS 33.102.

A survey in 3GPP SA3 indicated that it was not a problem to reserve a specific bit for EPS as there seemed to be no operator specific usage defined for the AMF i.e. in practise the AMF bits are not interpreted by the USIM for which they were intended (See example usages Annex F TS 33.102).

	
	

	Summary of change:
(

	Describe that bit 0 of the AMF-field is reserved for EPS.

The specific usage of this bit is defined by TS 33.abc

	
	

	Consequences if 
(

not approved:
	

	
	

	Clauses affected:
(

	2, 6.3.2

	
	

	
	Y
	N
	
	

	Other specs
(

	
	X
	 Other core specifications
(

	

	Affected:
	
	X
	 Test specifications
	

	
	
	X
	 O&M Specifications
	

	
	

	Other comments:
(

	


**** NEXT CHANGE *****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 21.133: "3rd Generation Partnership Project (3GPP); Technical Specification Group (TSG) SA; 3G Security; Security Threats and Requirements".

[2]
3GPP TS 33.120: "3rd Generation Partnership Project (3GPP); Technical Specification Group (TSG) SA; 3G Security; Security Principles and Objectives".

[3]
3GPP TR 21.905: "3rd Generation Partnership Project (3GPP); Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications (Release 1999)".

[4]
3GPP TS 23.121: "3rd Generation Partnership Project (3GPP); Technical Specification Group Services and System Aspects; Architecture Requirements for Release 99".

[5]
3GPP TS 31.101: "3rd Generation Partnership Project (3GPP); Technical Specification Group Terminals; UICC-terminal interface; Physical and logical characteristics". 

[6]
3GPP TS 22.022: "3rd Generation Partnership Project (3GPP); Technical Specification Group Services and System Aspects; Personalisation of UMTS Mobile Equipment (ME); Mobile functionality specification".

[7]
3GPP TS 23.048: "3rd Generation Partnership Project (3GPP); Technical Specification Group Terminals; Security Mechanisms for the (U)SIM application toolkit; Stage 2".

[8]
ETSI GSM 03.20: "Digital cellular telecommunications system (Phase 2+); Security related network functions".

[9]
3GPP TS 23.060: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Digital cellular telecommunications system (Phase 2+); General Packet Radio Service (GPRS); Service description; Stage 2".

[10]
ISO/IEC 9798‑4: "Information technology - Security techniques - Entity authentication - Part 4: Mechanisms using a cryptographic check function".

[11]
3GPP TS 35.201: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the 3GPP confidentiality and integrity algorithms; Document 1: f8 and f9 specifications".

[12]
3GPP TS 35.202: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the 3GPP confidentiality and integrity algorithms; Document 2: Kasumi algorithm specification".

[13]
3GPP TS 35.203: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the 3GPP confidentiality and integrity algorithms; Document 3: Implementers' test data".

[14]
3GPP TS 35.204: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Specification of the 3GPP confidentiality and integrity algorithms; Document 4: Design conformance test data".

[15]
3GPP TS 31.111: "3rd Generation Partnership Project; Technical Specification Group Terminals; USIM Application Toolkit (USAT)".

[16]
3GPP TS 22.048: "3rd Generation Partnership Project (3GPP); Technical Specification Group Terminals; Security Mechanisms for the (U)SIM Application Toolkit; Stage 1".

[17]
3GPP TS 25.331: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; RRC Protocol Specification".

[18]
3GPP TS 25.321: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; MAC protocol specification".

[19]
3GPP TS 25.322: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; RLC Protocol Specification".

[20]
3GPP TS 31.102: "3rd Generation Partnership Project (3GPP); Technical Specification Group Terminals; Characteristics of the USIM Application".

[21]
3GPP TS 22.101: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Service aspects; Service principles".

[22]
3GPP TS 23.195: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Provision of User Equipment Specific Behaviour Information (UESBI) to network entities".

[23]
3GPP TS 43.129: "3rd Generation Partnership Project; Technical Specification Group GERAN; Packet-switched handover for GERAN A/Gb mode; Stage 2”.

[24]
3GPP TS 35.215: "Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 1: UEA2 and UIA2 specifications".

[25]
3GPP TS 35.216: "Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 2: SNOW 3G specification".

[26]
3GPP TS 35.217: "Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 3: Implementors’ test data".

[27]
3GPP TS 35.218: "Specification of the 3GPP Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 4: Design conformance test data".

[28]
3GPP TS 33.abc: "3GPP System Architecture Evolution: Security Architecture".

**** NEXT CHANGE *****

6.3.2
Distribution of authentication data from HE to SN

The purpose of this procedure is to provide the VLR/SGSN with an array of fresh authentication vectors from the user's HE to perform a number of user authentications.
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Figure 6: Distribution of authentication data from HE to VLR/SGSN

The VLR/SGSN invokes the procedures by requesting authentication vectors to the HE/AuC.

The authentication data request shall include the IMSI and the requesting node type (PS or CS).

Upon the receipt of the authentication data request from the VLR/SGSN, the HE may have pre-computed the required number of authentication vectors and retrieve them from the HLR database or may compute them on demand. The HE/AuC sends an authentication response back to the VLR/SGSN that contains an ordered array of n authentication vectors AV(1..n). The authentication vectors are ordered based on sequence number.

Figure 7 shows the generation of an authentication vector AV by the HE/AuC.
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Figure 7: Generation of authentication vectors

The HE/AuC starts with generating a fresh sequence number SQN and an unpredictable challenge RAND.

For each user the HE/AuC keeps track of a counter: SQNHE
The HE has some flexibility in the management of sequence numbers, but some requirements need to be fulfilled by the mechanism used:

a)
The generation mechanism shall allow a re-synchronisation procedure in the HE described in section 6.3.5.

b)
In case the SQN exposes the identity and location of the user, the AK may be used as an anonymity key to conceal it.

c)
The generation mechanism shall allow protection against wrap around the counter in the USIM.
A method how to achieve this is given in informative Annex C.2.

The mechanisms for verifying the freshness of sequence numbers in the USIM shall to some extent allow the out-of-order use of sequence numbers. This is to ensure that the authentication failure rate due to synchronisation failures is sufficiently low. This requires the capability of the USIM to store information on past successful authentication events (e.g. sequence numbers or relevant parts thereof). The mechanism shall ensure that a sequence number can still be accepted if it is among the last x = 32 sequence numbers generated. This shall not preclude that a sequence number is rejected for other reasons such as a limit on the age for time-based sequence numbers.
The same minimum number x needs to be used across the systems to guarantee that the synchronisation failure rate is sufficiently low under various usage scenarios, in particular simultaneous registration in the CS- and the PS-service domains, user movement between VLRs/SGSNs which do not exchange authentication information, super-charged networks.

The use of SQNHE is specific to the method of generation sequence numbers. A method is specified in Annex C.1 how to generate a fresh sequence number. A method is specified in Annex C.2 how to verify the freshness of a sequence number.

An authentication and key management field AMF is included in the authentication token of each authentication vector. 
Bit 0 of AMF has been reserved for use as defined by TS 33.abc [28]. 

Example uses for the other AMF bits are included in Annex F.

Subsequently the following values are computed:

-
a message authentication code MAC = f1K(SQN || RAND || AMF) where f1 is a message authentication function;

-
an expected response XRES = f2K (RAND) where f2 is a (possibly truncated) message authentication function;

-
a cipher key CK = f3K (RAND) where f3 is a key generating function;

-
an integrity key IK = f4K (RAND) where f4 is a key generating function;

-
an anonymity key AK = f5K (RAND) where f5 is a key generating function or f5 ( 0.

Finally the authentication token AUTN = SQN Å AK || AMF || MAC is constructed.

Here, AK is an anonymity key used to conceal the sequence number as the latter may expose the identity and location of the user. The concealment of the sequence number is to protect against passive attacks only.  If no concealment is needed then f5 ( 0 (AK = 0).
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