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Annex C (normative):
GBA_U PUSH UICC-ME interface

This annex describes the UICC-ME interface to be used when a GBA_U  PUSH–capable UICC application is active and the ME is involved in a GBA PUSH procedure.
B.1
GBA_U PUSH Bootstrapping procedure
The aim of this procedure is to compute and store the bootstrapped key Ks_push. 

This procedure would require AUTHENTICATE command - GBA PUSH security context with “Bootstrap” mode.

Ks_push is computed in similar way that the bootstrapped key Ks, as described in GBA TS 33.220

This command uses the following parameters:

· Ks_push_usage: this parameter limits the use of the Ks_push and is set to “0x01”

· Key_type: this parameters indicates the type of the key stored in the UICC for GBA PUSH, this parameter is set to “push_ks” for the key Ks_push. 
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B.2
GBA_U PUSH BSF Derivation procedure
The aim of this procedure is to compute the keys Ks_int/ext_BSF keys used to decrypt fields of GPI protected in confidentiality and check MAC value. 

This procedure would require AUTHENTICATE command - GBA PUSH security context with “BSF Derivation” mode.

The ME sends this command to GBA PUSH-capable UICC when the selection information of the GPI indicates that some fields of GPI are sent encrypted. 

The UICC derives Ks_ext/int_BSF if the Ua-appli-ID of the NAF_ID, sent as input parameter, indicates that this derivation applies to BSF (Ua-appli-id = GBA_push). 

The UICC sends Ks_ext_BSF to the ME and stores Ks_int_BSF with parameter key_type set to “push_bsf”.
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B.3
GBA_U PUSH NAF Derivation procedure
The aim of this procedure is to compute GBA PUSH Ks_int/ext_NAF keys 

This procedure would require AUTHENTICATE command - GBA PUSH security context with “NAF Derivation” mode.

Some input parameters of the command could be encrypted. The parameter “selection info” indicates whether the UICC should decrypt NAF_ID and key lifetime fields, and verify MAC value. 
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