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*** BEGIN of CHANGE ***

4.3.10
Other Requirements 

-
The UE and the NAF shall be able to use bootstrapped NAF specific keys Ks_(ext/int)_NAF on Ua reference point independent on whether the bootstrapping has been performed via Ub or Upa reference point;

NOTE 1:
The fact that a GBA-push mechanism was used to create a GBA-security association between the UE and the BSF shall not restrict a NAF to use the derived security association for network initiated protocols only. Analogously, the fact that UE initiated GBA was used shall not restrict a NAF to use the derived security association for UE-initiated protocols only (Ua reference point).

-
The B-TID shall be contained in the push message in order to correct possible reverse order cases of GBA-PUSH-INFO and push message protected by a security association generated from GBA-PUSH-INFO in case that GBA-PUSH-INFO and push message are sent separately. That is, B-TID shall be usable as a key identifier in protocols used in the reference point Upa and Ua.

-
The NAF shall be able to indicate to the UE client which key (Ks_ext_NAF or Ks_int_NAF) to be used for the push message in case of GBA_U.
NOTE 2:
The key indication in the push message over Ua reference point has the same purpose as the key indication used over Zn reference point within TS 29.109 [x].

-   GBA push bootstrapping shall not be based on IP addresses but on NAF-ID in alignment with TS 33.220.

-    The transfer of the NAF ID in GPI may be confidentiality protected for privacy reasons.

-
The mechanism to generate keys for confidentially protection (and integrity protection) of GPI shall be based on GBA-keys in order to avoid pre-configuration of keys.

-
The NAF shall be unable to obtain or generate the keys that protect GPI.

*** END of CHANGE ***

*** BEGIN of CHANGE ***

5.3 


NAF ID Confidentiality Protection

Transferring the NAF ID (NAF FQDN and Ua protocol identifier) may pose a privacy problem in a broadcast network, if both a long term user identity and the NAF ID are visible in the clear when transmitted over the network. Therefore this section specifies confidentiality protection for the NAF_ID. Protection of the NAF ID in Upa-message shall be ensured for privacy reasons if a user identity is sent in the clear in Upa. This privacy measure is only mandated for the broadcast push messages and not for unicast push messages if confidentiality protection is provided already.

For the protection of the NAF_ID an additional intermediate key is used that shall not leave the BSF.

This additional key uses the KDF function with the following exception, for the NAF_ID (variable P3 in Annex B3 in [1]). The NAF_ID is replaced by the BSF name, and assigned specific Ua-protocol identifier (i.e. ( 0x01,0x00,0x00, 0x01,0x01 ) Ua security protocols according to this specification)

Editor’s Note: 
The Ua protocol identifier should be part of TS 33.220 R8 where also the other Ua security protocol identifier are listed, when TS 33.223 goes for approval to SA plenary.

This gives the property that the NAF or any other party different from the UE and the BSF, will be unable to modify (for integrity protection of GPI) and read the protected parts of the GPI. 
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2. Fetch AV when needed; Derive Ks  

1. Request for GPI i.e. GBA - PUSH - INFO  (User - id )  –   Upa - usage = UICC or ME  

3. Derive Ks_(ext/int)_BSF (with BSF acting as NAF and Ua - appli - id = GBA_push)             

4. Derive Ks_(ext/int)_NAF (with Ua - appli - id as received via Zpn)                                         

5. BSF encrypts NAF_ID, and key lifetime and generates encrypted MAC of key lifetime with  Ks_(ext/Int)_BSF dependent on Upa - usage    E_GPI equals the encrypted part  of  GBA_PUSH_INFO and includes non - encrypted selection informati on  for ME respectively  UICC selection (Upa - usage).   

6. BSF replies to the NAF request by sending  the  GPI and Ks_(int/ext)_NAF; Key Lifetime,  GUSS* to the NAF.  

7. Response to Zpn request  

BSF   NAF  


Figure 5-2: Processing steps in BSF to generate the GPI and privacy protect the NAF_ID.

For a user identifier the IMPI or IMPU may be used.

NOTE: The BSF acts as a trusted server, encrypting the NAF ID that needs to be transferred towards the UE. The NAF has no means to modify this data. A UE that has the possibility to resolve the NAF ID from an IP address is able to check and match this data. 
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2. ME sends  RAND, AUTN  to UICC to create Ks  

1. Receiving GBA - PUSH - INFO  and  optionally  Ua - message  

3. ME initiates Ks_(ext/int)_BSF derivation (using BSF as NAF  name  and Ua - appli - id = GBA_push)  

5 .  UE  initiates Ks_(ext/int)_NAF derivation using NAF name (and Ua appl  id).  

6 . The  UE  can now start processing Ua application part of the Ua  messages using Ks_(ext /int )_NAF  

4.  UE  decrypts E _GPI  (including NAF_ID)  using Ks_( ext /int ) _ BSF  and verifies  included integrity  protection   

UE   NAF  

Figure 5-3: Processing steps in UE for privacy protected NAF_ID.
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2. Fetch AV when needed; Derive Ks







4. Derive Ks_(ext/int)_NAF (with Ua-appli-id as received via Zpn)                                       







7. Response to Zpn request







NAF







1. Request for GPI i.e. GBA-PUSH-INFO  (User-id) –  Upa-usage = UICC or ME







5. BSF encrypts NAF_ID, and key lifetime and generates encrypted MAC of key lifetime with Ks_(ext/Int)_BSF dependent on Upa-usage ( E_GPI equals the encrypted part of GBA_PUSH_INFO and includes non-encrypted selection information for ME respectively UICC selection (Upa-usage). 







3. Derive Ks_(ext/int)_BSF (with BSF acting as NAF and Ua-appli-id = GBA_push)           







6. BSF replies to the NAF request by sending the GPI and Ks_(int/ext)_NAF; Key Lifetime, GUSS* to the NAF.
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2. ME sends RAND, AUTN to UICC to create Ks







NAF







6. The UE can now start processing Ua application part of the Ua messages using Ks_(ext/int)_NAF







4. UE decrypts E_GPI (including NAF_ID) using Ks_(ext/int)_BSF and verifies included integrity protection 







1. Receiving GBA-PUSH-INFO and optionally Ua-message











3. ME initiates Ks_(ext/int)_BSF derivation (using BSF as NAF name and Ua-appli-id = GBA_push)







5. UE initiates Ks_(ext/int)_NAF derivation using NAF name (and Ua appl id).
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UE







2. ME sends RAND, AUTN to UICC to create Ks







NAF







6. The ME can now start processing Ua application part of the Ua messages using Ks_(ext)_NAF







4. ME decrypts E_GPI (including NAF_ID) using Ks_(ext)_BSF and verifies included integrity protection 







1. Receiving GBA-PUSH-INFO and optionally Ua-message











3. ME initiates Ks_(ext/int)_BSF derivation (using BSF as NAF name and Ua-appli-id = GBA_push)







5. ME initiates Ks_(ext/int)_NAF derivation using NAF name (and Ua appl id).












