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4
Authentication protocols across access systems

Editor’s note:
it will be decided later if this section is needed in the final report.

It is assumed that an SAE user has a USIM on UICC which is used as user credential in authentication.

Authentication protocols are assumed to be run between the UE and an authentication server in the home network. It is likely there will always be a 3G AAA server to terminate authentication protocols in SAE, but this is still to be decided by SA2 (i.e. it is still to be decided whether always AAA protocols, e.g. DIAMETER, will be used to carry authentication data, or whether MAP may still be used). When AKA is used then the 3G AAA server will interface with a 3G Authentication Centre.

Even for one user, the type of authentication protocol depends on the type of access network. E.g. for I-WLAN EAP-AKA may be used, whereas for UTRAN UMTS AKA will be used. 

4.1
UMTS AKA

UMTS AKA will be used across UTRAN. It is still to be decided by SA3 whether UMTS AKA or EAP-AKA will be used over LTE.

4.2
EAP-AKA

EAP-AKA may be used across I-WLAN and for WiMAX.

4.3
Others

5
Establishment of security contexts in the target access system

Each type of access system may require there own security contexts, which may need to be available to protect the access network. An example is an MSK key in a WLAN access system using an EAP method for authentication and key agreement. The MSK is then used to derive further keys.

An example of an access system more complex than WLAN and requiring more security contexts to be set up is WiMAX. WiMAX does not only need keys for the protection of the link layer, but e.g. also keys to protect Mobile IP signalling of the WiMAX-internal Mobile IP (CMIP or PMIP) layer providing WiMAX-internal mobility, which is different from the SAE Mobile IP layer providing mobility between access systems, of which at least one is non-3GPP.

There may also be access systems, which do not require any security context, e.g. a DSL-based access system relying on physical security.

The establishment of these security contexts in the access system may be done in two ways:

with the support of SAE;

without the support of SAE.

5.1
Establishment of security contexts with the support of SAE

In this case, the credentials the UE shares with the 3G AAA server are used to establish security contexts in the access system. An example of this case is I-WLAN Direct IP access, where the SIM (on SIM Card or UICC) or USIM on UICC are used to establish MSK required to protect the WLAN link layer. Another example is likely WiMAX: the WiMAX Forum is currently working on solutions for 3G-WiMAX interworking, which would allow to bootstrap WiMAX-internal security contexts from a key derived from a run of EAP-AKA between the UE and the 3G AAA server. EAP-AKA in the UE is based on USIM on UICC. 
5.2
Establishment of security contexts without the support of SAE

In this case, credentials other than those available in 3G networks are used to establish security contexts in the non-3GPP access system. An example of this case is WiMAX when WiMAX-specific credentials are used to set up IP connectivity across WiMAX. SAE plays no role in this set up, so the establishment of these security contexts is out of scope of SAE.

It is assumed that the SAE user always uses a USIM on UICC to perform mutual authentication and establish security contexts with the Home Network.

It is to be decided by SA3 whether a UE-PDG tunnel is required.
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