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6.1
Authentication and key agreement 

6.1.1
AKA procedure

EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN. 

The requirements on EPS AKA are:

a) EPS AKA shall be based on USIM on a UICC and (possible) extensions to UMTS AKA. In particular, a Rel-99 USIM shall be sufficient for access to E-UTRAN.

b) Access to E-UTRAN with a 2G SIM or a SIM application on a UICC shall not be granted.

c) EPS AKA shall produce keys forming a basis for user plane and control plane protection (ciphering, integrity) of NAS and AS

NOTE: Key derivation requirements of AS and NAS keys can be found in clause 7.2.1
d) An ME accessing E-UTRAN shall check during authentication that the "separation bit" in the AMF field of AUTN is set to 1 and abort authentication if this is not the case.
NOTE: This separation bit in the AMF can not be used anymore for operator specific purposes as described by TS 33.102 [4] Annex F

As EPS AKA is based on UMTS AKA (see TS 33.102[4]), it is based on following long term keys shared between UE and HSS:

· K  is the permanent key stored on the USIM on a UICC and in the Authentication Centre AuC

· CK, IK is the pair of keys derived in the AuC and on the USIM during an AKA run. CK, IK shall be handled differently depending on whether they are used in an EPS context or a legacy context, as described in section 6.1.2

As a result of the authentication and key agreement, an intermediate key KASME shall be generated which is shared between UE and ASME. How this is done is described in clause 6.1.2
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