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7.4.7.4
Storage of KASME 
All EPS keys are derived from key KASME; KASME is considered as master key. The EPS keys could be updated by reusing the existing master key KASME without new AKA procedure. KASME is a sensitive data and different attacks exist according to the type of storage of KASME in the UE. 

Attacks description:

· KASME is stored in the ME

The input parameters used to derive EPS keys could be RAND, IMPI, Identities of eNB, MME, … All the derivation parameters (such as the identities of the network elements) are available on the ME and are not confidential.

An attacker accessing the ME can retrieve KASME, associated information such as the RAND and also IMSI or IMPI values. The knowledge of KASME and associated values allows the attacker to compute all EPS keys for any eNB, and MME entities. 

Consequently, when KASME is stored on the ME, an attacker needs only one connection with the ME to allow a device not hosting the UICC to compute any set of EPS keys used by the ME during the availability of KASME. The attacker does not longer need a UICC to access the network during all the lifetime of KASME he maliciously got. 
If KASME is stored in the ME there is no guaranty that the UICC is present during all the lifetime of KASME and thus the operator cannot have full assurance that the user equipment is not fraudulent. 
· KASME is stored in the UICC

An attacker accessing the ME can retrieve RAND and also IMSI or IMPI. He can also retrieve the current EPS keys used for communication. If the attacker wants to know another set of EPS keys associated to different elements (eNB, MME) then he needs to establish a new connection to the ME in order to make the ME send a command to the UICC asking for the derivation of new set of EPS keys. After the execution of the command, the ME gets a new set of EPS Keys which can be extracted by the attacker.

So, when the key KASME is stored on the UICC, an attacker who wants to discover a set of EPS keys from a device not hosting the UICC needs to establish one connection with the ME for each set of EPS keys. In this context, an attacker is able to use a set of keys only for a short period. Moreover, storing KASME in the UICC allows the operator to have full assurance that there is a UICC in the User Equipment when a new set of EPS keys is derived. 
Editor’s note: it’s FFS if extra complexity will be caused by the solution of key derivation in UICC.
KASME key lifetime:
· KASME is stored in the ME

KASME should be deleted when the ME is powered down or when the UICC is removed. 

· KASME is stored in the UICC

There is no need to delete KASME when the ME is powered down or UICC is removed. 

So, KASME key lifetime is longer when KASME is stored in the UICC, this leads to decrease the consumption of authentication vectors. 

Alternative solution for EPS key hierarchy in case of KASME stored in the UICC

Editor’s note: this alternative solution is not approved to be adopted in SAE/LTE and that further studies are needed.
The storage of KASME in the UICC implies the definition of an alternative solution to derive key hierarchy (KNASenc, KNASint, KeNB) from KASME. This UICC-based key hierarchy requires the modification of the AKA authentication procedure in the USIM.

The storage of KASME in the UICC does not apply for UTRAN access network; this solution for UICC-based key hierarchy should not be used for UTRAN access network. The UICC shall be able to distinguish authentication requests for E-UTRAN access network requiring key hierarchy from authentication requests for UTRAN access network.  Only EPS-capable USIM would be able to perform the alternative procedure to store KASME and derive EPS keys. The key hierarchy proposed in 7.4.7.2 should apply in case of non EPS-capable USIM.

A new security context of the AUTHENTICATE command, “EPS Security context”, should be defined.

The AMF field would be used to distinguish authentication for E-UTRAN (EPS Security context) from authentication for UTRAN (3G security context).  In case of AMF field indicating AKA for EPS (separation bit of AMF is set to 1) the ME would send AUTHENTICATE command with “EPS Security Context” and the required authentication data to perform EPS AKA. The Serving Network Identity is part of the  input data of AUTHENTICATE command with “EPS security context”. 

The “EPS security context” of the AUTHENTICATE command should have two modes :

· “EPS authentication” mode to perform the authentication, compute KASME and send SRES to the ME. CK, IK are no longer sent to the ME. The USIM stores KASME and also associated KSIASME.
· “EPS key derivation” mode to derive KNASenc, KNASint, KeNB on demand of the ME. The input data of this mode contains the parameters required to derive KNASenc, KNASint, KeNB  keys.

The term “EPS-capable USIM” is used to refer to new USIM application in the USIM implementing the AUTHENTICATE command with “EPS Security context”.

The support of EPS-capable USIM in the UICC would be optional. 

The creation of “EPS Security Context” for the AUTHENTICATE command impacts the UICC-ME interface.

Impacts on the ME

The ME should support the “EPS security context” for the AUTHENTICATE command.

When the EPS-capable ME receives authentication data from the network with Network Type equal to “E-UTRAN” then the ME should send to the UICC an AUTHENTICATE command with “EPS Security context - EPS authentication mode”. Then the ME would receive RES from the UICC.

In order to retrieve KNASenc, KNASint, KeNB the ME should send AUTHENTICATE command with retrieve “EPS Security context - EPS key derivation mode”.

The support in the ME of AUTHENTICATE command with “EPS Security context” should be mandated. This would allow the home operator to issue when he wants new UICCs with EPS-aware USIM, independently of the type of EPS-aware ME.  

Impacts on the network
There is no impact on the network. The AMF field in AUTN already provides indication on the type of authentication by means of the selection bit. 
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