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1. Introduction

Security threats associated to the storage of KASME were identified during previous SA3 meetings and UICC-based solutions were presented to mitigate the attacks due to the storage of KASME in the ME. 

This contribution proposes some changes to SA3 EPS documents in order to address those  security threats.

2. Update of TR 33.821

TR 33.821 has a section related to the storage of KASME, confer §7.4.7.4 of TS 33.821 v1.0.0. It describes attacks associated to the type of storage and proposes an alternative solution to store KASME in the UICC.

During previous meeting, contribution S3a070939 provided a more complete description of security risks due to the storage of KASME in the ME. One of the threats presented in S3a070939 is not described in TR 33.821 and should be added to complete the analysis. 

New threat to add in TR 33.821:

If the key KASME is stored in the ME then there is no guaranty that the UICC is present during the key lifetime of KASME  and key lifetime of KASME  could be long. The operator cannot have full assurance that the user equipment is not fraudulent.

By storing KASME in the UICC the operator would know that there is a UICC in the User Equipment when a new set of EPS keys  (KNASenc or  KNASint or KeNB) is derived. 

UICC-based solution

S3a070939 also describes a simpler solution than solution currently described in § 7.4.7.4 of TR 33.821 to implement the storage of KASME in the UICC. UICC-based solution provided in §7.4.7.4 should be updated. 

=> Proposal_1: We propose CR S3-0xxxx to update section 7.4.7.4 of TR 33.821 in order to add the new threat and modify solution to implement the storage of KASME in the UICC.

3. TS 33.abc

All EPS keys to protect UP, NAS and AS are derived from the key KASME. KASME is considered as a master key. Indeed, if an attacker is able to extract KASME  from the UE then new set of EPS keys can be generated by him without new AKA procedure. In such a case, the attacker does not longer need an UICC to access the network during all the lifetime of the KASME key he maliciously got. There is no guaranty that the UICC is present in the User Equipment and thus the operator cannot have full assurance that the User Equipment is not fraudulent.

We consider that security threats associated to the storage of KASME are significant. An operator should have the possibility to counteract those security issues if he wants. A solution to store KASME in the UICC should be available in SA3 TS on SAE/LTE, the implementation of this solution in the UICC would be optional.  

=> Proposal_2: we proposed to add in TS 33.abc the possibility to store KASME in the UICC.

Proposed pseudo-CR  to TS 33.abc is the following:

*** BEGIN of CHANGE ***

6.4
EPS key properties

Editor's Note: This refers to the keys from section 6.2, cf. TR 33.821, section 7.4.7.3.3, 7.4.8.

KASME may be stored in the ME or in the UICC. 

UICC-based KASME  storage requires the use of AUTHENTICATE command with “EPS security context”. The “EPS Security context” allows the USIM:

· To derive and store KASME when performing E-UTRAN authentication on request of the ME. 

· CK and IK are not sent to the ME

· To derive and send KeNB, KNASint,  KNASenc keys on request of the ME

The AUTHENTICATE command with “EPS security context” shall not apply to UTRAN.

The AMF field of AUTN will be used to distinguish authentication for E-UTRAN from authentication for UTRAN. 

E-UTRAN-aware ME shall support AUTHENTICATE command with “EPS security context”. 

If KASME is stored in the ME, it should be deleted when the ME is powered down or when the UICC is removed.

KASME shall never leave the EPC.

*** END of CHANGE ***
4. Conclusion

We kindly ask SA3 to review and approved :

· companion contribution S3-080046 corresponding to Proposal_1

· changes to TS 33.abc corresponding to Proposal_2
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