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5.5
Certificate based mutual authentication between UE and application server
5.5.1
General

The authentication mechanism described in this section is optional to implement in UE and AS.
The certificate based mutual authentication between an UE and an application server shall be based on TLS as specified in IETF RFC 2246 [6] and IETF RFC 3546 [8].

Annex B of this specification provides guidance on certificate mutual authentication between UE and application server.

5.5.2
TLS profile

5.5.2.1
General

The UE and the AS shall support the TLS version as specified in RFC 2246 [6] and [14] or higher. Earlier versions are not allowed.

NOTE 1:
The management of Root Certificates is out of scope of this Technical Specification.

The UE and the AS shall support the server_name TLS extension. All other TLS extensions as specified in RFC 3546 [8] are optional for implementation.
NOTE 2:
If the AS is doing virtual name based hosting (e.g. in the case of authentication proxy, see Annex A), the AS needs to either have a TLS server certificate that contains all the hostnames that the AS can be addressed with (i.e. virtual hostnames), or have one TLS server certificate for each of the hostnames mentioned above. In the latter case, the server_name extension is needed because the AS needs to be able to select the correct TLS server certificate.
5.5.2.2
Protection mechanisms

The UE shall support the CipherSuite TLS_RSA_ WITH_3DES_EDE_CBC_SHA and the CipherSuite TLS_RSA_WITH_AES_128_CBC_SHA. All other Cipher Suites as defined in RFC 2246 [6] and RFC 3268 [7] are optional for implementation for the UE.

The AS shall support the CipherSuite TLS_RSA_ WITH_3DES_EDE_CBC_SHA the CipherSuite TLS_RSA_WITH_RC4_128_SHA and the CipherSuite TLS_RSA_WITH_AES_128_CBC_SHA. All other Cipher Suites as defined in RFC 2246 [6] and RFC 3268 [7] are optional for implementation for the AS.

Cipher Suites with NULL encryption may be used. The UE shall always include at least one cipher suite that supports encryption during the handshake phase.

Cipher Suites with NULL integrity protection (or HASH) are not allowed.

5.5.2.3
Key agreement

The Key exchange method shall not be anonymous. Hence the following cipher suites as defined in RFC 2246 [6] are not allowed for protection of a session:

-
CipherSuite TLS_DH_anon_EXPORT_WITH_RC4_40_MD5

-
CipherSuite TLS_DH_anon_WITH_RC4_128_MD5

-
CipherSuite TLS_DH_anon_EXPORT_WITH_DES40_CBC_SHA

-
CipherSuite TLS_DH_anon_WITH_DES_CBC_SHA
-
CipherSuite TLS_DH_anon_WITH_3DES_EDE_CBC_SHA
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