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1. Introduction

3GPP SA3 thanks CT4 for the LS C4-071372 on the identified issues and questions related to Digest and TLS procedures in IMS.
During the meeting, 3GPP SA3 agreed on enhanced procedures for subsequent authentication as described in S3-070867. Also during the meeting, 3GPP SA3 agreed to a new informative annex describing the usage of Digest and TLS security mechanisms contained in Annex N and Annex O of 33.203, which is contained in S3-070869.
For the action "CT4 kindly asks SA3 to elaborate on the scope of the IP address verification mechanism and to explain how the relationship between the IP address verification mechanism and subsequent SIP Digest authentication affects the procedures in the Cx Interface.", SA3 provides the following feedback:
· In agreeing to the enhanced procedures for Digest authentication of non-REGISTER messages (subsequent authentication) described in S3-070867, SA3 has reinforced the need for subsequent authentication and has added the stage 2 flows to 3GPP TS 33.203. 
· During the joint meeting with TISPAN WG7, the relationship between the IP address check and subsequent authentication was discussed. Based on operator requirements and details provided in S3-070869 , SA3 agreed the IP address check should remain mandatory when SIP digest is used for registration and subsequent authentication should remain optional. 
For the action "CT4 kindly asks SA3 to provide guidance on the plans for the handling of a change to the password and consequently to the H(A1).", SA3 discussed the fact that contributions for this issue are being discussed at the CT4#36-bis meeting occurring this week in Kobe, Japan. SA3 does not currently see any security issues with how the S-CSCF is made aware of UE password changes occurring in the HSS, and encourages CT4 to discuss and develop solutions for this issue. SA3 believes how the password is managed and communicated outside of this S-CSCF to HSS connection is currently out of scope for IMS specifications.
3GPP SA3 thanks CT4 for their work on Digest and TLS procedures as proposed by 3GPP SA3, and hopes the information provided allows CT4 to make the necessary progress in these areas.
3. Actions:

To CT4:

None.
4. Dates of Next TSG-SA WG3 Meetings:
SA3 ad hoc meeting
11-13 December 2007
Sophia-Antipolis, France

SA3#50
25th – 29th February 2008

TBD
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