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Introduction
Over the last couple of meetings the method for calculating the key at eNode B handovers. At SA3#47, it was agreed to include C-RNTI in the calculation of the handover key at the Target eNode B, while at SA3#48 it was agreed to add a random number to the derivation as well. The random number was added as the C-RNTI is not long enough (only 32 bits) to stop a brute force attack on the key. In this paper we propose to just use a random number in the key derivation and also perform the derivation at the Source eNode B. This saves on the number of key derivations and also provides slightly enhanced security in that different keys are sent to different eNode Bs in the case of a handover failure. 


N, NSN: In case different keys are used for different target eNBs, the number of key derivations increases per number of adjacent eNBs (normally around 16, but can be up to 32). Also, if the adjacent eNBs are prepared beforehand, the amount of memory consumption is increased due to the Rand storage.
Proposed method
The current method for providing a key to the Target eNode B in an eNode handover is the following. The Source eNode B derives KeNB* from its KeNB and passes KeNB* to the Target eNode B.  The Target eNode B derives its own KeNB from the KeNB* using C-RNTI and a 64-bit random number. 
N, NSN: There is no decision on how many additional random bits are needed with the pseudorandom C-RNTI. Actually, the need to have random bits is not real as when UE changes C-RNTI once, blind attacker needs to try 2^32 different C-RNTIs to get the next key. But in case attacker changes the C-RNTI twice the needed computation effort becomes 2^64 (2^32*2^32), with three changes 2^96 and so on. If attacker can always intercept the traffic it can get the target eNB keys, regardless how many additional random bits are used.
Requiring eNB to create random bits requires 1) random number generator. Transferring the random number also 2) increases the message size, 3) makes the key derivation implementations more complex (more parameters to implement and handle), and increases the possibility of 4) key derivation errors due to the more critical key derivation input bits transferred over the air (from 200% (64) to 400% (128) more additional critical bits transferred over the air in addition to the already required 32 bit C-RNTI) 
There is slight security enhancement if the transition key is different for different eNBs. But with the current working assumption where the transition key is KeNB* the target eNB still requires to do an active attack to intercept the C-RNTIs (chain of them). Also, the key-change-on-the-fly solution will allow an operator to smoothly change cryptographically separate keys during an active session. This lowers the threat of compromised eNB with an active attacker.
The Target eNode sends the C-RNTI and random number to the mobile (via the Source eNode B), so the mobile can drive the same KeNB. In summary the current keying method requires 4 key derivations of which two, the derivation of KeNB* in the source eNode B and mobile, can be pre-calculated. 
N, NSN: Key derivation processing overhead is neglible. The current working assumption does not require random number generation, whilst this QC proposal requires it. In case one way functions are used to generate pseudo random numbers in eNB, the number of one way functions becomes the same as in current solution for eNB, tough.
It is proposed that the keying is simplified by getting the Source eNode B to generate a random number, Rand, and calculate a Khandover from this and its KeNB. The Source eNode then passes Khandover to the Target eNode B which uses it as its KeNB. 
N, NSN: As stated above, requires random number generator in the eNB. This is actually not simpler but more complex transition key derivation scheme than using one way function to get KeNB*, which can be calculated beforehand in UE.
The random number can be passed to the mobile either directly to the mobile or via the Target eNode B. The decision on which way to go would depend on the RAN groups, e.g. it may be preferable for the Target eNode B to send the information required for the handover transparently to the eNode B.  This is illustrated in the below diagram with Rand in italics where it is may not be required to send it. 
N, NSN: For RLF recovery purposes the Rand must be transferred to the target eNB as otherwise, without a handover command, the UE is not able to derive the Khandover. This increases the message sizes between source and target eNBs. It also increases the probability of errors as the Rand needs to be transferred also over the air for the UE during RLF recovery procedures. With the current working assumption instead the one way function to derive KeNB* as a transition key does not require to transfer anything between eNBs and UE.
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This proposal has both processing advantages and security advantages. It only requires 2 key derivation rather than 4 (note: the key derivation at the Source eNode B could be pre-calculated). It also provides a slight security advantage in the cases that a handover attempt fails and the mobile remains on the current eNode B.  With the current proposal, two different Target eNode Bs will get the same KeNB*, whereas with the new proposal the Target eNode Bs get different keys. 
Conclusion

This contribution has a simplified procedure for deriving keys at eNode handover. It is proposed that this is accepted as the method to perform re-keying at eNode B handovers. 
N, NSN: As shown the proposal by QC is more complex than the current decision to bind with C-RNTI. Also, it has already been decided to bind the keys with the C-RNTI as it is transferred for the UE anyway. Thus, this pseudo random key derivation input material comes for free, which is not the case with separate random numbers. In addition, we have shown that there is no need to have additional random bits from target eNB to the source eNB because of security reasons. The added complexity versus questionable security gain is not justified and we propose to remove the working assumption that additional random bits are needed to be transferred along with the C-RNTI. This simplifies the overall handover scheme.






Source eNode B 





2 Handover Request (Khandover, Rand)





5: Handover confirm





4: Handover command (Rand, UP/RRC algorithms)





3 Handover Request Ack(Rand, UP/RRC algorithms) 








Target eNode B





UE









































1: Measurement Report









































3GPP

SA WG3 TD


