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Introduction
Over the last couple of meetings the method for calculating the key at eNode B handovers. At SA3#47, it was agreed to include C-RNTI in the calculation of the handover key at the Target eNode B, while at SA3#48 it was agreed to add a random number to the derivation as well. The random number was added as the C-RNTI is not long enough (only 32 bits) to stop a brute force attack on the key. In this paper we propose to just use a random number in the key derivation and also perform the derivation at the Source eNode B. This saves on the number of key derivations and also provides slightly enhanced security in that different keys are sent to different eNode Bs in the case of a handover failure. 

Proposed method
The current method for providing a key to the Target eNode B in an eNode handover is the following. The Source eNode B derives KeNB* from its KeNB and passes KeNB* to the Target eNode B.  The Target eNode B derives its own KeNB from the KeNB* using C-RNTI and a 64-bit random number. The Target eNode sends the C-RNTI and random number to the mobile (via the Source eNode B), so the mobile can drive the same KeNB. In summary the current keying method requires 4 key derivations of which two, the derivation of KeNB* in the source eNode B and mobile, can be pre-calculated. 
It is proposed that the keying is simplified by getting the Source eNode B to generate a random number, Rand, and calculate a Khandover from this and its KeNB. The Source eNode then passes Khandover to the Target eNode B which uses it as its KeNB. 
The random number can be passed to the mobile either directly to the mobile or via the Target eNode B. The decision on which way to go would depend on the RAN groups, e.g. it may be preferable for the Target eNode B to send the information required for the handover transparently to the eNode B.  This is illustrated in the below diagram with Rand in italics where it is may not be required to send it. 
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This proposal has both processing advantages and security advantages. It only requires 2 key derivation rather than 4 (note: the key derivation at the Source eNode B could be pre-calculated). It also provides a slight security advantage in the cases that a handover attempt fails and the mobile remains on the current eNode B.  With the current proposal, two different Target eNode Bs will get the same KeNB*, whereas with the new proposal the Target eNode Bs get different keys. 
Conclusion

This contribution has a simplified procedure for deriving keys at eNode handover. It is proposed that this is accepted as the method to perform re-keying at eNode B handovers. 
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