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1. Introduction
This paper considers the advantages and disadvantages of the various methods for providing new keys at Idle-to-Active transitions. It then draws a conclusion on the best choice amongst those choices. 
2. Overview of the proposed methods
All the three methods are very similar in that they use parameters that are already used in other ways in EPS messages to ensure a new KeNB is generated. In particular the proposal in S3-070675 using the NAS MAC in the Service Request message (in effect really a combination of KNAS-int and the uplink NAS Counter), the proposal in S3-070673 uses the uplink NAS counter whereas the proposal in S3-70698 uses the downlink counter. While the proposals seem very similar, there are subtle differences between them that are important. This contribution details those differences that are important in making a choice between the methods. 
3. Attach and Idle-to-Active Differences
In S3-070763, there is discussion about harmonizing the approaches for key derivation in Attach and Idle-to-Active transitions. With all the proposals, this is not possible if an allowable case is having an already available KASME but no NAS security context available. This is because there would be no NAS MAC, uplink NAS counter or downlink NAS counter available. 
In all cases, it is likely that a UE Nonce needs to be included (there could be alternative methods, but this is probably the simplest) in the Attach Request to deal with this situation (as indicated in S3-070573). The uplink and downlink NAS counter proposals would need to store this UE Nonce or some parameter derived from UE Nonce along as part of the NAS security association. Similarly an MME Nonce is likely to be used to provide a guarantee to the network that the generated key is new. This could be stored as described for the UE nonce or a new MME nonce could be sent for each key derivation. 
The NAS MAC proposal does not need to this additional storage as it includes UE Nonce in the calculation of NAS MAC via KNAS-int. This may be seen as a slight advantage for the NAS MAC proposal (given the above scenario needs to be included). Unfortunately providing the new keys this way leads to a significant disadvantage as detailed in the next section. 
Weakness in MAC based approach

The MAC based approach has a fundamental weakness. In effect the UE is relying on a 32 bit random number to provide assurance to it that the generated key has not been used before. This is true whether or not a Nonce from the MME is used the key derivation or not. As noted in S3-070675, it takes on average roughly 216 messages to get a repeated MAC. While this number of messages is unlikely during the lifetime of a KASME, the analysis does not provide the whole picture of the security here. 
Suppose that there are on average 28 Service Requests during the lifetime of a KASME. An attacker observes these and records the MAC etc. The attacker may page the UE 28 time to get the UE to send additional Service Requests. Each of those additional services has a 1 in 224 chance of being a repeat of one of the observed ones. Therefore there is roughly a 1 in 216 chance of getting a repeated MAC. This means an attacker observing the traffic from one user has roughly a 1 in 216 chance of forcing repeated keys and hence being able to replay several messages and also force the re-use of keystream. 
The above analysis is not invalidated as a result of only the UE only sending 16 bits of the MAC in the Service Request message. This is because an attacker will use the transmitted 16 bits to search for a collision in all of those bits. Each collision has a 1 in 216 chance of colliding in the last 16 bits and hence the attacker has the same ability to force a repeated key. 
This is an unacceptable level of security for EPS and hence this method of deriving keys should not be used. This leaves the choice to between using the uplink or downlink NAS counter. 

Architectural Issues
The security of the uplink and downlink NAS method are essentially the same. The major differences are the way that the procedure fits into the overall architecture for EPS. The advantage for the uplink NAS counter method is that there is no need to include a NAS message in the response to the Service Request unlike with the downlink NAS counter method. This is only a small advantages as there are already cases where a NAS message is included with a RRC message (see steps 17-20 of the Attach procedure in section 5.3.2 of TS 23.401 v1.2), so the downlink NAS counter method is not requiring new functionality that is not needed in other cases. 

It was also noted in S3-070675 that another disadvantage of the downlink NAS counter method is that two methods to generate the NAS MAC might be needed. This is not true as the NAS counter and NAS MAC required for this method could be sent as part of a complete NAS message, e.g. a cut down NAS security mode as shown in S3-070573. The details of this would be a stage 3 rather than a stage 2 choice. 

Both the uplink NAS counter and the NAS MAC approaches place a requirement that binds the previous message to the key derivation. This is because the UE and MME must always agree on what the previous NAS message from the UE to MME was, as otherwise they will use a different uplink NAS counter or NAS MAC to calculate KeNB. A possible example where theer could be doubt is the MME requesting the IMEI (or EPS equivalent) from the UE during Attach before sending the Attach Accept. When sending the Attach Accept, the uplink NAS counter or NAS MAC would be different depending on whether the response to the IMEI request message had been received or not. Hence with either the uplink NAS counter or NAS MAC method, it is necessary to ensure that when the KeNB is calculated that the UE and MME will agree on the inputs. While the SA2 work is ongoing, it is hard to be sure that this will not cause a problem and it should also be noted that this constraint will also apply to any post-Rel-8 revisions to the specifications. 
An advantage of the downlink NAS counter method is that it enables a re-keying of the UP/RRC during Active and at handover involving MME change. For the former, both the uplink NAS counter and the NAS MAC method would require the UE and MME to agree on the counter or MAS respectively from the last NAS message sent by the UE. This would not work if there were lost NAS messages or one inflight. Alternatively the MME to send a message to the UE to get a response to include the NAS MAC or uplink NAS counter to perform the re-keying, i.e. counters and MAC used for calculating KeNBs are limited to be those from certain messages. To do this requires a new NAS message. Furthermore neither method seems to allow a simple method of re-keying during an MME handover. 
These procedures are important to the EPS security as they address the issue of previous eNode B being capable of deriving the keys that are used at other eNode Bs. Ideally in EPS, it would have been preferable to have the keys at different eNode Bs to be cryptographically separate for each other. This would limit the damage of a compromised eNode B.  As not all eNode B handovers involve the MME, this was not possible. Refreshing the keys during Active goes some way to addressing this weakness, e.g. operator policy may set a maximum time without a key refresh for a user in Active and hence limit the damage of any eNode B compromise.

Overall the downlink NAS counter method provides a more complete set of security functions for EPS in an overall simpler manner and hence it should be the preferred method for re-keying in EPS. 
Conclusion

This contribution has discussed the proposals for Idle-to-Active transitions. The NAS MAC approach should be discounted as it has security concerns with the possible re-use of keys. The choice between the use of the uplink and downlink NAS counters is more subtle. Using the downlink NAS counter requires sending a (virtual) NAS message in response to a Service Request. This complexity is more than offset by the fact that the downlink NAS counter method can be used directly to refresh the UP/RRC during Active and during MME handovers. For these reasons, it is proposed that the downlink NAS counter is used as the method of deriving new KeNB when required in EPS. 
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