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*** BEGIN CHANGE ***

6.1.2 Distribution of authentication data from HSS to serving network

The purpose of this procedure is to provide the MME with one or more MME security contexts (RAND, AUTN, XRES, KASME) including a fresh authentication vector from the user's HE (HSS) to perform a number of user authentications.

Editor's Note: It is for ffs if there is a need to request/transfer more than one MME security context.
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Figure X: Distribution of authentication data from HE to MME

An MME security context is derived from the authentication vector defined in TS 33.102 clause 6.3.2. To derive the key KASME in the HE, a Key Derivation Function is used which shall contain following mandatory input parameters: CK, IK and SN identity.

Editor's Note: The key derivation function is to be specified later.

If the Network Type equals E-UTRAN then the "separation bit" in the AMF field of AUTN shall be set to 1 to indicate to the UE that the authentication vector is only usable for AKA in an EPS context, if the "separation bit" is set to 0, the vector is usable in a non-EPS context only (e.g. GSM, UMTS). For authentication vectors with the "separation bit" set to 1, the secret keys CK and IK generated during AKA shall never leave the HSS. 

The MME invokes the procedures by requesting authentication vectors to the HE (Home environment).

The authentication data request shall include the IMSI, the Serving Network identity i.e. MCC + MNC, and the Network Type (I.e. E-UTRAN)

Upon the receipt of the authentication data request from the MME, the HE may have pre-computed the required number of MME security contexts and retrieve them from the HSS database or may compute them on demand. 

The HE sends an authentication response back to the MME that contains the requested information.  If multiple MME security contexts had been requested then they are ordered based on sequence number.

*** Next CHANGE ***

7 
Security Procedures between UE and EPC Access Network Elements 

7.1 Mechanism for user identity confidentiality

Editor’s Note: cf. TS 33.102, sections 6.1, 6.2
7.2 Handling of user-related keys in E-UTRAN

Editor’s Note: cf. TR 33.821, section 7.4.7
7.2.1 E-UTRAN key hierarchy and key bindings

Editor’s Note: cf. TR 33.821, section 7.4.7
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Figure Y: Key hierarchy in E-UTRAN 

Key requirements on EPC and E-UTRAN:

a) The EPC and E-UTRAN shall allow for keys of length 128.

b) The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.

c) As part of the initial attach request from the UE, it shall be possible to signal ME security capabilities to the MME, i.e. the ME supported EPS key derivation algorithms.

The Key hierarchy includes following keys; KeNB, KNASint, KNASenc, KUPenc, KRRCint and KRRCenc
KeNB is a key derived by UE and MME from KASME. KeNB may only be used for the derivation of keys for RRC traffic and the derivation of keys for UP traffic.   
Keys for NAS traffic: 

· KNASint is a key, which may only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME , as well as an identifier for the integrity algorithm.
· KNASenc is a key, which may only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME,,as well as an identifier for the encryption algorithm. 

Keys for UP traffic: 

· KUPenc is a key, which may only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 

Keys for RRC traffic: 

· KRRCint is a key, which may only be used for the protection of RRC traffic with a particular integrity algorithm.  KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.

· KRRCenc is a key, which may only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm. 
7.2.2 E-UTRAN key setting during AKA

Editor’s Note: cf. TS 33.102, sections 6.4.1 and TR 33.821, section 7.4.7. This subsection also includes considerations on key derivations. 
7.2.3 E-UTRAN key identification

Editor’s Note: cf. TS 33.102, sections 6.4.1 and TR 33.821, section 7.4.6
7.2.4 E-UTRAN key lifetimes

Editor’s Note: cf. TS 33.102, sections 6.4.1 and TR 33.821, section 7.4.6 and 7.4.7

All E-UTRAN keys are derived based on a KASME. The key hierarchy does not allow, as is, explicit key updates, but RRC and UP keys are derived based on the KeNB and certain dynamic parameters (like C-RNTI), which result as fresh RRC and UP keys in the eNB between inter-eNB handovers and state transitions. The KeNB shall be deleted in the eNB while UE is in idle mode. 

If RRC/UP keys are corrupted (e.g. ciphering/integrity fails continuously, keys are missing in UE/eNB, C-RNTI contained bit errors, etc.) UE will have to restart radio level attachment procedure (e.g. similar radio level procedure to idle-to-active mode transition or initial attachment). 
In case KASME is invalid, a KSI with value "111" shall be sent to the network, which then can initiate (re-)authentication procedure to get a new KASME based on a successful AKA authentication.
*** END CHANGE ***
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