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1 Introduction
In S2-073909 SA2 discusses parallel registration at an MME and an SGSN to reduce signalling caused by a UE when reselecting between 2G/3G and E-UTRAN while the UE is in idle mode. SA2 asks SA3 whether such a parallel registration may cause problems due to the sequence number SQN in the authentication tokens if SGSN and MME independently want to use their stored authentication vectors to authenticate UE. 

2 Proposed reply
We propose that SA3 replies as follows:

SA2 asked Question 1:
“SA2 are wondering whether there may be an issue with the security vectors, e.g. with the sequence numbers of security vectors as MME and SGSN request vectors independently from HSS.”
Reply by SA3:
SA3 would like to point out that the informative Annex C to 3G TS 33.102 provides several options for UMTS AKA sequence number management. One of these options is the so-called array mechanism, which was designed to allow the independent use of authentication vectors by different entities, e.g. SGSN, S-CSCF in IMS, AAA server in I-WLAN or BSF in the Generic Bootstrapping Architecture. The MME in the EPS would be yet another such entity handling authentication vectors. This is the solution preferred by SA3.

As, however, Annex C to 3G TS 33.102 is informative and the use of the array mechanism is not mandatory SA3 would also like to point out the following alternative:   

Instead of parallel registration, a security context transfer between MME and SGSN could take place if UE changes between E-UTRAN and UTRAN/GERAN in idle mode in a way similar to the security context transfer in handovers. 
· If UE is registered in MME and changes from E-UTRAN to UTRAN/GERAN CK’, IK’ could be derived from KASME with the help of a one-way function as on handover such that the E-UTRAN security context is separate from the UTRAN/GERAN context. In case of GERAN access the SGSN can derive Kc from CK’, IK’ with the key conversion function c3 of TS 33.102. In this way, an attacker controlling the MME would also know the keys derived for use in UTRAN/GERAN, but not vice versa. But a new authentication after a successful tracking area update is not required if UE changes from E-UTRAN to UTRAN/GERAN as long as the UTRAN/GERAN trusts the security of E-UTRAN. 
· If UE is registered with an SGSN and changes from UTRAN/GERAN to E-UTRAN, then the UMTS security context available in the SGSN could be transferred to the MME and converted into KASME using appropriate key derivation functions. (Such functions are already used in the UE and HSS after a run of the AKA protocol. It would have to be studied further whether the same functions should be made available also to the MME, or whether different functions would have to be used.) 

The corresponding NAS keys could be used to protect the tracking area update sent to the MME. 

However, this kind of security context transfer and subsequent key derivation bears the following additional risk: the session keys CK, IK generated from a run of AKA are directly used on the air interface. If they were broken then the attacker could also derive all keys used in E-UTRAN. The attacker would not need to control an SGSN for this attack. Therefore, the arguments are not symmetrical for the two directions of security context transfer. 

Furthermore, one should remember that UMTS is more vulnerable to a security breach in the core network as a compromised authentication vector can be used in any UMTS network. E-UTRAN has been designed to prevent this potential vulnerability by earmarking authentication vectors especially for use in E-UTRAN, cf. TS 33.abc. Allowing security context transfer from UTRAN/GERAN to E-UTRAN without subsequent AKA would allow to circumvent this enhanced security designed for E-UTRAN. Therefore, any such security context transfer shall be immediately followed by an AKA run and a change of NAS and AS keys on the fly. 

Consequently, a new authentication after a successful tracking area update would be required if UE changed from E-UTRAN to UTRAN/GERAN with security context transfer. SA3 is aware that this may destroy the envisaged advantages of the enhanced tracking area update procedure.
SA2 asked Question 2:

“Would SA3 assume independent security contexts in this case or should one context be derived by mapping from the other, i.e. by the same mapping used during handover between 2G/3G and E-UTRAN ? In case mapped contexts are assumed the contexts need to be synchronised between MME and SGSN due to the parallel registrations.”

Reply by SA3:

The alternatives mentioned in the reply to question 1 relate to the alternatives presented in question 2. The alternative preferred by SA3, i.e. use of an appropriate sequence number management mechanism, leads to independent security contexts whereas the second alternative leads to mapped security contexts for which synchronization is provided by security context transfer between MME and SGSN.
SA2 asked Question 3:

“For the case described above, i.e. when two different security contexts are in a CN node due to handover, which of the two contexts would be preferred by SA3 ? From a procedural point of view the mapped context might be preferred as this does not change the more general handover procedure.”

Reply by SA3:

From a security point of view, the mapped context is not preferred as it does not provide a cryptographic separation of the keys in E-UTRAN and UTRAN/GERAN respectively. SA3 therefore proposes to use the security context generated from an AKA run in the same domain (E-UTRAN or UTRAN/GERAN), whenever available, and not the mapped context. SA3 asks SA2 to contact SA3 again if this approach seems to cause unacceptable procedural problems. 
3 Conclusion
We propose that SA3 sends a reply LS to SA2 with the content suggested in Section 2.
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