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1 Introduction

TR 33.821 includes information related to security interworking between E-UTRAN and UTRAN as well as E-UTRAN and GERAN in several different sections. In this document we first collect the suggestions and decisions already included in the TR and then propose to include the agreed part of this information into the TR. 

Section 7.4.3.2 and Section 7.4.4 make identical suggestions for key handling on handover from E-UTRAN to UTRAN as well as E-UTRAN to GERAN. Section 7.4.3.2 additionally makes a suggestion for key handling on handover in the other direction. Section 7.4.4 requires backward key separation between E-UTRAN and UTRAN/GERAN on handover in both directions (i.e. a key compromise in the destination network should not cause a key compromise in the source network). Forward key separation is left ffs. We propose to adopt the suggested key handling on handover from E-UTRAN to UTRAN and GERAN. In addition, we suggest to adopt the key handling suggested in Section 7.4.3.2 on handover from UTRAN or GERAN to E-UTRAN, although it does not provide forward secrecy. We also propose to add, that UE shall be authenticated in E-UTRAN as soon as possible after a handover from UTRAN and GERAN in order to limit the effects of the missing forward secrecy. The rational behind these suggestions is that we do not see how forward secrecy can be provided and although this issue was raised in SA3#45 already there were no contributions on this topic. 

In addition, Section 7.4.3.2 states that the status of ciphering should be maintained during inter-RAT handover and suggests that unused authentication vectors could be transferred from SGSNs to MMEs. We suggest adopting the former suggestion. However, as the current assumption in SA3 is that different authentication vectors are used for EPC and UTRAN/GERAN access, unused authentication vectors should not be transferred between SGSNs and MMEs. 

Finally Section 7.4.13.4.4 describes some principles for algorithm selection on handover from E-UTRAN to UTRAN/GERAN and vice versa which we propose to add to TS 33.abc. 

2 Proposed changes

************************************* BEGIN CHANGES *************************************************************
3 Security interworking between E-UTRANand UTRAN 

3.1 Idle mode mobility
3.2 Handover
From E-UTRAN to UTRAN

If UP ciphering in E-UTRAN is activated, it shall remain activated after handover in UTRAN as well. Integrity protection shall remain activated in UTRAN after handover from E-UTRAN. 

MME shall derive a confidentiality key CK', and an integrity key IK' from KASME with the help of a one-way key derivation function KDF in the following way:

KDF(KASME )= CK' || 'IK. MME shall transfer CK' and IK' to the SGSN as part of the relocation request. 
Editor’s note: The key derivation function is for further study
Editor’s note: SA2 currently discusses parallel registration in UTRAN and E-UTRAN. In case of parallel registration, UMTS security context is already available in the SGSN before handover. In this case, the already established security context shall be used after handover and not the transferred security context. 
The NAS service request message shall include the UTRAN and GERAN security capabilities of UE.
MME shall transfer UE’s UTRAN and GERAN security capabilities to SGSN. SGSN shall include the allowed security algorithms in the relocation request to RNC. RNC shall select the algorithms and include the corresponding identifiers in the relocation request acknowledgement. The selected algorithms shall be indicated to UE in the handover command message.

From UTRAN to E-UTRAN
If UP ciphering in UTRAN is activated, then UP ciphering shall remain activated in E-UTRAN after handover as well.

SGSN shall transfer CK || IK to MME in the relocation request message. MME shall derive K'ASME from CK || IK with the help of a one-way key derivation function KDF: 
KDF(CK || IK) = K'ASME . MME shall derive the NAS keys and KeNB from K'ASME. 
Editor’s note: SA2 currently discusses parallel registration in UTRAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK. 
SGSN shall be able to query UE anytime about its EPC/E-UTRAN security capabilities. 

SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall include them in the relocation command and RNC shall indicate them to UE in the handover from UTRAN command.
UE shall be authenticated via E-UTRAN as soon as possible after the handover and the newly generated keys shall be taken into operation as soon as possible.
Editor’s note: it is still for further study whether or not a “key change on the fly” during an ongoing connection will be possible in E-UTRAN. If it is possible, it should be used as soon as possible after a successful authentication in E-UTRAN.
4 Security interworking between E-UTRAN and GERAN
4.1 Idle mode mobility

4.2 Handover
4.2.1 From E-UTRAN to GERAN
If UP ciphering in E-UTRAN is activated, it shall remain activated after handover in GERAN as well. 

MME shall derive a confidentially key CK’ and an integrity IK’ from KASME as described for the E-UTRAN to UTRAN handover case. MME shall transfer CK’ and IK’ to the SGSN. SGSN shall derive Kc from CK’ and IK’ with the help of the key conversion function c3 of TS 33.102.
Editor’s note: The assumption here is that an SGSN that supports E-UTRAN to GERAN handover is capable of the key conversion fuctions c3, c4, c5 of TS 33.102. If this assumption falls the key derivation and conversion described above may have to be adopted.
Editor’s note: SA2 currently discusses parallel registration in GERAN and E-UTRAN. In case of parallel registration, UMTS security context is already available in the SGSN before handover. In this case, the already established CK, IK shall be used to derive Kc after handover and not the transferred security context.
The NAS service request message shall include the UTRAN and GERAN security capabilities of UE.

MME shall transfer UE’s UTRAN and GERAN security capabilities to SGSN. SGSN shall select the encryption algorithm to use in GERAN after handover. The selected algorithm shall be indicated to UE in the handover command message.
Editor’s note: it is still for further study whether or not a “key change on the fly” during an ongoing connection will be possible in E-UTRAN. If it is possible, it should be used right after a successful authentication in E-UTRAN.

4.2.2 From GERAN to E-UTRAN
If UP ciphering was activated in GERAN, it remain activated in E-UTRAN after handover from GERAN to E-UTRAN as well. 
SGSN shall transfer CK || IK to MME in the relocation request message. MME shall derive K'ASME from CK || IK as described in the UTRAN to E-UTRAN handover case. 
Editor’s note: The assumption here is that an SGSN that supports E-UTRAN to GERAN handover is capable of 3G AKA and stores the UMTS security context of a UE. Note that there is a risk that the UMTS security context available in SGSN was previously converted from a GSM security context. This is e.g. the case if prior to UE’s transition to active state, UE was changing in idle mode from an SGSN that does not support UMTS security contexts to an SGSN that supports UMTS security context handling. This case can be circumvented by enforcing 3G AKA after idle mode mobility from such an SGSN.   
Editor’s note: SA2 currently discusses parallel registration in GERAN and E-UTRAN. In case of parallel registration, E-UTRAN/EPC security context is already available in the MME before handover. In this case, the already established security context shall be used after handover and no new security context shall be derived from the transferred CK, IK.
SGSN shall be able to query UE anytime about its EPC/E-UTRAN security capabilities. 

SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB. eNB shall select the RRC and UP algorithms and indicate them in the relocation request acknowledgement. MME shall include the selected NAS, UP, and RRC algorithms in the relocation response sent to SGSN. SGSN shall indicate them in the appropriate message to BSS and BSS shall indicate them to UE in the handover command.

UE shall be authenticated via E-UTRAN as soon as possible after the handover and the newly generated keys shall be taken into operation as soon as possible.

************************************ END OF CHANGES *************************************************************
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