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1 Introduction

Even though it has been agreed to base the cryptographic algorithms of E-UTRAN on SNOW-3G and AES, the specification work for the modes of operation etc. cannot be completed by ETSI/SAGE until they have received information regarding what the expected input and output values shall be.
Below, the input parameters from UTRAN are taken as a starting point, and a first rough mapping of these to E-UTRAN is made.

2 Ciphering
In TS 33.102, the following parameters are input to the ciphering algorithm: COUNT-C, CK, BEARER, DIRECTION, and LENGTH. The intention is to make the input to the ciphering algorithm unique per encrypted packet w.r.t. each encryption key.
In EPS, there are three encryption keys defined: K_eNB-UP-enc, K_eNB-RRC-enc and K_eNB-NAS

2.1 COUNT-C

The COUNT-C is the concatenation of the most significant bits (MSBs) taken from a HFN, and the least significant bits (LSBs) taken from the frame/packet that is to be (de)ciphered. Depending on if it is unacknowledged mode (UM) or acknowledged mode (AM), different types of frames/packets are used, and the lengths of the LSBs and MSBs vary accordingly.

For E-UTRAN, the situation is different, in that the ciphering is done on other layers than in UTRAN. The ciphering of UP and RRC is done in PDCP, and the ciphering of NAS is done at the NAS layer. Hence, different LSBs will have to be used in the different situations. It is assumed that the same principle of using a HFN is going to be used also in E-UTRAN.
From SA3's point of view, the only thing that matters is that COUNT-C never repeats (when all the other parameters input to the ciphering algorithm are the same).

2.2 CK

For UP it has been agreed that the ciphering key shall be K_eNB_UP-enc. The key shall have an effective size equal to the key size input of the algorithm.

For RRC it has been agreed that the ciphering key shall be K_eNB_RRC-enc. The key shall have an effective size equal to the key size input of the algorithm.
When RRC and UP are ciphered in the same layer (PDCP), they can in principle use the same key (i.e., K_eNB_RRC-enc = K_eNB_UP-enc), as long as a distinguishing parameter is input to the ciphering algorithm. There are several possibilities for such a parameter, e.g., a special RRC/UP bit, or ensuring that RRC uses a unique radio bearer ID from the same radio bearer ID space as the UP.

The main benefit of using the same key (but different IV) is that it can prevent some context-switching in the encryption engine used at the PDCP layer. On the other hand, if different keys are used for RRC and UP, breaking the RRC keys (using a passive attack), will not give access to UP data (this was the situation for the attack on A5/2). 
For NAS it has been agreed that the ciphering key shall be K_NAS-enc. The key shall have an effective size equal to the key size input of the algorithm.
2.3 BEARER

It is assumed that more than one UP radio bearer can be set up also in E-UTRAN. This means that it must be ensured that each UP radio bearer is assigned a unique ID within the UE, which is input to the ciphering algorithm.
For RRC there are two signalling radio bearers (high priority and low priority SRB) within the UE. It must be ensured that if these two SRBs share the same sequence number space for encryption, an SRB ID is input to distinguish the two.  

For NAS traffic, it is assumed that only one NAS signalling connection is setup. Here it is proposed that a default NAS signalling connection ID is input to the ciphering algorithm to have a uniform interface for the ciphering algorithm.
2.4 DIRECTION

Since it can be assumed that the uplink and downlink packets use different sequence number spaces, it is necessary to include a bit indicating the direction in the input to avoid key-stream re-use. This applies for all three types of traffic UP, RRC and NAS.
2.5 LENGTH

The length of the output is needed in E-UTRAN as well to determine how long key-stream the ciphering algorithm shall generate.

3 Integrity protection

3.1 COUNT-I
It has already been agreed that for UP and RRC respectively, COUNT-I can be the same as COUNT-C, which was communicated to RAN2, RAN3 and SA2 in S3-070280.
For NAS signalling, the same arguments can be re-used, and also here COUNT-I can be the same as COUNT-C.
3.2 IK

For UP it has been agreed that the no integrity protection shall be applied, so no integrity key is required.
For RRC it has been agreed that the integrity key shall be K_eNB_RRC-int. The length of ciphering key shall be the same as the input size of the core algorithm used.

For NAS it has been agreed that the integrity key shall be K_NAS-int. The length of ciphering key shall be the same as the input size of the core algorithm used.

3.3 FRESH

For each new RRC connection that is established, the integrity key is derived from a fresh K_eNB. This implies that there is no possibility for the UE to replay old RRC messages with an integrity tag computed in a previous RRC connection. Therefore, there is no need for a FRESH parameter for RRC integrity protection in E-UTRAN.
Under the assumption that NAS sequence numbers are only reset when a new AKA is run, there is no possibility for the UE to replay any old NAS messages either, so there is no need for a FRESH parameter for NAS integrity protection in E-UTRAN.
3.4 DIRECTION

For the same reasons there is a need for a direction bit as input to the ciphering algorithm, there is a need for a direction bit as input to the integrity algorithm.

3.5 MESSAGE

Obviously the message itself needs to be input to the integrity algorithm. 
In TS 33.102 it is further specified that the radio bearer identity shall be pre-pended to the message before the message is input to the integrity algorithm to ensure unique MAC-I:s per radio bearer/NAS signalling connection. Unfortunately, the CR that introduced this separate handling of the radio bearer ID (S3-000263) is not explaining why this parameter is treated differently than the other parameters. 
We propose that the radio bearer ID for E-UTRAN is handled like any other input parameter, and it is up to the actual integrity transform specification to define how it is used, for example that it should be pre-pended to the message along with the other parameters, or be part of an IV, or included in some other way.
4 Conclusion and proposal

A starting point to define the input and output to the ciphering and integrity algorithms is to use the generalization of the parameters used in UMTS as described above. 

It is proposed that an LS is sent to RAN2 and CT1 asking them if the above input would make the input to the ciphering algorithm unique w.r.t. each key used, and if not, what needs to be modified to achieve uniqueness. It is further proposed to ask RAN2 if they would see a benefit in using the same key for RRC and UP ciphering.
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