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1. Introduction

TS33.234 already included the support of IMS emergency call over I-WLAN when UICC is presented in UE. For IMS emergency Calls, authentication may be skipped entirely depending on the national regulations or the operator's preference. Depending on national regulations and operator preferences, in the case of IMS emergency Calls, the 3GPP AAA server may still send Accept (i.e. indicating success of authentication and authorization) even though authentication or authorization fails.


However there isn’t description of how to deal with the authentication skip or failure. In this paper we discuss the issues that should be addressed when the authentication is skipped or failed.
2. Discussion

2.1 Authentication is failed. 


Depending on national regulations and operator preferences, in the case of IMS emergency Calls, the 3GPP AAA server may still send Accept (i.e. indicating success of authentication and authorization) even though authentication or authorization fails. To avoid significant change of the procedure and the network elements, there should be a method to generate the key material between UE and PDG. One way is to use a well known key. Another way is to generate the key through SHA-(IMSI).
Although the AAA will send the EAP Success message to UE, there should be a way to distinguish it from the normal case. The user identity can be included in the EAP Success message for this purpose.

When the UE receives the EAP Success message containing the user identity, it also generates the key through SHA-1(IMSI).
2.2 Authentication is skipped. 
For IMS emergency Calls, authentication may be skipped entirely depending on the national regulations or the operator's preference. So the 3GPP AAA Server shall skip the authentication and send the Authentication Answer including an EAP success and the key material to the PDG. This keying material can be generated as the methods mentioned above. 


The key received from 3GPP AAA server will be used by the PDG to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages. The shared secret generated in an EAP exchange will be used to generated the AUTH parameters.

The PDG responds with its identity, a certificate, and sends the AUTH parameter to protect the previous message it sent to the UE (in the IKE_SA_INIT exchange). It completes the negotiation of the child security.
3. Conclusions

It is proposed accommodate the mechanism outlined in S3-070697 into TS33.234.
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