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1. Introduction
In the report of SA3#48 meeting, for S3-070520- “A requirement about UE split for GAA optimization and extension” it was said,

“……
There was some further discussion on the subject and it was agreed that the problem has to be addressed through the creation of a new work item.”
In this document we continue the discussion of S3-070520 in the last meeting for UE split scenario for GAA optimization and extension. The new work item is in S3-070692. And this document aims to analyze the examples of use cases and compare the potential solutions for this new scenario.
-----------------------------------------------------------------------------------------------------------------------------------------------
2. Analysis

2.1 Two Use Cases
The new scenario generally solve the issue which GAA function module lies in the UE, but application client lies in the remote device. Two examples of use cases are as follows:
1. PNM
As we proposed S3-070520 in the last meeting, when MEs access the user data directly through the access systems after the authentication of the PNE holding the (U)SIM, there is the security threat which is that MEs communicate with PLMN with no protection to send some important information and credentials of (U)SIM and MEs. It is a problem of how to protect the communication between MEs which are the remote devices and NAF/PNM server. We assume that GBA is used to establish a security association between the MEs and the PNM server (which acts as a NAF) in order to address the security risks. This introduces the new GAA use case where the application client is a remote device interacting with the GAA function module on the UICC hosting device.
2. WLAN 3GPP IP Access

In section 5.1.4 of TS23.234 v7.5.0, there is the requirement of WLAN 3GPP IP access,

“Access to 3GPP PS based services shall be provided via WLAN. The interworking architecture shall provide IP connectivity to be able to support all 3GPP PS based services. 3GPP PS based services which use more than IP connectivity (e.g. SMS, MMS, MBMS) could require additional entities and interfaces not specified in this document. Depending on operator's policy, it shall also be possible to access 3GPP PS based services via the Internet (noting that the access to the Internet in this case may or may not be via WLAN Direct IP Access).”
In section 6.1 of TS33.246 of security of MBMS, it said,

“TS 33.220 [6] GBA (Generic Bootstrapping Architecture) is used to agree keys that are needed to run an MBMS User Service. The Ua security protocol identifier that shall be used for MBMS is defined in TS 33.220 [6].”
WLAN UE needs to obtain GBA keys when authenticating according to TS33.234 if WLAN-UE accesses to MBMS service which is one of 3GPP PS based services. In this use case, the application client is on the WLAN-UE which is the remote device while the GAA function module is on the UICC hosting device.
2.2 Potential Solutions 
1. Use normal GBA
This method lets UE calculates the GBA keys using current GBA mechanism and sends GBA key to the remote device for GAA application. However, the disadvantages are as follows:
· Consuming AV
For this mechanism, every time a remote device wants to access application, UE has to implement a bootstrapping procedure. Moreover, BSF has to retrieve an AV (AV=RAND||AUTN||XRES||CK||IK) through Zh interface for calculating a new GBA key. (If GBA key is reused, the keys for all the remote devices will be the same. This will bring in new security risks.) 
We can suppose that once this new feature was implemented, there would be more clients who would like to use their remote devices to access the application since it definitely is a very convenient use case. In this way, that is, if we use current GBA mechanism, it will consume more AVs than ever since. Operators will also consume more AVs than ever before. It may bring other problems, like B-TID collisions (It can be seen in S3-070572 in SA3#48). 
· Controlling access
This method cannot control the access. Operators should control which device can access through its client USIM information. If they did not, the client would give the right to any of his friends to access their favourite applications, like on-line movie video (MBMS) or on-line game etc. Operators will not like to see this situation happened since it is obvious a huge loss for them.
2. Use Device-ID to derive GBA derivation keys

The remote device initiates the bootstrapping procedure. If NAF agrees to initiate, the remote device sends bootstrapping request to UE，then UE has a bootstrapping procedure with BSF. When UE derives the derivation key Ks_(ext/int)_NAF, it uses the KDF function including the parameters of Ks, “gba-me/uicc”, RAND, IMPI, NAF_ID and device-ID. Then UE sends Ks_NAF and B-TID to remote device. The remote device sends authentication request including B-TID and device-ID to NAF. NAF will send these parameters and also NAF-ID to BSF. BSF will calculate Ks_(ext/int)_NAF and then sends back to NAF.
· Consuming AV

Every time a remote device accesses, UE and BSF calculate derivation keys using its device-ID until the lifetime of Ks is about to expire. In this way AV consuming goes to normal level and would not bring other security problems.
· Controlling access
NAF will send B-TID and device-ID to BSF to calculate the derivation key In his way, operators can decide whether to allow this device to access or not. This will avoid the situation that a user from other operators uses the application without taking any charge.
· Specific Keys for different remote devices

Every remote device which successfully accessed can have one specific GBA derivation key. In this way, if the eavesdropper got one key, other applications would not be affected and operators’ loss would be the least. What’s more, the security risk declines the least.
3. Normal GBA + Limit the on-line number

There will be another method for controlling access. That is to control the on-line number. However, this method will cause some concerns both from clients and operators:
· Consuming AV

It is the same with the first method.

· Controlling access

For clients: 
We can work out that one normal client will not have many remote devices and so does his friends. Maybe ten is enough. So there is no necessity to limit the on-line number if the limited number is too small.

What’s more, maybe clients will think over whether to use a new application if it has some limitation rules for them.
For operators:

Operators will sure lose benefits when a client’s on-line number is eleven or a little bit more if the limited number is ten since the client will take charge of all his remote devices according to the number of accessing.
We can assume BSF controls the access of remote device. That is, operator controls the access. BSF can not know the on-line number since if a user is off-line, NAF will not inform BSF. However, BSF can know which device is off-line through the second method in section 2.2,that is, using the device-ID. So the third method goes to the second one to some extent.
2.3 Comparison

For a conclusion, we can see in the following chart:

	List
	Consuming AV
	Controlling access
	Specific keys

	Normal GBA
	More
	No
	Yes

	Device-ID method
	Normal
	Yes
	Yes

	Normal GBA + Limit the on-line number
	More
	No
	Yes


Chart 1 Comparison of methods
-----------------------------------------------------------------------------------------------------------------------------------------------
3. Conclusion
From above analysis, we can see that the device-ID method is more suitable for the new scenario.

We kindly ask SA3 to compare the above alternative solutions and to decide the device-ID method to use in Rel8 work item. The work item is in S3-070692.
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