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1. Introduction

TS33.234 already included the support of IMS emergency call over I-WLAN when UICC is presented in UE. For IMS emergency Calls, authentication may be skipped entirely depending on the national regulations or the operator's preference. Depending on national regulations and operator preferences, in the case of IMS emergency Calls, the 3GPP AAA server may still send Accept (i.e. indicating success of authentication and authorization) even though authentication or authorization fails.


However there isn’t description of how to deal with the authentication skip or failure. In this paper we discuss the issues that should be addressed when the authentication is skipped or failed.
2. Discussion


Authentication/ authorization fails.
Depending on national regulations and operator preferences, in the case of IMS emergency Calls, the 3GPP AAA server may still accept the request even though authentication or authorization fails. To avoid significant change of the procedure and at the UE and the network elements, there should be a method to verify the AUTH payload. One way is to generate some kind of keying material used between UE and PDG, e.g., using a well known key or generating the key through SHA-1(IMSI). Another way is not generating a shared key used between UE and PDG, but using SK_pi/SK_pr which are generated during IKE_SA_INIT to generate the AUTH payloads, i.e. no keying material transferred from the AAA server to PDG. It’s suggested to use this method since it won’t generate extra keys at the UE.
If the AAA sends the EAP Success message to UE despite the authentication or authorization failure, there should be a way to distinguish it from the normal EAP Success message. For example the user identity can be included in the EAP Success message for this purpose. However the length of EAP_Success is fixed. To do so the EAP protocol needs extension. Another way is the AAA sever sends EAP Failure message to PDG and UE, but PDG and UE will specially continue the procedure when receiving this message during the IMS emergency call request. This is presented in the companied CR.
Authentication/authorization is skipped. 
For IMS emergency Calls, authentication/authorization may be skipped entirely depending on the national regulations or the operator's preference. Similar as the authentication/ authorization failure case, the AAA sever sends EAP Failure message to PDG and UE, but PDG and UE will specially continue the procedure when receiving this message during the IMS emergency call request. 
3. Conclusions


It is proposed accommodate the companied CR into TS33.234 and send a LS to SA2 and ask SA2 to make 
the corresponding modification in their specification, i.e. not indicating success of authentication and 
authorization, but failure of authentication when authentication or authorization fails.
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