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1 Introduction

During SA3#48 the security of RFC 4285 was discussed. In particular the IETF draft draft-vidya-rfc4285-security-analysis-00 was referenced in the discussion, but no contribution was available. This draft raises some security concerns relating to RFC 4285. In this document we summarize these security concerns. We show that some of the concerns do not hold for the envisaged usage of RFC 4285 within SAE/LTE and discuss in how far the other concerns can be fixed. Finally, we identify an additional security concern that was not included in draft-vidya-rfc4285-security-analysis-00 concerning replay protection and discuss the changes to RFC 4285 that are necessary to fix this problem. These changes are currently discussed for inclusion in the bis version of RFC 4285 (draft-ietf-mip6-rfc4285bis-00.txt) within the IETF.  

2 Summary of security concerns in draft-vidya-rfc4285-security-analysis-00
The draft raises the following security concerns:

1. In RFC 4285 implementations the MN-HA key is derived from the MN-AAA key, and the MN-AAA key is at the same time used for BU authentication if the MN-HA key has not yet been established.
2. RFC 4285 does not provide a means to negotiate a key derivation function for the derivation of the MN-HA key (lack of algorithm agility)

3. RFC 4285 does not specify how an SPI uniquely identifies an MN-HA or MN-AAA key.
4. The required use of the MN-NAI mobility option in RFC 4285 may violate user privacy.
5. RFC 4285 leaves it open how the HoA is bound to an MN-AAA security association as the key used for authentication is tied to the NAI rather than the HoA and HoA checking is not mandated in the RFC.

6. RFC 4285 specifies the incorrect key length for HMAC-SHA1
7. The time stamp based replay protection option specified in RFC 4285 makes the HA vulnerable to more DoS attacks as the HA replies to BUs with wrong time stamps in order to enable resynchronization 
3 Discussion of the security concerns in draft-vidya-rfc4285-security-analysis-00
General remark: 

Before we address the security concerns listed above one by one, we would like to mention that we agree that RFC 4285 may be underspecified in certain aspects. However, there is nothing written in RFC 4285, which is wrong and would needs correction. Some of the aspects requiring more specification may be addressed in the ongoing work on RFC 4285bis, but, in general, the use of RFC 4284 can be specified to the required of level of detail in 3GPP specifications as only interoperability between entities conforming to 3GPP’s EPS specifications is required. 
Re 1. This problem can be solved in the 3GPP context by carefully designing the cryptographic functions used to compute the message authentication code on the Binding Updates (BUs) from the MN-AAA key and to derive the MN-HA key from the MN-AAA key in such a way that these function guarantee cryptographic separation and do not allow an attacker to obtain any information on the long-term key. Comment: While this is feasible, it is undesirable – we should avoid mandating 3GPP specific crypto functions which are different from one recommended in RFC 4285 – this is currently SHA1. 
RFC 4285 does not say anything about key derivation functions. It defines one SPI value for the message authentication function used in computing the MN-AAA extension, which is HMAC_SHA1. We are not saying that HMAC_SHA1 should not be used, but we would like to point out that other values for the 16 bit SPI are not excluded in RFC 4285. 
Draft-devarapalli-… indeed talks about key derivation functions, but speaks only of examples. Quote: ”The following example uses HMAC-SHA1 [12]. Other message authentication codes or keyed hash functions MAY also be used.” 

It may be useful in this context to have a look at the cryptographic design of UMTS: In UMTS we have a long-term key K (analogous to the MN-AAA key) and, among others, the following cryptographical functions (cf. 3G TS 33.102, section 6.3.2): 
 - f1, which is used to compute a message authentication code MAC = f1K(SQN || RAND || AMF) where f1 is a message authentication function;
· f4, which is used to derive an integrity key IK = f4K (RAND) where f4 is a key generating function;We are not aware of any concerns raised against this cryptographic design of UMTS. Please note that, for the proposed use of RFC 4285 in 3GPP EPS, which is described in the companion pseudo CR to TR 33.922, it is guaranteed that every BU contains a time variant parameter. Comment: This is a legacy of AKA protocol and we do not need to carry this weak security property into the new systems/protocols. Moreover, the AKA crypto functions can be changed at the operator discretion to mitigate this weakness. However, changing the crypto functions used by the MN and HA, once deployed is not so easy. Therefore, we believe this weakness of RFC 4285 still holds. 
As it would be very important to be clear about any potential weakness of the UMTS security design QC are encouraged to detail their concerns, which should then be submitted to ETSI SAGE, who designed MILENAGE, for comment. We rather believe that the relatively infrequent use of the MN-AAA key with a keyed hash function having strong one-way properties does not lead to a risk of exposing the MN-AAA key. 
Re 2. In SAE it is still under study whether or not other key derivation functions used in the key hierarchy should be negotiable at the time of network attachment. These key derivation functions include the functions used to derive the NAS and AS session keys from the key K_ASME. If so then the KDF for MIP could be easily included as well. Comment: We believe that security for MIP should not make assumptions (such as what KDFs are supported) about the access network – should be access independent. Misunderstanding: We are not suggesting that the KDFs used for access security be also used for MIP bootstrapping. We rather say that negotiation capabilities of these functions for access security and MIP bootstrapping should be seen to be at the same level: if you can provide the one, you can also provide the other.
Re 3. We do not see why the addressing of an SA by means of a combination of NAI and SPI with the HA address would create problems in the 3GPP context. The issue raised with this combination in draft-vidya-… are: 
· Ambiguity when multiple keys are referenced by the same NAI: this is not possible for the MN-AAA key if this key is permanent, and if it can be changed dynamically (ffs) then this key change procedure (e.g GBA) has its own means to address the key. Furthermore, we expect one MN-HA key per MN-HA pair at a time to be sufficient. It is ffs whether it is necessary in 3GPP to make better use of the bits offered by the SPI, e.g. in a way similar to the 3GPP-defined KSI.- Details on the actual referencing [NSN: of the security associations] for each entity [NSN: i.e. MN, HA and AAA] are also not provided in the document: yes, but they can be included in the 3GPP specifications. Comment: Again, the goal is to avoid 3GPP specific flavors/requirements of an IETF protocol. Profiling of IETF protocols is done all the time by 3GPP, e.g. SIP in IMS, IPsec in NDS/IP, … It’s still not clear to us how this issue can be avoided if RFC 4285 is used. If MN-AAA key is permanent (we assume it is meant static), then it means that MN-AAA key has to be somehow stored securely (USIM changes?) or risks compromise. Furthermore, this places additional per UE provisioning requirements on the operator, which is highly undesirable.Qualcomm’s comments discuss the desirability of having a static MN-AAA key, and not the difficulties of addressing such a key, which is the topic here. If the MN-AAA keys are dynamically created (GBA or from some other key) believe that this information has to be communicated either outside of RFC 4285 or 3GPP2? specific SPI behavior has to be documented.  Of course, this has to be documented in 3GPP. 
· user privacy: see below.
Re 4. This is not a problem in the EPC context as the NAI is protected by lower layer mechanisms (UP ciphering). Note that IKEv2 does not provide user identity protection against active attacks either. Comment: We think it is still a problem: The reason is that the Home Agent at the home network can not enforce/control/know whether the serving network (in the roaming case) applies encryption. This problem is even more pronounced in countries where regulatory requirements prohibit use of encryption of user plane. Note that this holds even for the case where 3GPP operator considers the serving network to be a “trusted” access (implying no ePDG exists). Even in the case of “untrusted” access (where ePDG exists), the encryption algorithm used may be NULL. We should protect identity privacy against the much easier passive attacks
When the access network does not use encryption then it is generally easy to obtain the user identity anyhow, e.g. through IMPI and IMPUs in IMS sent over the user plane, or from other parts of user data. So, it is questionable whether protecting MIP signaling alone would be of any additional value in protecting the user identity. Furthermore, when user plane encryption is not used the access network is then likely not to use NAS encryption either, and then TMSI mechanism does not provide user id confidentiality in the access either. For the sake of completeness, we nevertheless mention other alternatives:
When the MN-AAA key is allocated dynamically and GBA is used then the user id is the B-TID, which is a temporary pseudonym. It has been argued that the B-TID would live as long as the MN-AAA security association, but the IPsec SPI is also public and probably as long-lived as the B-TID in the context of MIP bootstrapping.  
When the MN-AAA key is allocated dynamically and derived from an EAP key then the user id is a temporary identity carried in EAP, and the protection of the user id in MIP is as good as that in EAP for network access.

Re 5. This problem could easily be fixed in the EPC context by mandating the HoA checking, and by having the HA assign the HoA to the MN. Cf. the Home Address Option in draft-devarapalli-… and its use described in the companion pseudo CR to TR 33.922. Comment: Again 3GPP specific requirements should be avoided if possible. This is hardly a 3GPP-specific requirement as it is fundamental for RFC 4285 to provide a secure solution. If this really needs clarification this should be done in the ongoing RFC 4285bis work. But, so far, this issue has not been raised on the MIPv6 mailing list for inclusion in RFC 4285bis. Furthermore, the Assigned Home Address Option is already in draft-devarapalli, which provides an option for the HA to send the HoA to the MN, similar to what is done in IKEv2. Binding this assigned HoA to the MN-HA key in the HA is straightforward. Draft-devarapalli is also work in progress, so 3GPP can bring more requirements to this draft if felt necessary. 
Re 6. This problem is already fixed in draft-ietf-mip6-rfc4285bis-00.
Re 7. HA replies to BUs with wrong time stamps only after it has successfully authenticated them. An attacker can therefore make a HA reply to a BU with wrong time stamp only by replaying previously recorded BUs. Measures could be taken in the HA that ensure that a HA replies to a correctly authenticated BU with a wrong time stamp from a particular MN only once in a certain time frame. Furthermore, an attacker could simply send BUs with a wrong message authentication code. This would also cause the HA to interact with the AAA for verification of the MAC on the BU. While it is true that, in this attack, the HA would not send a reply BA, certainly an attempted DoS attack by sending two BUs with a wrong message authentication code would be more effective than an attempted DoS attack by replaying previously recorded BUs with wrong timestamps. Comment: With IPSec you do not need any special DoS mitigation mechanism at the HA for BU/BA message handling. These requirements further complexity into the network. We are not saying that we need any special DoS mitigation mechanism, we are rather saying that we do not see a serious DoS threat here as DoS attacks of similar power are inherent in MIP. 
4 Discussion of an additional issue concerning replay protection

RFC 4285 specifies a time-stamp-based option for replay protection. The reasons for suggesting this option is that the sequence number mechanism included in the MIPv6 base specification RFC 3775 causes problems in scenarios in which HA change on a per session basis. (The currently envisaged usage scenarios of the different MIP variants are all assuming the HA to be frequently (re-)assigned such that the time-stamp-based option is relevant in the EPC context.) In particular, the sequence number mechanism would require the HA to store and exchange state information on the sequence numbers. 

RFC 4285 currently specifies the time-stamp replay protection as optional. However, the time-stamp option should be made mandatory if the MN-AAA authentication option is used. This is necessary in order guarantee replay protection of BUs authenticated with the MN-AAA option. This change is currently discussed for inclusion in draft-ietf-mip6-rfc4285bis-00 within the IETF at the initiative of NSN. Independent of the outcome of this discussion in the IETF, the use of the replay protection option can be mandated by 3GPP by profiling RFC 4285 appropriately, cf. the companion pseudo CR to TR 33.922.
In addition the time stamp resynchronization mechanism as currently described in RFC 4285 is incomplete. If an HA receives a BU with an MN-AAA option and a wrong time stamp, then HA should use the MN-HA key obtained from AAA only once to acknowledge the BA and send the correct time stamp to MN. HA should then delete the MN-HA key. MN should include the correct time stamp in a new BU with an MN-AAA option. In the current RFC 4285 it is stated that the MN should send a new BU with the correct time stamp, but not that this BU has to include an MN-AAA option again. It is currently discussed in the IETF to make this explicit in the next version of draft-ietf-mip6-rfc4285bis-00 at the initiative of NSN. Again, independent of the outcome of this discussion in the IETF, the use of the replay protection option can be mandated by 3GPP by profiling RFC 4285 appropriately, cf. the companion pseudo CR to TR 33.922.
5 Conclusion
In this document we discussed the security concerns of RFC 4285 raised in draft-vidya-rfc4285-security-analysis-00 as well as a recently raised concern of the replay protection option specified in RFC 4285. From our discussion it is clear that all concerns raised so far can be addressed without major problems in the 3GPP  EPC context or by corresponding actions in the IETF. Excluding the use of RFC 4285 due to these security concerns is therefore not justified.  Comment: As our comments explains, security concerns against RFC4285 are still valid. No solution is provided to address user/location privacy concerns with other alternatives. Furthermore, the solutions proposed introduce further complexities and/or requirements that lead to 3GPP flavor of Home Agent implementations that is different from IETF specs for supporting DSMIPv6. Furthermore, the major issue of how keying is done (MN-AAA and MN-HA keys) is not clear with other alternatives. Therefore, we propose that RFC 4285 be rejected from consideration for Mobile IPv6. 
The comments are not valid, cf. above.
MN-AAA key establishment: 

There is the straightforward alternative of using GBA with AAA as NAF. This usage of GBA would be identical to the MIPv4 case, described in TR 33.922, section 7.3.2, figure 3. Using GBA in this way is possible for any access network. It would already provide better performance than IKEv2 (two roundtrips instead of four.)
Therefore, the issue of MN-AAA key establishment is not a disadvantage of MIP options. 
The question is rather whether we can do even better performance-wise by exploiting keys resulting from access authentication.

So, while, from a performance point of view, MIP options are already better than IKEv2, and it is only open to which degree, the commonality with other systems still speaks in favour of MIP options. 
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