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1 Introduction

The feature “IP multicast over Iub for MBMS” has been rediscussed in RAN3#56 with no conclusion.

It was put under email approval but no consensus could be achieved and it was pushed to RAN3#57:
#12: R3-071132 - email agreement (NBAP CR on eff Iub for MBMS): “…at least I can't see concensus on this matter (this would be the most objective way to report it). to my understanding it seems to be rather a request to continue at next meeting.”

Between RAN3#56 and RAN3#57, the issues were worked on and the CRs were finalized. However at RAN3#57 a new element came up with the result of the study of SA3 on the use of IP multicast towards eNodeBs (R3-071297). Even if done for an LTE scenario, the result of this study raise questions for the applicability of IP multicast over Iub in a 3G scenario.  

This new element was not sufficient to block the technical endorsement of the CRs in itself but sufficient to raise the question of the release if further checks need to be done. This was pushed to RAN Plenary and is discussed in this paper.
2 Description
2.1 Summary of SA3 IP multicast security analysis for Iub

In R3-071297 (S3-070618) IP multicast is used to transport MBMS user plane packets. SA3 assumption is also that application layer security is considered independent of MBMS transport network security because “some MBMS services may intentionally not apply application layer security such as “free-to-air TV and emergency broadcasts”.
SA3 conclusions are:
· attack in multicast transport can be launched easier than in point-to-point transport
· attacks on the user plane transport are deemed by SA3 the most critical because it directly shows up to the radio interface,

· SA3 solution seems to rely on (promote) group authentication by sharing keys between the eNBs and the MBMS multicast sender - based on RFC4303,
· SA3 assumes that  “the trust model which SA3 took as a base assumed that an eNB would not be compromised”
Then SA3 concludes on the specific new risk with the use of IP multicast even when security is applied:
SA3 notes that the security provided by one group multicast security association is different from multiple point to point security associations because when one of these nodes is compromised, an attack has wider scope in the group authentication case. We note that for the eMBMS user plane a successful attack could then result in an undesired "pirate" service.
2.2 Consequence for using IP multicast over Iub in a 3g scenario
SA3 has clearly accepted the use of IP multicast for user plane LTE towards eNBs under the assumption that a security network is applied such as RFC4303.
Even when applied, the eNB uses the shared key and it is furthermore assumed that it cannot be compromised to have the shared key stolen. This can be assumed for LTE because unicast security is anyway in the eNB so eNB has to be secure. This was not true for 3G nodeB.

Indeed, in the 3G scenario the unicast security termination is in the RNC above and no strong assumption that nodeB cannot be compromised was ever made. Therefore, having now the shared key in the 3g nodeB is something new. An attacker accessing the 3g nodeB would get the shared key and access the multicast or more, resulting in the undesired pirate service mentioned above by SA3.  
3 Conclusion

The use of “IP multicast over Iub for MBMS” raises new security questions that have been overlooked. It is deemed preferable to check with SA3 as it has always been done in the past whenever security questions were pushed down to the edge of the UTRAN (respectively eUTRAN).

Even with a positive answer from SA3, it would still be good to determine also if multicast transport security (i.e. RFC4303) is really the way to implement security for this 3g feature compared to other security methods (e.g. classical IPSEC). 

Given the expectations behind the use of this feature two ways forward are proposed:

Alternative 1 
· we postpone approval of the CRs for one quarter,
· we make the necessary checks with SA3 in-between,
· we finally approve the CRs only in December Plenary but keeping release 7.
Alternative 2

· we approve the CRs at this September plenary session as release 7,
· we still make the necessary checks with SA3,

· we come back on the CRs in December if needed.








































































































































































































































































































































