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1 Introduction

In a combined Liberty Alliance GBA architecture as outlined in TR 33.980 we have currently the following situation:
· the operator can not “revoke” keys at the service provider or identity provider (which is true in GBA for general)
· the user can not Single-Logout with the BSF (i.e. either NAF requests at BSF deletion of Ks for the NAF/IdP case or the BSF is directly requested to delete the session in the BSF/IdP case)
In other words, once created a sessions will have validity for the whole key lifetime, except if the NAF requests a new bootstrapping run of the UE i.e. re-authentication to obtain fresh key material. Even if this is done, it would result in a new valid session, but if the goal is to have no valid session, then this can not be achieved by current means. The case, where the user contacts the BSF to obtain a SSO logout, has some overlap with the case, where the operator revokes key starting from BSF.
Discussions showed that key lifetimes in the order of month are not unlikely. If a subscriber leaves the operator (or is not paying his bills), the phone is stolen or lost and the service consumption should no longer be possible with the handed out key card, then a service specific key revocation would be useful. Even if it would be possible to prevent further key generation in the BSF, there are no automated means to prevent key usage on the NAF side. This is in particular interesting for the cases where that involve the Liberty Interworking and many service providers depend on the keys provided by the BSF. Note, that the service consumption may not necessarily take place over an operator controlled channel. A "logout process" or "GBA session cancellation" procedure would be beneficial in those scenarios. Currently it is not possible for operator to cancel GBA sessions in NAFs after the NAF has received the GBA key from the BSF. This is currently missing in 3GPP TS 33.220 in general and in TR 33.980 in particular. We will now outline the different the possible scenarios in more detail:
2 SSO Logout and Key Revocation
Key Revocation or SSO Logout triggered from user via NAF/IdP
- The user want's to make a SSO-logout, contacts one of his web service providers (WSP). This WSP is affiliated with our LAP/GBA IdP which may reside in BSF or NAF.. 

- The user is HTTP redirected to his NAF/Identity Provider or his authentication service (up to here this is Liberty Alliance domain)

- NAF/IdP deletes key (this can be done till here without any changes to TR 33.980 or TS 33.220) and triggers BSF to do the same. This would extend the existing Zn interface and would be web-service or DIAMETER based. This message does not exist in Liberty Alliance or in 3GPP yet. In the BSF/IdP case, the BSF then deletes the keys, but there might be connected service providers that need to be informed.
- The BSF then deletes the related Ks_(int/ext)_NAF and may revoke then other keys and identities at other NAFs then the one that triggered the key deletion (see below). Up for discussion, if a Ks deletion is deemed useful or just a Ks_(ext/int)_NAF deletion. It may also be considered, that for SSO-logout only the Ks is deleted and for Key revocation all keys.
Key Revocation from Operator (BSF) to NAF
- The operator wants to cancel the session data (or maybe even the whole identity) of the user e.g. user is not paying his bills, phone is stolen, or he left the operator and the operator is no longer willing to manage the user identity and credentials.
- BSF triggers key revocation i.e. subscriber left. This may also be triggered even from HSS if the account there is deleted (this is for further discussion, if the trigger point would be BSF or HSS, since the HSS triggering would impact Zh interface).The BSF would naturally delete his own data-entries or mark them accordingly.
- For this key revocation (and account deletion) the BSF acts now as a web service consumer (if web service based Zn is used), which is different from the today's GBA concept, where the BSF is just a web service provider. Also diameter can be deployed, but this would require a new message type. It is up for discussion, if this kind of key revocation should be done for both implementation types of the interface or just for one implementation form. 
- The NAF/IdP receives the web service request and acts as a WSP (in WS based Zn interface case) and processes the information i.e. deleting related data. The NAF/IdP is already a WSP offering the authentication service, now he would also offer a deletion service.

- A confirmation message that the revocation was successful is desirable and should be send back to BSF and might even be send from BSF to HSS (for discussion).

As a special case, we can consider, that the user triggers the BSF to revoke keys. The most likely scenario for this is, that the user informs the call-centre that his phone is lost or stolen. The functionality between BSF and NAF/IdP would be the same as outlined above. If the BSF is collocated with the IdP, then no further distribution of the key revocation might be necessary. It should be discussed, if it should be possible for the user to trigger the key revocation from the BSF.

Expansion of Key Deletion:
To make a "full session cancellation" (i.e. Ks and all related Ks_(int/ext)_NAF are deleted) into web service, we should require that all NAFs can receive this cancellation message. This requires that the BSF must keep record of all the NAFs that have received a key, and whether those keys are still valid. Whenever the session cancellation message comes to the NAF, it must terminate the current session with the UE and delete all the GBA keys associated with the particular subscriber (B-TID). This client/server role issue is true for WS case, but on the other hand, to set up a web service server is not such a large add-on. With DIAMETER the messages can flow to each direction, since a Diameter Client is simply a device at the edge of the network that performs access control, such as a Network Access Server (NAS) or a Foreign Agent (FA). A Diameter client generates Diameter messages to request authentication, authorization, and accounting services for the user.

Alternative approach to modify the Zn interface:

Other possibility to circumvent the needs for BSF being a "client" is to require that NAF polls periodically whether a particular any B-TIDs that is has acquired have been invalidated e.g. when a service login is performed or in time-intervals if the service session is very long-lived. This way it would be the NAF making the queries, for example, when a new authentication is requested by the user, or if the NAF internal policy requests a checking of validity. As a disadvantage we have that this will cause extra message that needs also to be specified and extra load in particular for the BSF, and there would be delay for delivery of this "cancellation" information (maximum delay is the polling period), which may result in unauthorized service consumption of the user.
3 Proposal
We propose to study the issue of key revocation in GBA and to provide feedback, especially on the items that are already marked “for discussion”. We see key revocation for GBA in general useful, but it may also be restricted to pure Single Sign Logout scenario. But since the needed functionality would be very similar we think it beneficial to cover both aspects. 

We also propose as a baseline the following level of functionality (with potential extensions as indicated for discussion above) for the next meeting:
· BSF should be able to revoke Ks_(int/ext)_NAF keys at NAF 

· NAF can request that the BSF deletes “his” Ks_(int/ext)_NAF keys 
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