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1 Introduction
In last SA3 #48 meeting, contribution S3-070607 was discussed. One of the main issues is regarding to coexistence issues of different authentication schemes. The main argument is on the bullet b) in Annex P:
1) TISPAN authentication schemes shall also be considered for future extension.

2) “TR 33.803 should be used as a basis”.
The conclusion is that “The way the S-CSCF will determine the authentication scheme associated with a registration request is ffs.”
This contribution will give further analysis on this issue.
Overview of comments:
The contribution S3-070680 and the companion CR in S3-070681 seem to be based on some unnecessarily restrictive assumptions. Furthermore, the proposed rules do not seem to work correctly in all cases. Therefore the presented solution is not acceptable.
We also propose certain questions and proposed principles to be discussed at the joint meeting of 3GPP SA3 and TISPAN WG 7 on 10 October.
Let us start with a reminder of the purpose of the rules for the S-CSCF to distinguish among authentication schemes: 
· For IMS AKA and Early IMS, the S-CSCF needs to insert the corresponding values for the authentication scheme in the Cx-MAR command sent to the HSS. For reasons of backward compatibility (i.e. re-use of 3GPP HSSs of Releases 5, 6 or 7), the Cx-MAR command shall not be changed for IMS AKA and Early IMS. Therefore, the S-CSCF needs to be able to recognize whether a REGISTER request relates to IMS AKA or Early IMS or some other authentication scheme.

· These other authentication schemes are either NASS bundled authentication (NBA) or SIP Digest. Both authentication schemes are introduced in TS 33.203 in Rel-8, and an HSS handling them necessarily conforms to Rel-8. Therefore, it is fine to introduce new values, e.g. the value “unknown”, for the authentication scheme in the Cx-MAR command in Rel-8. The use of the value “unknown” would imply that the S-CSCF has no need to distinguish whether a REGISTER request relates to NBA or SIP Digest as the HSS will make this distinction. The S-CSCF will be able to see from the reply in Cx-MAA which authentication scheme applies. Both TISPAN and CableLabs seem happy with this use of the  value “unknown” for the authentication scheme. 
TISPAN and CableLabs should indicate at the joint meeting of 3GPP SA3 and TISPAN WG 7 on 10 October whether they see any problems with this use of the  value “unknown” for authentication schemes.
2 Discussion
2.1 PANI discussion
Principles for the use of the P-Access-Network-Info (PANI) header:

The PANI header was defined in the IETF as a header inserted by the client and not modified by the network. TISPAN modified this concept to allow the P-CSCF to remove a UE-provided PANI header and insert a PANI header with the parameter “network-provided”. This is necessary in the TISPAN context for the purposes of NBA: in NBA, the Connected Line Identifier (CLI) is carried in the PANI header, and, as the CLI is used for authentication, it clearly must be provided by the network and must not be inserted by the UE. The PANI header is not strictly required for mobile or cable access. Therefore the following assumptions seem appropriate: 

· A 3G Rel-8 P‑CSCF shall insert a P-Access-Network-Info header containing the "network-provided" parameter and remove any such header containing the "network-provided" parameter sent by the UE if the REGISTER request was sent over a TISPAN access network.

· A 3G Rel-8 P‑CSCF may  insert a P-Access-Network-Info header containing the "network-provided" parameter and remove any such header containing the "network-provided" parameter sent by the UE if the REGISTER request was not sent over a TISPAN access network.

It is proposed that these principles are confirmed at the joint meeting of 3GPP SA3 and TISPAN WG 7 on 10 October.
In TISPAN there are two non-AKA authentication schemes: NBA and SIP DIGEST, while in PacketCable there is one non-AKA authentication schemes: SIP DIGEST.

In TISPAN specs TLS shall not be used together with SIP digest, 
In our understanding, TISPAN has expressed no interest in seeing TLS specified and would not accept any solution where TLS was mandated. But we do not see any reason why it should be explicitly forbidden in 3GPP specifications to use TLS over a TISPAN access network if an operator wishes to do so. This understanding should be confirmed by TISPAN at the joint meeting of 3GPP SA3 and TISPAN WG 7 on 10 October.

while in PacketCable specs TLS may be optionally used together with SIP DIGEST.  There are 2 possible solutions to solve this:
a) The P-CSCF can be configured whether to allow TLS or not.

b) The S-CSCF can decide whether the REGISTER is received in a TISPAN access or Cable access.
In the following scenario, it is assumed that both UE1 which supports NBA and UE2 which supports SIP DIGEST visit the IMS through TISPAN access, and UE3 which supports SIP DIGEST visits the IMS through Cable access. In case that solution a) is used and both P-CSCF1 and P-CSCF2 is configured not allowing TLS, the P-CSCFs (P-CSCF1 and P-CSCF2) will forward the REGISTER messages to the S-CSCF without adding the indication flag of integrated-protected by TLS. Thus the S-CSCF cannot distinguish the authentication schemes for all the UEs.
This is no problem as the S-CSCF will use the value “unknown” for the authentication scheme in the Cx-MAR command.
But if the solution b) is used, the S-CSCF can AT LEAST easily distinguish that UE3 is using SIP DIGEST authentication scheme since the REGISTER is received from Cable access. Even if your argument was accepted that it was important for the S-CSCF at this point in time to distinguish between NBA and Digest, the S-CSCF still could not do so for UE1 and UE2.
Therefore the S-CSCF shall be able to decide whether the REGISTER is received in a TISPAN access or Cable access. 

The conclusion does not hold as the assumptions are not valid.

In TR 33.803, the P-Access-Network-Info header (PANI)-based solution is used to distinguish different authentication schemes, e.g. TISPAN NBA and 3GPP early IMS, so it is proposed to reuse the PANI-based solution also for this purpose. It is also aligned with TS 24.229 section 7.2A.4.3 (Additional coding rules for P-Access-Network-Info header), in which it says:

“……
· the request is sent using DOCSIS as an IP-CAN the P-CSCF may insert a P-Access-Network-Info header into the request by setting the access-type field to "DOCSIS" and including the "network-provided" parameter.

NOTE 4:
The way the P-CSCF deduces that the request comes using DOCSIS access is implementation dependent.

.”
It is important to note here that TS 24.229 says “may” for DOCSIS access. This is in accordance with the principles we proposed above. The PANI header is indeed useful to distinguish between the TISPAN-specific NBA and the mobile-specific Early IMS. This distinction can be achieved using the principles for the use of PANI headers we proposed above. 
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1. Coexistence scenario

2.2 Solution
We inserted our comments on the solution directly into our comment contribution on the companion CR in S3-070681. 
 The S-CSCF shall determine the authentication scheme associated with a registration request in the following way: 

The S-CSCF first checks whether an IMPI is present in the registration request. 

a)
If an IMPI is present and there is either an indication from the P-CSCF that the request was received integrity-protected by IPsec or an indication that it was not integrity-protected by IPsec then the S-CSCF shall determine that the authentication scheme is Digest-AKAv1 (i.e. IMS AKA), cf. TS 29.228. 

b)
If an IMPI is present, and
-- If there is no indication from the P-CSCF whether the request was received integrity-protected, and
----if the access-type parameter in the P-Access-Network-Info header containing the "network-provided" parameter represents TISPAN access, then the S-CSCF shall inform the HSS in the authentication request that the authentication scheme is yet unknown and determine the authentication scheme based on the response from the HSS. The HSS returns the authentication scheme appropriate for the IMPI contained in the user name field of the Authorization header.

----if the access-type parameter in the P-Access-Network-Info header containing the "network-provided" parameter represents Cable access, then the S-CSCF shall determine that the authentication scheme is SIP DIGEST.
-- If there is either an indication from the P-CSCF that the request was received integrity-protected by TLS, or an indication that it was not integrity-protected by TLS, and if the access-type parameter in the P-Access-Network-Info header containing the "network-provided" parameter represents Cable access, then the S-CSCF shall determine that the authentication scheme is SIP DIGEST.

Editor’s Notes: It is assumed that the information in the PANI header is trustful to the S-CSCF. The way that how the S-CSCF decides the information in the PANI header is trustful is FFS.

c)
If no IMPI is present then the S-CSCF shall determine that the authentication scheme is Early IMS, cf. TR 33.978. 
3 Proposal
It is proposed that SA3 discuss the above solution and agree to incorporate the corresponding CR (S3-070681) into TS 33.203 Annex P.
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