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1 Introduction

AV’s that are stolen/intercepted in EPS can be used to intercept and modify user traffic over the radio path. Furthermore, the way that AVs are composed makes it impossible for a home operator to request a proof from a visited network that a user really has connected to the visited network. This contribution discusses threats, attacks and risks in connection with stolen/intercepted and illegitimate used AVs. An initial idea for possible approach to resolve the problem is also described.
The introduction of the new EPS unique key hierarchy requires changes in how AVs are composed. Introduction of the AV protection mechanisms discussed in this contribution can easily be combined with the already decided changes and would not require any significant extra work or other types of changes. 
2 Threats, attacks and risks
The threats against illegitimate access to AV’s arise from two main types of attack. The first one is to intercept AV’s when transported in the network. Currently AV’s are forwarded in plain over MAP on SS7. Sometimes SS7 signalling is tunnelled over IP (SIGTRAN). For EPS, it has not yet been decided if AV’s will be transported over MAP, DIAMETER or both. Still, AV intercept is not very difficult from a technical point of view. The attack could be performed by insiders in the operators’ network, by external entities having access to the SS7 network or by other operators, when MAP signalling for roaming users transits their network. The second type of attack is that attackers hack network nodes storing AV’s and in EPS the node of interest would be the MME. 
Another threat is that a fraudulent operator requests AVs and use or sell them for non-legitimate purposes like setting up false base stations or redistributing them to enable wire-tapping or traffic modification.
Independently of how the AV’s have been acquired the following attacks in EPS can be launched:

Passive wiretap. To be able to derive the keys used to protect the UP, given K_ASME, the wiretapper needs to intercept the NAS and RRC signalling leading to the setup of UP and RRC security contexts. At handover, the wiretapper will need to intercept the RRC signalling. 
Active traffic modification / Hijacking of session. The requirements are the same as for the passive wiretap attack.
False base station. A false base station can capture an UE doing an ATTACH as a correct challenge can be issued using a “fresh”, stolen/intercepted AV. The corresponding cipher keys will be also available. A false base station may also capture a UE performing an IDLE to ACTIVE transition if current working assumptions for key derivations apply. 
Operator fraud. An operator requests AV’s for a particular user and generates false charging records even if the user never has connected to the network. 
How serious are these threats and how easily can the corresponding attacks be implemented? When AV’s are transported over unprotected SS7 networks it must be considered simple to obtain AVs. Of course it could be debated if the AVs would be available to the attacker in the right place at the right moment of time. But it is reasonable to assume that if the intercept can take place the problem of distributing the intercepted AVs to where they could be used could also be solved. 
We also note that the key hierarchy introduced in EPS, the binding of RRC and UP security contexts to Cell ID and the key tweaking at handovers requires that both traffic and signalling is continuously intercepted from the start of the session to be able to perform attacks 1 and 2. Still, this would not pose major problems for dedicated attackers. 
The probability that an operator would fraudulently send charging records for users that have not been attached to their networks is difficult to estimate. However, it seems obvious that the more operators we have, the higher the likelihood that one of them will behave fraudulently. Another factor to consider is if business models for EPS differ from those of UMTS in e.g. the fact that smaller operators might have no long-term agreements with a home operator but will be temporarily and dynamically authorised to provide service to a home operators users” and that this will increase the risk for fraud. This reasoning follows that presented in TR 33.821, clause 7.4.2.2 discussing threats of abusing AV’s.
Finally we note that if all information needed in the network to perform mutual authentication and key agreement against a user is contained in the AV, we can never counter the threat of setting up a false base station running full security procedures if AV’s are available.

The conclusion is that all attacks are feasible in the sense that AV’s can be stolen, lost or sold and that such AV’s can used in the attacks described.
3 Countermeasures

The most basic countermeasure would of course be to protect AV’s during transport and when generated or stored in the network in such a way that the chance that an attacker could steal/intercept an AV is negligible.  The hacking threat will always be there and cannot be remedied by use of secure protocols but will have to rely on node hardening to resist attacks and administrative measures. The threats can be lowered but will always remain to a certain extent especially if you consider insider attacks. However, stopping fraudulent operators from getting access to AV’s is impossible, at least until the fraud is detected and the perpetrator is caught. Thus, there are different countermeasures which will reduce the risk that AV’s are stolen/intercepted or used by fraudulent operators, but the risk will never become zero.
4 A tentative technical solution
The basic idea behind the solution is that AVs should not contain the plaintext K_ASME and XRES but masked versions of these entities and that the de-masking should rely on the plaintext RES as only the correct USIM will be able to generate it. This means that K_ASME can only be retrieved if the attacker intercepts the AKA run when the AV is used in the system and that RES may be used by a visited network to prove that a given user has been authenticated. 
One possible way to implement a procedure giving the desired properties is described below. Let a standard EPS AV be denoted by 

AV =  (RAND, AUTN, XRES, K_ASME).
Where XRES equals the the expected RES generated by the USIM. A masked AV, M_AV, then looks like 

M_AV = (RAND, AUTN, M_XRES, M_K_ASME) 

where 

M_XRES = HASH( XRES, RAND)
HASH is a fixed system-wide function and 
M_K_ASME = ENC( K_ASME, RES_KEY) 

i.e. M_K_ASME is an enciphered version of K_ASME using a key based on RES.
RAND is used together with RES in the hash function to form an entity that is long enough to prevent precomputation attacks on the result of HASH (RES, RAND) 
A signalling diagram for mutual authentication using a masked AV would then look like
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4.1 Dimensioning

The hash function HASH( ) is known and it may be possible to search for a RES, which makes HASH( ) evaluate into M_XRES. A dishonest operator may deploy such an attack to “prove” that a user has been present in his network even if he hasn’t been there. It could also be employed by the legitimate user to make it possible for him to later claim that he hasn’t been present in the network but that someone else has used his identity.  Thus parameter sizes should be chosen carefully. One example is to choose M_XRES to be 80 bits and let RES be 96 bits. Then, on average you would have to test approximately 2^79 different RES values (infeasible) before you happen to find one which gives HASH( RES, RAND) = M_XRES  and the probability that this would be the correct RES is 2^-16. Furthermore the key used to encrypt K_ASME would be 96 bits which would give sufficient security. The numbers proposed are compatible with the standardised parameter sizes for UMTS AVs.
5 Conclusion

Threats and risks for illegitimate or fraudulent use of EPS AVs formed according to current working assumptions have been discussed and shown to exist. A simple technical solution eliminating the threats possible to eliminate has been described.  We propose that SA3 studies the threats and risks and develops a solution to counter them based on the ideas behind the technical solution presented.
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