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Abstract of the contribution:

Handover between non-3GPP systems running EAP-AKA for access authentication and the EPS running LTE AKA is discussed.  The simplest solution is to run the authentication procedure at every handover between 3GPP and non-3GPP systems.  However, it may be desirable to optimize these handovers by avoiding too many round-trips to the home network say by running EAP-AKA, or running LTE AKA.  In this paper, we discuss the goals and trade-offs in such optimizations and propose a path forward.

1 Introduction

Contribution S3-070506 presented at the Montreal meeting discusses handover between non-3GPP and 3GPP networks and proposes that security context transfer between the two systems is a reasonable optimization to consider.  Furthermore, there is a proposal to derive EAP-AKA Master Key (MK) from the KASME when there is a handover from EPS to a non-3GPP system using EAP-AKA, and to derive a KASME from the MK (and PLMN identity).  In each case, the derived key is sent to the HSS.
2 Discussion

When a mobile hands-over from a EPS to a non-3GPP system running EAP, it is simplest to run EAP-AKA; likewise when a mobile hands-over from a non-3GPP system to EPS, running AKA would be the simplest way to authenticate the mobile.  It appears that transferring key material from a non-3GPP visited network to EPS visited network entity or vice versa may not be simple.  Contribution S3-070506 seems to agree with this observation and transfers key material via the HSS.  It is then safe to conclude that the optimization is reducing the number of round trips to the home network, presumably from 2 (or more) roundtrips to a single roundtrip.
Next, it is desirable to not modify the UE’s or the visited network entity’s (e.g., MME or the EAP/AAA server) behavior.  Furthermore, it is desirable to reuse the EAP keying hierarchy specified at the IETF for inter-domain or inter-system handover.

For key derivation at handover from EPS to non-3GPP system, from the EPS point of view, it is desirable to derive keys from the KASME. However, derivation of EAP keying material from KASME would imply changes to EAP keying procedures.  That, as we note earlier, is not desirable.

3 Proposals for key derivation

3.1 Key derivation in case of handover from a non-3GPP network to EPS

The case of handovers from non-3GPP to EPS is fairly straightforward if we assume that the non-3GPP system supports EAP keying framework and the HOKEY WG specifications.  More specifically, after running EAP-AKA, the UE and the home AAA server derive the Master Session Key (MSK) and the Extended MSK (EMSK).  The home AAA server holds onto the EMSK and sends the MSK to the EAP authenticator in the visited network.  The EMSK can be used to derive domain specific keys called DSRKs.  When a UE moves from a non-3GPP network to EPS, the home AAA server can send a DSRK to the MME via the HSS (on request); the MME may then use that key or a derived key thereof as the KASME.  Since the UE is EAP capable, it can also derive the DSRK using EAP keying methods and uses the DSRK or a derived key thereof as the KASME.  Whether to derive the KASME and the derivation of KASME are FFS.
3.2 Key derivation in case of handover from EPS to non-3GPP network
Handover from EPS to non-3GPP network however is slightly more complex.  One possible solution is to derive the EMSK from the CK, IK and the AKA identity (see RFC 4187 for the derivation in case of EAP-AKA) in addition to deriving the KASME from the CK, IK and other parameters. The EMSK, or a DSRK derived from the EMSK is then used as the root of the key hierarchy for EAP reauthentication protocol (ERP) being specified in the HOKEY WG.

The proposed method of derivation allows us to ensure cryptographic separation between the EMSK and the KASME derived from the same CK and IK.  Cryptographic separation in turn limits the impact of compromise of a visited domain key management entity.  

Note that it is also plausible to derive the MSK following a similar derivation procedure to that of the EMSK.  However, the MSK is delivered to the EAP authenticator as part of EAP authentication and it cannot be delivered during a handover procedure.
4 Conclusion

The first question in front of the group is whether any optimizations in key derivation for handover between 3GPP and non-3GPP systems are needed.  The simplest solution is to run a full authentication procedure at the time of inter-system handover; however, that introduces potentially unacceptable latency.  If SA3’s consensus is to optimize key derivation during handover, we propose the solution outlined in Section 3 as the working assumption for further work on this topic.
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