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This contribution describes how DS-MIPV6 parameters can be bootstrapped based on IKEv2.

1 Introduction

The standard solution for MIPv6 security is IPsec as described in RFC 3775 and RFC 4877. IETF has also gone through a detailed work on how dynamic bootstrapping can be performed. The result of this work is described in draft-ietf-mip6-bootstrapping-split-07, where it is specified how the security association between the MN/UE and the HA/PDNGW can be dynamically established. 
2 Discussion
The MIPv6 bootstrapping problem is described in RFC 4640 [1]. The problem consists of several components:
· Home Agent address discovery: the MN shall discover the IP address of the HA or shall be allocated a specific node acting as HA

· Home Address assignment: the MN shall be provided with an IPv6 address which can be used as Home Address

· Security Association establishment: a Security Association must be established between the MN and the HA before the HA can act on the MN’s binding. This security association is then used to secure Binding Updates and other MIPv6 signalling messages
The solution defined in IETF is documented in draft-ietf-mip6-bootstrapping-split-07 [2] and RFC 4877 [3]. Besides the Home Agent address discovery, which can be considered out of scope of SA3 work, the solution is based on the following procedures:
· IKEv2 is used to establish an IPsec security association between the MN and the HA. The usage of EAP authentication (e.g. EAP-AKA) is supported over IKEv2 in case a AAA infrastructure is deployed.

· The Home Address is assigned via IKEv2, similarly to the remote address assignment in the I-WLAN specification. Note that it is very important that the IKEv2 security association is bound to a specific Home Address in order for the MN to send Binding Updates to register its own Home Address and not another MN’s Home Address.

· When EAP over IKEv2 is used the HA authenticates the MN via the AAA infrastructure, using EAP over RADIUS or EAP over Diameter, depending on the deployed AAA protocol.
3 Proposal

Based on the description provided in section 2, it is proposed to make the following changes to TR 33.922v005 (S3-070666).
7.3.5
Using IKEv2

Authentication between the MN and the network and IPsec SA setup between the MN and the HA for MIPv6 shall be performed using IKEv2 as defined in the IETF draft [draft-ietf-mip6-bootstrapping-split-07.txt]. In SAE, the HA communicates with the AAA server to perform mutual authentication. The IKEv2 authentication is performed using EAP-AKA. 
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4 Figure 6: MN-Network authentication and MN-HA IPsec SA setup for MIPv6
Editor’s note 1:
adding relatively heavy protocol of IKEv2 should be considered to be for further study if cost efficiency is in appropriate level.

Editor’s note 2:
this is only one of multiple different options.

Editor’s note 3:
both I-WLAN scenarios 2 and 3 should be studied
The first procedure that must be performed by the MN is the discovery of the HA address, which in case of EPS is the IP address of the PDN GW.
As soon as the Mobile Node has discovered the PDN GW address, it establishes an IPsec Security Association with the Home Agent itself through IKEv2. The detailed description of this procedure is provided in RFC4877. The IKEv2 Mobile Node to Home Agent authentication is performed using Extensible Authentication Protocol (EAP).
When the Mobile Node runs IKEv2 with its Home Agent, it shall request an IPv6 Home Address through the Configuration Payload in the IKE_AUTH exchange by including an INTERNAL_IP6_ADDRESS attribute. When the Home Agent processes the message, it allocates a HoA and sends it a CFG_REPLY message. The IPv6 Home Address allocation through IKEv2 allows to bind the Home Address with the IPsec security association so that the MN can only send Binding Updates for its own Home Address and not for other MN’s Home Addresses.
Figure 7 provides the flow for the initial DS-MIPv6 bootstrapping.


[image: image2.emf]UE

PDN 

GW

1

2

3

4

5

IKEv2 (Home Address)

HSS/

AAA

CMIP Tunnel

EAP over IKEv2 EAP over

 AAA

6

7

8

IKE_SA_INIT

Binding Ack 

Binding Update  

IPsec SA 

established

PDN GW 

discovery


Figure 7: DS-MIPv6 bootstrapping based on IKEv2

1)
The UE discovers the PDN GW address based on the procedure specified in 23.401
2) 
The UE starts an IKEv2 exchange with the PDN GW. The first part of this exchange is an IKE_SA_INIT exchange.
3) 
The UE indicates that EAP is used for IKEv2 authentication and an EAP exchange is performed. EAP is carried over IKEv2 between the UE and the PDN GW and over the AAA protocol between the PDN GW and the AAA server. 
4)
During the IKEv2 exchange, the PDN GW allocates an IPv6 Home Address and send it to the UE in a IKEv2 Configuration Payload. 

5)
As a result of the previous steps, an IPsec SA is established to protect DS-MIPv6 signalling.

6)
The UE sends the MIP Binding Update message to the PDN GW. 
7)
The PDN GW processes the binding update. The PDN GW sends the MIP Binding Ack to the UE.
8)
As a result of the above steps a MIPv6 tunnel is established and the UE can start using its home address at the application level.
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