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This contribution compares the two solutions available for protecting DSMIPv6 signalling exchanged between UE and PDN GW over the S2c reference point. Based on the analysis it is concluded that the usage of IPsec (RFC4877) has some notable advantages with respect to the Authentication Protocol (RFC4285) and should be selected as the DSMIPv6 security solution for the Evolved Packet System.

1 Introduction

In TS 23.402 the security model to be used with DSMIPv6 over the S2c interface has been left FFS for a number of meetings. Two different approaches are available: IPsec, as specified in RFC4877 [1], and the so called Authentication Protocol, as specified in RFC4285 [2].
This contribution compares the two approaches and the related bootstrapping procedures described in TR 33.922 (sections 7.3.3 and 7.3.5) and proposes the selection of IPsec as the security solution for DSMIPv6 in the EPS. The comparison is mainly done from a security perspective; however various architectural considerations are also provided as they represent important inputs to the decision. 
2 Discussion
This section provides the comparison between the different technical approaches that can be used to secure Mobile IPv6 signalling. Two different comparisons are performed: section 2.1 deals with the security properties of IPsec and RFC4285 while section 2.2 provides an analysis from an architectural perspective considering also the bootstrapping mechanisms that can be used.

2.1 MIPv6 signalling security: analysis of the available protocols
2.1.1 IPsec for MIPv6 (RFC4877)
Based on RFC 4877 and RFC 3775 the Mobile Node and the Home Agent must share an IPsec security association in order to protect Binding Updates and Binding Acknowledgments. RFC 3775 recommends the usage ESP (Encapsulated Security Payload) in order to protect the Mobile IPv6 signalling.  While ESP provides a means of both encryption and integrity protection, the use of encryption for MIPv6 signaling is optional. 

When IPsec is used, the MIPv6 signalling messages can be protected using a security association either in transport or in tunnel mode. Note that the DS-MIPv6 specification [draft-ietf-mip6-nemo-v4traversal-05] assumes that IPsec is used to protect the related signalling.  
2.1.2 Authentication protocol for MIPv6 (RFC4285)
An alternative solution (RFC4285) is based on a MIPv6-specific mobility message authentication option that is added to MIPv6 signaling messages. The solution is very similar to what has been previously defined for Mobile IPv4: the MN and the HA share a security association that is not based on IPsec but on a shared key. Such a Security Association consists of a Security Parameter Index (SPI), a shared key, an authentication algorithm, and the replay protection mechanism in use. Basically the MN and the HA share a key that is used to authenticate binding messages through an option named MN-HA Mobility Message Authentication Option.

2.1.3 Security analysis of the alternatives
A deep security analysis has been done in IETF on these two security protocols. The result of this analysis has been that IPsec provides a much better solution in terms of security for MIPv6 signaling compared to RFC 4285. This is also confirmed by the fact that RFC4285 is not a standard solution in IETF as the RFC Status is Informational. Moreover, the outcome of the analysis is clarified in the following note from the IESG that is included in RFC4285:
IESG Note

   This RFC is not a candidate for any level of Internet Standard.  RFC

   3775 and 3776 define Mobile IPv6 and its security mechanism.  This

   document presents an alternate security mechanism for Mobile IPv6

   used in 3GPP2 networks.

   The security properties of this mechanism have not been reviewed in

   the IETF.  Conducting this review proved difficult because the

   standards-track security mechanism for Mobile IPv6 is tightly

   integrated into the protocol; extensions to Mobile IPv6 and the core

   documents make assumptions about the properties of the security model

   without explicitly stating what assumptions are being made.  There is

   no documented service model.  Thus it is difficult to replace the

   security mechanism and see if the current protocol and future

   extensions meet appropriate security requirements both under the

   original and new security mechanisms.  If a service model for Mobile

   IPv6 security is ever formally defined and reviewed, a mechanism

   similar to this one could be produced and fully reviewed.

   Section 1.1 of this document provides an applicability statement for

   this RFC.  The IESG recommends against the usage of this

   specification outside of environments that meet the conditions of

   that applicability statement.  In addition the IESG recommends those

   considering deploying or implementing this specification conduct a

   sufficient security review to meet the conditions of the environments

   in which this RFC will be used.

It is worth noting that the applicability provided by section 1.1 of RFC 4285 points to 3GPP2 networks as a possible applicability scenario, but there is ongoing work in 3GPP2 to define an IPsec-based solution for MIPv6, obsoleting the usage of RFC4285.

Several Internet Drafts, such as [6], have documented the weaknesses of RFC4285. The drawbacks identified include:
· Lack of algorithm agility. In RFC4285 there are currently no means of negotiating the algorithm to use either for the MAC or for the PRF to derive the MN-HA key. The introduction of stronger future algorithms involves more work than in the IPsec-based solution, since it requires revisions to the specifications and the implementations, rather than just the addition of an algorithm option.

· Replay protection. RFC4285 provides the optional use of timestamps for replay protection. It provides a means of synchronizing timestamps at the MN and HA without using NTP. When the MN sends an incorrect timestamp in a Binding Update (BU), the HA returns the correct timestamp in a Binding Acknowledgement (BA), so that the MN can try sending a BU again with the correct timestamp. This operation opens the HA to more DoS attacks and provides an attacker more attempts at replays, since the HA will actually respond to replayed packets. Silent discarding of a replayed packet, as implemented in case IPsec is used, is a better security practice than responding to it.

· Home address (HoA) authorization is one of the primary goals of securing Mobile IP. The key used in RFC4285 is tied to the NAI on the AAA server. The document provides little detail on how the HoA is tied to the SA to prevent a node from using an incorrect HoA and avoid redirection attacks. It can be deduced that if the HA (or AAA) assigned a particular HoA to the MN and tied that to the NAI, which in turn is tied to the key, address authorization is feasible. However, more details are needed to allow the MN to perform stateless autoconfiguration or obtain multiple IP addresses and still obtain authorization for such IP addresses. Since the protocol does not mandate the verification of the HoA in the BU with the one tied to the key, it leaves room for implementation issues with address authorization.

· User privacy. User privacy is not available, since the NAI is used as a key index and sent in the clear in every Binding Update. The use of NAI in the clear with the AUTH protocol conflicts with any user and         location privacy requirements that a system may have.
It was noted in the last meeting that temporary identifier concept of GBA can be used to solve the user privacy issue. However, modifying the NAI from the way it is used in IETF can create issues with any intermediate nodes that may use NAI to identify the MN. Furthermore, the temporary identifier for an MN remains the same until the next bootstrapping run, thereby compromising user privacy and location requirements. 

Based on these considerations, it is clear that from a protocol perspective the IPsec solution provides better security properties than RFC4285. The fact that 3GPP2 is now defining an IPsec based solution, deprecating the RFC4285 solution, confirms that the IPsec solution is considered superior also in other fora.

It is worth noting that these considerations are mostly independent of the bootstrapping mechanisms used to set up the IPsec or the RFC4285 security association. The usage of 3GPP specific solutions for bootstrapping such security associations (e.g. GBA for RFC4285) does not solve any of the issues mentioned above as those issues are specific to the protocol used to protect the signalling and not to the bootstrapping architecture.
2.2 Architectural impacts of the solutions
As mentioned in the introduction of this document and discussed in past SA2 meetings, the decision on this topic cannot be taken only based on security considerations. This topic has implications on the overall system and therefore an analysis of the benefits of each solution from an architectural perspective is needed. The considerations refer to sections 7.3.3 and 7.3.5 of TR 33.922 and to the detailed procedure for IPsec/MIPv6 bootstrapping described in S3-07xxxx.
As some concerns on the complexity of IPsec has been raised at the last SA3 meeting, the following subsections try to address those concerns. 
2.2.1 Handover latency

In case the 3GPP access is considered the home link from a MIPv6 perspective, the usage of RFC4285 within the EPS may negatively impact the handover latency, as the security association establishment is performed when the first Binding Update is sent. This requires a round trip with a third entity (e.g. the AAA server) for the first handover, which increases the handover latency. 
The usage of IPsec completely solves this issue, since the establishment of the MN-HA Security Association, being decoupled from the BU/BA exchange, can be carried out in advance, before the movement takes place.
2.2.2 Ease of deployment
The usage of IPsec and IKEv2 for securing MIPv6 signaling decouples MIPv6 bootstrapping from network access authentication, which allows bootstrapping MIPv6 protocol operations from any 3GPP or non-3GPP access system, supporting or not supporting key derivation. 
According to the analysis in TR 33.922, achieving the same goal with RFC4285 requires that the operator deploys the GBA infrastructure. This would create an unnecessary dependency with GBA, forcing operators to deploy GBA in conjunction with DSMIPv6. The only alternative to GBA would in fact be dynamic key derivation leveraging the authentication phase carried out by the UE to gain network access (as specified by WiMAX Forum for Rel1.0 of mobile WiMAX). Unfortunately this approach may not work in some non-3GPP access systems (e.g. domestic or public WiFi hotspots), since it requires that the protocol used for network access authentication has the capability to export keys on the UE and the home AAA server.
It is also likely that IPsec and IKEv2, being the standard solution identified by IETF for MIPv6 bootstrapping, will be natively supported by any terminal implementing MIPv6 in the operating system, including laptops and PDAs. This will make it easier, and less expensive, for operators to deliver the service, since most of the customers will not need to install additional software packages on their laptops to gain network access.
2.2.3 Home Address assignment

The current IETF specifications only provide one solution to assign the IPv6 Home Address to the UE and this is based on IKEv2 [RFC4877]. If RFC4285 is used, there is not any standard solution to assign the IPv6 Home Address to the UE. DHCPv6 may be used, if available in the access system; another possibility would be to assign the IPv6 Home Address in the BU/BA exchange similarly to what is done in MIPv4, but this has been already discussed and discarded in IETF. Therefore the usage of RFC4285 may lead to significant delay to the specification due to the lack of IETF solutions on the overall MIPv6 bootstrapping procedure. 
2.2.4 Interworking with non-3GPP access systems

It has been noted that RFC 4285 has been selected by WiMAX Forum as the solution for MIPv6 security in Release 1.0. However, adopting RFC4285 for the EPS would not provide any real benefit in terms of alignment/convergence with WiMAX Forum. This is mainly because the discussion on the flavor of DSMIPv6 to be included in Rel 1.5 is still on-going. Moreover, it should be noted that DSMIPv6 involves just the UE and the PGW and has not impact on the WiMAX access. Therefore, even assuming WiMAX Forum and 3GPP select different approaches for securing DSMIPv6, that would not create interoperability problems with WiMAX, since DSMIPv6 would run transparently on top of the WiMAX access.
2.2.5 Commonalities with MIPv4 and PMIPv6 security solutions
It has been commented at the last SA3 meeting that a benefit of RFC4285 is that it is more aligned with the MIPv4 security model and commonalities between the MIPv6 and the MIPv4 protocols should be a goal. However, as commented by some operators at the last SA2 meeting, maximizing the commonalities between MIPv4 and MIPv6 should not be regarded as a high priority goal: MIPv4 in Foreign Agent (FA) mode and Dual-Stack MIPv6, although both supported by the EPS, can be regarded as alternative solutions, which means that an operator will most likely deploy one or the other, not both. Therefore, designing a single security and bootstrapping approach working with both the mobility protocols will not provide any relevant advantage to operators in terms of deployment and operational costs.

On the other hand, it is a more important goal to maximize the commonalities between PMIPv6 and DS-MIPv6 security solutions as they are likely to co-exist in an operator’s network and in PDN GW implementations. As IPsec is the only solution defined so far by IETF for PMIPv6 security, the IPsec usage for DS-MIPv6 should be preferred in order to maximize the commonalities for PDN GW implementations.
2.2.6 Resources needed on the PDN GW

If IPsec is used to secure MIPv6 signalling, before being able to register with the PDN GW the UE has to undertake an IKEv2 exchange to establish the IPsec SA with the PDN GW. In order to minimize the handover latency, that should be done advance, before the actual movement takes place. This implies the PDN GW has to maintain IPsec SAs for all the UEs employing host-based mobility, even though some of them may not face any 3GPP-non-3GPP mobility event. This may cause an increase of the memory and processing resources requested on the PDN GW. Nonetheless, it should be noted that:

· the PDN GW already maintains a lot of per UE state and the IPsec SA would not be the heaviest one;

· the risk of establishing IPsec SAs that will never be used can be minimized implementing proper network triggers to set-up the IPsec SA immediately before moving to a non-3GPP access or when a non-3GPP access connected to the EPS is actually available in the area visited by the UE;
· there is on-going work in IETF to completely solve the issue [3] [4]. The idea is that, in order to increase scalability, the UE could establish the IPsec SA with the PDN GW, loose the state on the PDN GW after the expiration of a certain inactivity timeout, and then trigger a procedure for fast resumption of the state when needed.

2.2.7 Signalling overhead over the air interface

We believe that the overhead generated by EAP-AKA over IKEv2 message exchanges is not overly significant. We would also like to note that 3GPP already uses EAP-AKA over IKEv2 for accessing 3GPP services in the I-WLAN context where it may not be possible to setup the IPSec tunnel in advance (e.g., the UE’s request for 3GPP service might be the trigger for access authentication and the subsequent IKEv2 IPSec tunnel setup.  The message overhead can be anyway minimized by properly setting the connection timeout and the SA lifetime on both the UE and the PDN GW:.

· if the connection timeout is set higher than the BU lifetime, the dead peer detection procedure never takes place. This is because the receipt of cryptographically protected BU and BA ensures liveness of the IKE_SA and all of its CHILD_SA before the expiration of the connection timeout;

· by just increasing the SA lifetime on IKE peers, the frequency of rekeying can be kept very low, with the effect of reducing the impact of that procedure on the efficiency of the air interface.

The point is that the rekeying feature of IPsec is rather a benefit than a drawback. The solution based on RFC4285 does not provide any rekeying functionality, but that comes at the cost of well known security weaknesses, as explained in section 2.1. So, the lack of support for rekeying in RFC4285 should be regarded more as a drawback, rather done an advantage for the signalling saved over the air interface.

2.2.8 Support for idle mode UEs

A general problem with any host-based mobility solution is that the UE has to periodically retransmit certain signalling messages to refresh the mobility state on the network side, that otherwise would be automatically released at the expiration of the correspondent lifetime. If the visited access supports dormant mode and the UE is in idle state, for performing those retransmissions the UE must necessarily switch to active state. Therefore, if those events are triggered too frequently, the UE may be forced to spend most of the time in active state even though it is not involved in any communication. This should be obviously avoided, since it would negatively impact the battery life.

This issue affects MIPv6 independently of the solution used to protect signalling messages. Nonetheless, while with RFC4285 the only event that can trigger a switch to active state is the delivery of a refresh BU (i.e. a BU sent to refresh the binding cache entry on the PDN GW), with IPsec and IKEv2 that may happen also in case of dead peer detection and/or rekeying. Anyway, it is easy to show that the frequency of unwanted idle to active transitions due to those extra events can be made negligible by properly configuring the UE and the PDN GW. As an example, this can be achieved in the following way:

· as already explained while talking about the overhead over the air interface, if the connection timeout is set higher than the BU lifetime, the dead peer detection procedure never takes place;

· SA rekeying should be carried out when the UE delivers a refresh BU, so that both the events are handled with a single idle to active transition.

Therefore, by properly configuring the UE and the PDN GW, MIPv6 with IPsec and MIPv6 with RFC4285 can guarantee the same performance from the point of view of support for idle mode UEs.

2.2.9 Support for additional features
The usage of IPsec and IKEv2 for securing MIPv6 signalling allows the PDN GW to authenticate the UE based on SIM/USIM. Moreover, the availability of an IPsec SA between UE and PDN GW also enables the usage of MIPv6 Route Optimization based on the Return Routability procedure, since it allows ciphering of Home Test Init (HoTI) and Home Test (HoT) messages on the UE-PDN GW path. Although the usage of Route Optimization is not foreseen in the current architecture, that might be useful to evolve the system in the longer term.
3 Proposal
Based on the previous discussion, it is possible to conclude that:

· The IPsec-based solution offers better security properties than any other solution based on RFC 4285 (with or without GBA).
· The usage of IPsec and IKEv2 does not introduce any relevant complexity in the system, as discussed in section 2 with regard to the amount of state in the PDN GW and the related signalling overhead.
· Maximizing the commonalities between MIPv4 and MIPv6 is not expected to provide relevant benefits. On the other hand maximizing the commonalities between MIPv6 and PMIPv6 should be regarded as a goal in PDN GW implementations and this goal is achieved by the IPsec-based solution
· Adopting RFC4285 for the EPS would not provide any real benefit in term of alignment/convergence with WiMAX Forum.
· The IPsec-based solution provides several architectural advantages, including:

· IPsec guarantees a lower handover latency, since the MIPv6 Security Association between the UE and the PDN GW can be established in advance, before the movement takes place.
· IPsec enables additional features of potential interest for operators. It allows the PDN GW to authenticate the UE based on SIM/USIM.
· The usage of IPsec and IKEv2 for securing MIPv6 signaling decouples MIPv6 bootstrapping from network access authentication, which allows to bootstrap MIPv6 protocol operations from any 3GPP or non-3GPP access system, supporting or not supporting key derivation. According to the analysis in TR 33.922, obtaining the same with RFC4285 would require the deployment of the Authentication Protocol in conjunction with GBA. This would create an unnecessary dependency with GBA, forcing operators to deploy GBA in conjunction with DSMIPv6.
· It is likely that IPsec and IKEv2, being the standard solution identified by IETF for MIPv6 bootstrapping, will be natively supported by any terminal implementing MIPv6 in the operating system, including laptops and PDAs. This will make it easier, and less expensive, for operators to deliver the service, since most of the customers will not need to install additional software packages on their laptops to gain network access.
It is therefore proposed that the solution based on IPsec and IKEv2, as documented in RFC4877 and in S3-07xxx, is selected as the security solution for DSMIPv6 over the S2c interface, since it provides a number of architectural advantages with respect to RFC4285, allows stronger security and guarantees more flexibility in view of the future evolution of the Evolved Packet System.
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