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1 Introduction
In our understanding, it is agreed that the RRC and UP keys change during active handover, but that it is not decided whether the target derives these changed keys from the source KeNB or not. TR 33.821 contains three different alternatives for key handling on active mode mobility, but there is no decision arrived in SA3. However, progress and decision in this context is needed as RAN2 is waiting for the SA3 decision on this issue. 

2 Discussion of alternatives for Key handling on active mode mobility in TR 33.821
Assuming a target entity (eNB or MME) is to be provided with keys (for RRC, UP or NAS protection) during handover, three alternatives are proposed in the TR 33.821 (Section 7.4.12). Alternative 1 proposed to derive new target key for the target entity by the holder of the key one level up. However, TR 33.821 concludes that for inter eNB and intra MME handover, RAN currently assumes that MME is not involved in intra MME handover procedures. Therefore alternative 1 does not seem to be easily applicable during this type of handover. For Inter MME handover, HSS involvement during handover procedures with MME relocation seems too time-consuming and TR 33.281 concludes that alternative 1 in connection with HSS involvement upon handover seems infeasible. So alternative 2 or 3 would be the preferred solution.
Alternative 2 propose to derive new target key for target entity by source entity from key material held by source entity and alternative 3 propose to transfer source key used by source entity to target entity (possibly via another entity) and reuse it unchanged. The main difference between the alternative 2 and alternative 3 is with respect to protection of source entity in case if the target entities begin compromised.
As it is agreed in SA3 [TS 33.abc v0.1.0 (S3-070624)] that 
“The keys used for NAS and AS protection shall be dependent on the algorithm with which they are used" and 
“All E-UTRAN keys are derived based on a KASME. The key hierarchy does not allow, as is, explicit key updates, but RRC and UP keys are derived based on the KeNB and certain dynamic parameters (like C-RNTI), which result as fresh RRC and UP keys in the eNB between inter-eNB handovers and state transitions “. 
From the above it is clear that keys for RRC and UP are derived based on KeNB and certain dynamic parameters (like C-RNTI and some random number), so RRC and UP keys will be changed during handover and state transitions. Now we need to consider whether to reuse the KeNB (as in alternative 3) or to derive new KeNB for the target (as in alternative 2). 
As the keys for RRC and UP are derived based on the entity dynamic parameters, a compromised target entity cannot derive source entity keys. As alternative 2 involves additional complexity and alternative 3 adds the least overhead to handover procedures. Therefore it is proposed to reuse the KeNB during inter eNB handover and also duing inter MME handover. 
3 Proposed Handover Procedures
Key refresh on Intra-MME handover
According to 25.813, v 7.10, Section 9.1.5, on intra MME handover the source eNB sends a handover request to the target eNB. The target eNB replies with a handover response. The handover response includes information required by UE (e.g. the C-RNTI). The source eNB includes this information in the handover command it sends to UE. 
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Figure X1 : Key re-fresh and algorithms selection on intra MME handover

Figure X1  shows how KRRCenc, KRRCint, KUPenc are refreshed on intra-MME handover.
1. UE measurement report

2. Source eNB transfers KeNB to the target eNB in the handover request message including current RRC/UP algorithms
3. Target eNB sends handover response message to the source eNB, which includes the new C-RNTI, selected RRC/UP algorithms, and some other parameters (see 25.813, section 9.1.5). Target eNB derives KRRCenc, KRRCint, KUPenc  from  KeNB and C-RNTI.

4. Source eNB sends integrity protected and ciphered handover command message to the UE including C-RNTI and selected RRC/UP algorithms. In case the algorithms do not change they can be omitted.
5. UE derives the, KRRCenc, KRRCint, and KUPenc and sends handover confirm message to the target eNB integrity protected and ciphered with the new RRC keys.

Editor’s note: Recovery from failed handover needs further study 

Editor’s note: it’s FFS how to re-use the original keys before the handover attempt.

Editor’s note: The possibility of the target eNode B’s key being supplied by the MME is still open and ffs.

Key refresh on Inter-MME handover

According to 23.882, v 1.18, Section 7.15 inter MME handover does either not occur at all (due to S1 flexible nature) or is executed with involvement of a target MME. We assume here that in the latter case, the handover command and handover confirm messages are exchanged between UE and the source eNB in the same way as on intra-MME handover such that inter and intra-MME handover are indistinguishable for the UE. It is ffs if this assumption holds.

On inter-MME handover as on intra-MME handover, the KeNB is transferred to the target eNB. New KRRCenc, KRRCint, KUPenc are derived with the help of KeNB. and C-RNTI. The proposed procedure is detailed in Figure X2.
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Figure X2: Key refresh and algorithms negotiation on inter MME handover

1. UE measurement report

2. Source eNB transfers KeNB to the source MME in the handover request message. Optionally Source eNB may not include the KeNB in the handover request message, as MME might already having,
3. Source MME transfers the KeNB and other related MME security context information, like NAS keys, COUNT values for NAS protection, S-TMSI, IMSI, and KASME to the target MME in the handover request message. 

4. Target MME includes the KeNB in the handover request sent to target eNB with allowed RRC/UP algorithms.
5. Target eNB selects the same RRC/UP algorithms if possible. Target eNB sends handover response message to the target MME, which includes the new C-RNTI, selected RRC/UP algorithms, and some other parameters (see 25.813, section 9.1.5). Target eNB derives derives KRRCenc, KRRCint, KUPenc  from  KeNB and C-RNTI .

6. Target MME forwards the handover response with selected MME algorithms to source MME which sends it to source eNB including NAS-MAC.
7. Source eNB sends the handover command message to the UE including NAS level message with the selected NAS algorithms and NAS-MAC. This AS level message is protected with the old RRC integrity and ciphering keys shared with the source eNB. The message also includes target eNB algorithms (for RRC and UP) if different than the source eNB algorithms.
8. UE derives the KRRCenc, KRRCint, and KUPenc and sends handover confirm message to the target eNB integrity protected and ciphered with the new RRC keys.
Editor’s note: Recovery from failed handover needs further study.
 Editor’s note: If a regular NAS SMC is used to select new NAS algorithms during MME change and this resets the NAS sequence numbers to zero and clearing the replay window, a replay attack is possible if the UE changes back to the original MME again (see S3-070553). Two proposed solutions for this are to not reset the NAS sequence numbers with this NAS SMC or to refresh the NAS keys when NAS algorithms are changed.
4 Conclusion

We therefore proposed that reuse of KeNB key during inter eNB handover as the working assumption and to include Section 2 and Section 3 in SA3 TR 33.821.
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