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*** BEGIN CHANGE ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: “Vocabulary for 3GPP Specifications”.

[2]
3GPP TS 33.102: “3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security architecture”.
*** Next CHANGE ***

6.1.2 Distribution of authentication data from HSS to serving network

The purpose of this procedure is to provide the MME with one or more MME security contexts (RAND, AUTN, RES, KASME) including a fresh authentication vector from the user's HE (HSS) to perform a number of user authentications.

Editor's Note: It is for ffs if there is a need to request/transfer more than one MME security context.
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Figure X: Distribution of authentication data from HE to MME

An MME security context is derived from the authentication vector defined in TS 33.102 clause 6.3.2. To derive the key KASME in the HE, a Key Derivation Function is used which shall contain following mandatory input parameters: CK, IK and SN identity.

Editor's Note: The key derivation function is to be specified later.

If the Network Type equals E-UTRAN then the "separation bit" in the AMF field of AUTN shall be set to 1 to indicate to the UE that the authentication vector is only usable for AKA in an EPS context, if the "separation bit" is set to 0, the vector is usable in a non-EPS context only (e.g. GSM, UMTS). For authentication vectors with the "separation bit" set to 1, the secret keys CK and IK generated during AKA shall never leave the HSS. 

The MME invokes the procedures by requesting authentication vectors to the HE (Home environment).

The authentication data request shall include the IMSI, the Serving Network identity i.e. MCC + MNC, and the Network Type (I.e. E-UTRAN)

Upon the receipt of the authentication data request from the MME, the HE may have pre-computed the required number of MME security contexts and retrieve them from the HSS database or may compute them on demand. 

The HE sends an authentication response back to the MME that contains the requested information.  If multiple MME security contexts had been requested then they are ordered based on sequence number.

The mechanisms for verifying the freshness of sequence numbers in the USIM shall to some extent allow the out-of order use of sequence numbers. This is to ensure that the authentication failure rate due to synchronisation failures is sufficiently low in E-UTRAN. The mechanisn as defined in TS 33.102 [2] shall be followed to allow the out-of order use of sequence numbers.  The same minimum number as defined in TS 33.102 [2] needs to be used across the systems to guarantee that the synchronisation failure rate is sufficiently low under various usage scenarios, in particular simultaneous registration in the E-UTRAN and 2G/3G UTRAN to support idle mode signalling reduction. 
*** Next CHANGE ***

9
Security interworking between LTE and UTRAN 

9.1 Idle mode mobility
Editor’s Note: Security mechanisms for limit signalling during inter-RAT cell-reselection in idle mode to be specified later
9.2 Handover

10
Security interworking between LTE and GERAN

10.1 Idle mode mobility
Editor’s Note: Security mechanisms for limit signalling during inter-RAT cell-reselection in idle mode to be specified later
10.2 Handover

*** END CHANGE ***
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