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1 Introduction
During SA3#48 meeting, the need to support 256-bit keys in EPS was discussed. It was agreed that support for 256-bit keys in EPS is not required from day one and the decision whether to include an option to introduce 256-bit keys later was postponed to SA3#49 Munich Meeting.

During previous discussions the role of the key length to secure an algorithm was challenged. This contribution shows the impacts of key size on attacks and protocols. 

The analysis is performed with the example of AES algorithm but it could also apply to SNOW algorithm since the two algorithms have a design allowing both 128 and 256-bit key size. 

2 Impacts of key length on attacks 
A part from exhaustive key search which needs 2k encryptions to recover a k-bit key, there are two families of attacks to break an algorithm:

· Physical attacks: e.g. Side channel attacks, fault attacks…

· Cryptanalytic attacks: e.g differential or linear cryptanalysis, impossible differential attacks, SQUARE attacks,…

Physical attacks

When feasible the complexity of a physical attack is usually a linear function of the key length. Consequently, increasing the key length to protect against some given physical attack is not an efficient strategy.

Cryptanalytic attacks

In theory an algorithm is considered as broken as soon as a cryptanalytic attack is discovered that allows to retrieve the key faster than the exhaustive key search.

However, a cryptanalytic attack may well be in the range of theoretical vulnerability only. For example, an hypothetical attack on AES n (where n denotes the length of the key) requiring e.g. 2n-tencryptions to break the key may still be above the security level of 280 presently considered as practically infeasible. 

There may be two reasons why the use of AES 128 algorithm may be insecure in the future:

· It is possible to exhaustively search for the key by performing 2128 encryptions

· A cryptanalytic attack is discovered on AES 128

First scenario: It is possible to exhaustively search for the key by performing 2128 encryptions

Complexity of exhaustive key search on AES 256 is 2256 . This is 2128 times more difficult than for AES 128. Therefore, the feasibility of exhaustive key search up to 2128 encryptions does not impact the security of AES 256, which would still be secure against this attack. 

This scenario does not seem realistic within the next decade.

Second scenario: A cryptanalytic attack is discovered on AES 128

Most of the time, a cryptanalytic attack against an algorithm parameterized by n-bits keys has a (time or memory) complexity which depends on n (e.g. n/2 or n-t where t is a value lower than or equal to n). Usually it is assumed that an attack becomes practicable if it requires less than 280 operations (e.g. encryptions with the same key). So let us assume that an attack is discovered against an algorithm such as AES 128 and has a complexity which can be expressed under the form 2n-t where n=128 and 48<t<n (so that 2n-t < 280). A simple way to thwart this attack (not theoretically but practically) may consist in simply increasing the length n of the key in such a way that n-t re-becomes greater than the feasibility limit 280. For AES, this can be done by using 256-bits keys instead of 128-bits keys. We point out that such a solution does not correct the flaw in the algorithm itself but simply renders the attack ineffective.

Conclusion: The existence of an option to introduce 256-bit key for EPS algorithm would enable to mitigate potential attacks on AES 128 and let time to find a solution to counteract the attacks. In order to be able to use 256-bit key version of the algorithm, it is necessary that the 256-bit version is already implemented in the system, this implementation could be gradually introduced on demand.

3 Impacts of key length on protocols 

EPS keys could be involved in protocols such as IETF protocols, i.e by means of GBA. GBA keys are already involved in IETF protocols such as MIKEY for MBMS. 

Currently, GBA keys are 256-bit key length but their entropy is limited to 128 bits corresponding to the entropy of 128-bit key K of UMTS authentication.

GBA keys are derived from the bootstrapped key Ks = CK | | IK 

Due to the fact that CK and IK are derived from the same key K, the entropy of Ks is limited to 128-bit key. So, the key strength of GBA bootstrapped key Ks and GBA NAF-specific keys is limited to 128 bits. 

The use of 256-bit key length for EPS algorithm (UMTS AKA algorithm) would allow the availability of GBA keys with 256-bit entropy. Consequently, protocols relying on EPS keys could benefit from 256-bit key strength of key K. 

4 Conclusion 

Due to the existence of second scenario, we think that we cannot preclude that AES 128 algorithm will not be broken in next decade. The existence of an option to introduce 256-bit key for EPS algorithm would enable to mitigate potential attacks on AES 128 and let time to find a solution to counteract the attacks. Without such a solution the EPS would be insecure until deployment on the field of a new algorithm, this deployment could take time. 

We kindly ask SA3 to agree that EPS shall be able to support 256-bit keys. 

The EPS algorithm for user authentication should be able to support 256-bit key K. 

It is further proposed that the pCR below is agreed and incorporated in TS 33.abc.

*** START CHANGE ***

7.2.1 E-UTRAN key hierarchy and key bindings

EPS algorithm for user authentication shall be able to support 256-bit key K.
EPS shall support 128-bit internal, integrity and ciphering keys, and shall be able to transport and signal the use of 256-bit keys.

*** END CHANGE ***













