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1 Introduction

This document describes the impacts of Ks models on the UICC. The Ks models under discussion are Single-Active-Ks model, Multiple-Active-Ks model, Disposable Ks model, as described in previous SA3 meetings, e.g. S3-070537.  

2 Support of Rel-6/7 GBA_U capable UICCs

The Single-Active-Ks model is the only model enabling the support of Rel-6/7 GBA_U capable UICCs. The drawback of this model is the existence of race conditions. At the moment, there are no information saying that race condition would be a critical issue or not for Rel-8 services.  

The choice of Multiple-Active-Ks model only or Disposable Ks model only for GBA Push will preclude the use of Rel-6/7 GBA_U capable UICCs. 

GBA Push solution not supporting Rel-6/7 GBA_U capable UICCs would create security issues. For example, MBMS service could take advantage of GBA Push mechanism. If GBA Push solution does not support Rel-6/7 GBA_U capable UICCs then Rel-8 GBA Push-capable MBMS service could not rely on smart card-based security in case of Rel-6/7 MBMS-capable UICC hosted in Rel-8 GBA Push-capable ME. This scenario also applies to OMA BCAST Smart Card Profile since the Smart Card Profile relies on GBA_U-based MBMS. It seems difficult to forget those scenarios when selecting the Ks model since GBA was created to secure MBMS key management with both UICC-based and ME-based solutions.

A solution to address both race conditions and need to support Rel-6/7 GBA_U capable UICCs, may consist in having Multiple-Active-Ks model or Disposable Ks models for Rel-8 UICCs, and allowing the usage of GBA_U for pre-Rel-8 UICCs. This alternative was discussed during SA3 email discussions corresponding to SA3#48 Action Point 3 (AP-48-03). Gemalto thinks that this solution is the best one to address GBA Push. 

This solution is further detailed in Nokia, Nokia Siemens contribution S3-070759.

3 Impacts of Ks models on Rel-8 UICCs

This section analysis the impact of Ks models on Rel-8 UICCs.

Single-Active-Ks model 

This model has no impact on the UICC. 

Multiple-Active-Ks model 

This Ks model has the following impacts on the UICC

· The ME needs to send two commands to the UICC in order to derive GBA Push NAF-specific keys

· One command to bootstrap and store the key Ks push. 

This command C1 requires the definition of a new AUTHENTICATE Mode. 

· One command to derive GBA Push NAF-specific keys (Ks_ext/int_NAF push) from  the bootstrapping key Ks push

This command C2 requires the definition of a new AUTHENTICATE Mode. 

· Memory storage in the UICC

· The UICC needs to store several bootstrapping keys Ks push for GBA Push in addition to the bootstrapping key Ks for UE-initiated GBA. 

· At the moment, there is no limitation on the number of key Ks push to store on the UICC. A limitation would ease the memory management of the UICC. In case that there would be an issue regarding the storage capacity in the UICC, a key storage policy dedicated to GBA Push keys could be defined in order to determine the key to overwrite when there is no longer free memory available. This kind of policy already exists for MBMS keys and GBA keys stored on the UICC. 

· The UICC needs to store GBA Push NAF-specific keys in addition to the storage of UE-initiated GBA NAF-specific keys. 

· This model requires more memory storage in the UICC compared to the Disposable model since Multiple-Active-Ks model allows to have several bootstrapping keys Ks push. 

· Need to protect in confidentiality the NAF_ID 

· The need to protect in confidentiality the NAF_ID was introduced in contribution S3-070563 during SA3#48 meeting. 

· The NAF_ID protection would require some changes to the commands C1 and C2 identified in previous bullet. 

· Command C1*: In addition to computations performed in command C1, the UICC would also need to compute and store Ks_ext/int_BSF key (key used to check integrity of GPI data and decrypt NAF_ID)

· Command C2*: In addition to computations performed in command C2, the UICC would need to check integrity of data, decrypt NAF_ID before the computation of GBA Push NAF-specific keys Ks_int/ext_NAF

· This solution would require to store both the bootstrapping Key Ks push and associated Ks_ext/int_BSF key. 

Disposable Ks model 

This Ks model has the following impacts on the UICC.

· The ME needs to send one command to the UICC 

· This command C3 requires the definition of a new AUTHENTICATE mode.

· The computation of the bootstrapping key Ks push and the derivation of GBA Push NAF-specific keys can take place in the same command. A second command is not necessary since all the data required to compute GBA Push NAF-specific keys are provided in the input data, there will be no additional GBA Push NAF-specific keys derivation from the bootstrapping key Ks push (Ks push is deleted). 

· Memory storage in the UICC

· The UICC needs to store GBA Push NAF-specific keys in addition to UE-initiated GBA NAF-specific keys. 

· Need to protect in confidentiality the NAF_ID 

· The need to protect in confidentiality the NAF_ID was introduced in S3-070563 during SA3#48 meeting. 

· The NAF_ID protection would require some changes to the command C3 identified in previous bullet. But it does not require any additional command

· Command C3*: In addition to computations performed in command C3, the UICC would also need to compute Ks_ext/int_BSF keys to check integrity of data, decrypt NAF_ID before the computation of GBA Push NAF-specific keys 

· This solution to protect the NAF_ID would not require any additional storage of key in the UICC. 

The figure below provides comparison table for UICC aspects. 

	
	Single Active Ks
	Multiple Active Ks
	Disposable Ks

	Ks race condition
	Yes
	No
	No

	AV consumption
	Limited
	Limited
	Higher than other models

	Change to the UICC-ME interface
	No
	Yes,

Two commands
	Yes,

One command

	Increase in UICC storage capacity
	No 
	Yes,

Higher than Disposable Ks model
	Yes

	Need of additional key storage management
	No
	Yes,

For GBA Push bootstrapping keys and NAF-specific keys
	Yes 

For GBA Push NAF-specific keys

	Push security for applications on board UICC 
	Update of/new UICC application needed
	Update of/new UICC application needed
	Update of/new UICC application needed


4 Conclusion

We kindly ask SA3 to select a Ks model enabling the support of Rel-6/7 GBA_U capable UICCs. 

In order to address both race conditions issues and support of Rel-6/7 GBA_U capable UICCs, Gemalto preferred solution consists in a solution based on Multiple-Active-Ks or Disposable Ks model for Rel-8 UICCs and usage of GBA_U for pre-Rel-8 UICCs, as proposed in S3-070759. 













