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1.
Introduction
There has been a lot discussion about E-UTRAN security agreements. RAN2 is trying to summarize them and see what is still open and requires further work with RRC, PDCP, and user plane security. In this contribution we discuss few of these issues and propose to update the TS 33.abc to keep it up-to-date with the progress of E-UTRAN security decisions and working assumptions in SA3 with respect the TR 33.821, LSs, and related contributions. We also propose to send LS to RAN2 about these decisions to keep them up-to-date.
2.
Clarifications and proposals
2.1
Separate AS and NAS Security Mode Commands
Based on LS exchanges with RAN2 (S3-070579) and SA3 contributions (S3-070518), SA3 has agreed to use separate AS and NAS level Security Mode Command (SMC) procedures in E-UTRAN.
· Separate AS and NAS level security mode command procedures are required. AS level security mode command procedure configures AS security (RRC and UP) and NAS level security mode command procedure configures NAS security.

The SA3 TR 33.821, section 7.7.1 “MAC, RLC, and RRC layer security” (track of decision) further describes:

Further on, RRC Integrity and ciphering will be started only once during the attach procedure (i.e. after the AKA has been performed) and can not be de-activated later. The combination of assumptions 1 and 2 means that integrity and ciphering cannot be switched to a “dummy” algorithm except at handover; this restriction is acceptable to SA3 (from S3-060833) [1]
Further on, RRC Integrity and ciphering will always be activated in one procedure. However, it should be noted that SA3 cannot offer a guarantee that integrity and ciphering will be activated at the same time within the procedure; integrity may start before ciphering, even though the two activations are triggered as a single procedure (from S3-060833) [1]
· Both integrity protection and ciphering for RRC are activated within the same AS SMC procedure, but not necessarily within the same message. 

· User plane ciphering is activated at the same time as RRC ciphering.
2.2
AS security protocol layers

RAN2 has decided to use PDCP for protecting RRC confidentiality and integrity (R2-073863). Thus, the RRC protocol itself carries only key management related security signalling messages for configuring the respective PDCP layer.

· RRC confidentiality protection is provided by the PDCP layer between UE and eNB.
· RRC integrity protection is provided by the PDCP layer between UE and eNB.
· UP confidentiality protection is provided by the PDCP layer between UE and eNB.
2.3
Key management during inter-eNB handovers

SA3 has agreed that keys are re-freshed during inter-eNB handovers (TS 33.abc v0.1.0 section “7.2.4 E-UTRAN key lifetimes”). Discussions and decisions on how to update the keys during inter-eNB handovers have the following results so far:
Further on, RRC Integrity and ciphering algorithm can only be changed in the case of the eNB handover (from S3-060833) [1]
Then intention with this statement was to prohibit ACTIVE state algorithm changes within one eNB. However, there are other situations in which algorithm changes are possible.

· AS level (RRC, UP) algorithms can be changed during inter-eNB handovers, idle-to-active state transitions, detached-to-active state transitions, and idle mode mobility. 

All E-UTRAN keys are derived based on a KASME. The key hierarchy does not allow, as is, explicit key updates, but RRC and UP keys are derived based on the KeNB and certain dynamic parameters (like C-RNTI), which result as fresh RRC and UP keys in the eNB between inter-eNB handovers and state transitions. The KeNB shall be deleted in the eNB while UE is in idle mode. [2]
· RRC and UP keys are refreshed during eNB handovers. Source eNB creates KeNB* key from the current KeNB key with a one way function producing the same amount of bits than the length of the KeNB key. Target eNB creates new KeNB based on KeNB* and C-RNTI with a one way function producing the same amount of bits than the length of the KeNB key.
· At least the target eNB algorithm identifiers and key purpose identifiers are used in the AS level key derivations as input parameters with KeNB. Key purpose identifiers are listed below:

· “RRC ciphering” for RRC ciphering key derivation

· “RRC integrity” for RRC integrity key derivation

· “UP ciphering” for UP ciphering key derivation

2.4
FRESH and START usage

All key re-fresh solution alternatives considered in SA3 do not require the usage of FRESH parameter as in UTRAN. Keys are re-freshed and replay protection is handled with other means than a FRESH parameter from the network. However, SA3 and ETSI SAGE will define the final format and number of input parameters together for security algorithms (SNOW and AES).
· TR33.821: FRESH parameter is not used in E-UTRAN as an input parameter for integrity protection.

START parameter in UTRAN is used to initialize the HFN. However, in E-UTRAN the keys are re-freshed in every active state inter-eNB handover. Thus, there are no security reasons to use START value for AS key management

· TR33.821: There are no security reasons to use START parameter in E-UTRAN AS level security

Keys are also re-freshed during idle to active state transitions. Thus, the sequence numbers can be reset to zero if needed and there are no security reasons to continue using START value for E-UTRAN. Note that NAS level security is “on” during idle mode.

· TR33.821: There are no security reasons to use START parameter in E-UTRAN NAS level security

See also (R2-073243), which also proposes to remove START and FRESH values from LTE.
3.
Open issues

· Ciphering and integrity algorithm (SNOW and AES) input parameters and modes, co-operation between SA3 and ETSI SAGE.
· ...
4.
Proposal
We propose to update the TS 33.abc with the accompanying pCR to reflect the issues 2.1 – 2.3 above.

We propose to update the TR33.821 track of decision section(s) with the bullets marked with “TR33.821” in section 2.4.

We propose to create LS to RAN2 and attach this contribution to it. The LS should then ask RAN2 to identify any additional open issues and inform SA3 accordingly.
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