Page 1



3GPP TSG-SA WG3 Meeting #49 
(
S3-070768
Munich, Germany, 8 - 12 October 2007
	CR-Form-v9.3

	CHANGE REQUEST

	

	(

	33.abc
	pCR
	CRNum
	(

rev
	-
	(

Current version:
	0.1.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	X
	Core Network
	X


	

	Title:
(

	Key Lengths pCR

	
	

	Source to WG:
(

	Nokia, Nokia Siemens Networks

	Source to TSG:
(

	

	
	

	Work item code:
(

	
	
	Date: (

	01/10/2007

	
	
	
	
	

	Category:
(

	C
	
	Release: (

	Rel-8

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R97
(Release 1997)
R98
(Release 1998)
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)

	
	

	Reason for change:
(

	Document the decisions about key lengths for E-UTRAN

	
	

	Summary of change:
(

	Key length definitions for UP, AS, and NAS keys

	
	

	Consequences if 
(

not approved:
	

	
	

	Clauses affected:
(

	

	
	

	
	Y
	N
	
	

	Other specs
(

	
	
	 Other core specifications
(

	

	affected:
	
	
	 Test specifications
	

	
	
	
	 O&M Specifications
	

	
	

	Other comments:
(

	


*** BEGIN CHANGE ***

 7.2.1 E-UTRAN key hierarchy and key bindings

Editor’s Note: cf. TR 33.821, section 7.4.7

[image: image1]
Figure Y: Key hierarchy in E-UTRAN 

Key requirements on EPC and E-UTRAN:

a) The EPC and E-UTRAN shall allow for keys of length 128.

b) The keys used for NAS and AS protection shall be dependent on the algorithm with which they are used.

c) As part of the initial attach request from the UE, it shall be possible to signal ME security capabilities to the MME, i.e. the ME supported EPS key derivation algorithms.
d) 
e) Length of KASME and KeNB is 128 bits. The protocol interface between HSS and MME must not be changed due to the KASME size (e.g. copy KASME to both CK and IK information elements)
f) Length of RRC and NAS ciphering and integrity session keys are 128 bits
g) Length of UP ciphering session key is 128 bits
h) 
i) 
j) 
The Key hierarchy includes following keys; KeNB, KNASint, KNASenc, KUPenc, KRRCint and KRRCenc
KeNB is a key derived by UE and MME from KASME. KeNB may only be used for the derivation of keys for RRC traffic and the derivation of keys for UP traffic.   
Keys for NAS traffic: 

· KNASint is a key, which may only be used for the protection of NAS traffic with a particular integrity algorithm This key is derived by UE and MME from KASME , as well as an identifier for the integrity algorithm.
· KNASenc is a key, which may only be used for the protection of NAS traffic with a particular encryption algorithm. This key is derived by UE and MME from KASME,,as well as an identifier for the encryption algorithm. 

Keys for UP traffic: 

· KUPenc is a key, which may only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by UE and eNB from KeNB, as well as an identifier for the encryption algorithm. 

Keys for RRC traffic: 

· KRRCint is a key, which may only be used for the protection of RRC traffic with a particular integrity algorithm.  KRRCint is derived by UE and eNB from KeNB, as well as an identifier for the integrity algorithm.

· KRRCenc is a key, which may only be used for the protection of RRC traffic with a particular encryption algorithm. KRRCenc is derived by UE and eNB from KeNB as well as an identifier for the encryption algorithm. 
*** END CHANGE ***
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