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1. 
Introduction

For E-UTRAN and EPS the key lengths need to be decided. There is no clear decision about KASME or KeNB lengths or lengths of the RRC, UP, and NAS session keys. These must be decided for smooth progress in E-UTRAN standardization.

ETSI SAGE has provided its input to the key length discussions by saying that there are no security reasons to use longer than 128bit keys. It has also been agreed that the possible need for 256bit length key support for E-UTRAN will not exist from the beginning. We think that changing key length later is not considered to be a viable solution as it brings new requirements for the implementations and testing.

2. 
New algorithms

E-UTRAN is supposed to support the introduction of new algorithms. This means that UE and eNB implementations need to be updated. To avoid key length negotiations we propose that for each agreed algorithm for E-UTRAN, the key size is fixed to 128-bit.

3.
128 bit or 256 bit key lengths?
There have been discussions about the possibility to use 192 bit keys. However, this is not a natural boundary of 128 or 256 bit key lengths. Thus, we propose not to consider the 192 bit key size for E-UTRAN. It is better to take 256 bit keys than 192 bit keys if the length of the keys need to be extended. 

KASME and KeNB can be seen as transition keys and RRC, UP, and NAS keys as session keys. For these we have outlined three alternatives
:


Alternative 1: 128 bit transition keys and 128 bit session keys


Alternative 2: 256 bit transition keys and 128 bit session keys

Alternative 3: 256 bit transition keys and 256 bit session keys
3.1
Alternative comparison

In alternative 2, the actual session keys could be derived with a KDF that produces 256 bits output by taking the first 128 bits as the ciphering key and the last 128 bits as the integrity key. In case 256 bit session keys would be needed the KDF is run twice with differing input parameter values.

In case of alternative 3 and alternative 2 are mixed together (it has been agreed that 256 session keys are not introduced in the beginning of E-UTRAN), then internal implementations most probably need to take this into account when passing the keying material. The problem in the early implementations can be that in case only 128 bit keys are used in the beginning it may be hard to introduce 256 bit session keys later in case the implementations have hard coded the key lengths to 128 bits already (compare to GSM 54 bit key implementations). To make the implementations right, all the keys should be 256 bits long and the algorithm implementations then use either 128 or 256 bits of the given key.
If the entropy of the K is 256 bits, then the entropy of the KASME should also be 256 bits, otherwise there is no good reason to have 256 bit long K. If it is considered to be an alternative to have at some point in the future 256 bit session keys for E-UTRAN, then it would be best to define transition keys as 256 bits from the beginning to allow easy co-operation between algorithms using 128 bit and 256 bit session keys.

TS 33.102 states that the authentication key K is 128 bits long. Thus, the overall entropy with rel99 USIMs that can be achieved is 128 bits. To achieve higher entropy for the keys the K has to be updated in USIMs and AuCs. Also, if K is updated to be 256 bits long, then the Authentication Vector (AV) calculation functions (see 33.102, figure 7) would need to be updated to support longer K as well. Using longer K in AuC requires an implementation upgrade and more memory for those subscribers that use longer K. Furthermore, all O&M subscriber management interfaces will need to be adapted to be able to handle the administration of 256-bit long K keys.
Furthermore, as ETSI SAGE has informed SA3, there is no real need to have 256 bit entropy session keys. 128 bit entropy session keys are secure in the foreseeable future of E-UTRAN. Thus, we conclude that alternative 1 is best.

4.
Proposal 

We propose to define the lengths of the keys as in alternative 1.

· Length of KASME and KeNB is 128 bits. The protocol interface between HSS and MME must not be changed due to the KASME size (e.g. copy KASME to both CK and IK information elements)
· Length of RRC and NAS ciphering and integrity session keys are 128 bits

· Length of UP ciphering session key is 128 bits

These decisions should be documented into the TS 33.abc (see accompanied pCR).










































































































� Alternative in which session keys would be 256 bits, but transition keys only 128 bits is not interesting because the entropy with 128 bit transition keys can not be extended to 256 bits.


� Transferring KASME from HSS to MME should not implicate changes to the transport protocol from earlier releases (also applying to Alt 2/3). Thus, the KASME could be copied into both CK and IK fields or it can be decided that only CK or IK field carries KASME etc. 
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