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Introduction
We have identified a security risk with the possibility to transfer IMEI or IMEISV without security setup during the network attachment procedure. In case there are faulty UEs that do not implement the security features properly (ciphering and/or integrity) and thus network does not enable them an attacker can use properly selected IMEI or IMEISV code for itself and pretend to be a faulty UE and bypass security.

In UTRAN the IMEI/IMEISV query from network side to the UE can happen before the AS or NAS security has been enabled. This allows an unauthenticated network to query static device identifier (IMEI/IMEISV) from the UE and can be used to track the UE passively or actively. However, the same is true with the IMSI.
Based on these two security risks E-UTRAN should not allow UE sending IMEI or IMEISV to the network before security setup. Furthermore, both IMEI and IMEISV should be sent in the confidentiality protected NAS layer to prevent eNB getting this information (see LS S5-071618). This follows the two layer security principle of LTE Security (see TR 33.821). 

Note that when UTRAN allowed the IMEI(SV) query in clear by the network it was because of some early UE implementations existed with malfunctioning ciphering/integrity engine. For E-UTRAN we do not have this situation. An argument that UE works with some network equipment but not with others because of different implementations of integrity and ciphering algorithms is by definition not an argument to allow early UE detection. Algorithm implementations must be interoperable.
Note that this issue of IMEI protection was discussed back in 2003 for UTRAN in S3-030294.

Discussion

SA3 has discussed the issue of IMEI/IMEISV protection over the air (see S3-070469). It has been agreed that IMEI/IMEISV query before the security setup must not be used to query the stolen terminals database, but another IMEI/IMEISV query should be run when security has been enabled. The SA3 preference is also to transfer the IMEI/IMEISV code in confidentiality protected signalling. 

It is still open on which layer the IMEI/IMEISV query should be implemented, i.e. in AS or NAS level. LS S3-070469 from SA3 to SA2 included the following security related reasoning for not transferring IMEI in encrypted form (italic text).

2)   Should (or shall?) the IMEI (or its equivalent) be sent only over encrypted connections?

SA3 response:

SA3 believes that the IMEI should, in general, only be sent over encrypted connections for privacy reasons. Without encryption, the IMEI would reveal a long term permanent identity over the radio interface which could be used to compromise user identity and location confidentiality. SA3 also believes that the IMEI should, in general, only be sent over integrity protected connections to prevent an attacker tampering the IMEI outside the protected area of the terminal where it is stored and processed.

SA3 does recognize that there may be situations where IMEI is not encrypted or integrity protected during transmission. Some of these situations are listed below and are for further study:

· Although SA3 expect that LTE integrity protection will be mandatory to apply as in UMTS, encryption will most likely remain optional due to restrictions on the export or use of encryption. In cases where encryption is not enabled, then clearly IMEI cannot be confidentiality protected during transmission.

This is not a direct argument for IMEI confidentiality protection issue. IMEI should be transferred encrypted if the corresponding transport protocol layer uses confidentiality protection, i.e. transfer IMEI after security mode command.

· An IMEI may be sent in the clear as part of a UICC-less emergency call.

It is terminal decision to launch an emergency call, and hence it is the terminal who takes the decision to reveal the IMEI(SV). In this case it is not the network that queries the IMEI(SV), so that for this case there is no requirement for the network to query the IMEI(SV). For emergency calls UE sends the IMEI(SV) in clear text to the network and thus also for the eNB.
· An IMEI may need to be sent before encryption or integrity protection is enabled, to identify faulty UEs that have not implemented encryption or integrity protection correctly. Such a possibility exists in UMTS. However, fetching of the IMEI by the network before encryption is enabled is optional in UMTS, so operators still have the possibility to prevent that the IMEI is transmitted without protection, in the case where the ability to detect faulty UEs before security is activated is not required. Furthermore, if an unprotected IMEI is fetched by the network, the network should not rely on this for the purposes of barring stolen ME, but should instead fetch the IMEI again after integrity protection has been enabled and rely on the integrity protected IMEI instead. See TS 33.102, section 6.4.5, for more details on the security aspects of early UE handling in UMTS. It is for further study whether the possibility to fetch the IMEI in unprotected form would be allowed in LTE/SAE, e.g. to support early UE handling.

We have not identified any needs for this. Sending IMEI before or after security setup means that the faulty UEs have some problems with the security algorithms implementation. This should not happen for terminals that are tested properly against network elements. 

In case for faulty terminals the security is not setup properly an active attacker has the possibility to respond to the network on behalf of the UE with a terminal id that corresponds to the imaginary faulty UE. The end result would be that there is no confidentiality protection or even no integrity protection for the signalling, and/or no confidentiality protection for the user plane. Note that if security is not enabled there is no way to authenticate the IMEI or IMEISV later during the attachment.

Proposal

We propose to update TS 33.abc with the requirement that the 
· UE shall provide its equipment identifier IMEI(SV) to the network, if the network asks for it. 
· The IMEI shall be securely stored in the terminal.
We also propose to adopt the requirement that 

· UE shall not send IMEI(SV) to the network on a network request before the NAS security has been activated.
We also propose to send LS to SA2 to notify this. 

Furthermore, we propose to send the IMEI/IMEISV in the NAS protocol layer to disallow eNB to get information about IMEI/IMEISV (see S5-071618) in normal conditions (i.e. in emergency call situations IMEI(SV) is send in clear text to the network by UE’s decisions and eNB gets it in clear).
· The IMEI(SV) shall be sent in the NAS protocol.









































































































3GPP

SA WG3 TD


